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Transnational Organized Crime 

With organized crime estimated to generate billions of dollars every 
year through illegal activities such as money laundering, smuggling of 

people and goods, extortion, robbery, fraud, and insider trading, 

authorities are increasingly working together to combat this increasing 
threat to international security and stability. 

In this book former police officer Frank Madsen provides a much 

needed, short and accessible introduction to transnational organized crime, 

explaining its history and the key current issues, and clearly examining 

the economics and practices of crime in the era of globalization. 

Key issues discussed include: 

The war on drugs 

Anti-money laundering efforts 

The relationship between organized crime and terrorism 

Development of “Internet-based” criminal activity 

International fesponses to transnational organized crime. 

Illustrated by a series of researched case studies from around the 

world, Transnational Organized Crime is essential reading for all stu- 

dents and researchers in international relations, international law, and 

criminology. 

Frank G. Madsen is a researcher in transnational crime at the University 

of Cambridge. A former police officer with both the Danish police 

force and Interpol, his research interests include organized crime, cor- 

ruption, trafficking in women and children, and environmental crime, 

in particular deforestation. 
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Foreword 

The current volume is the thirty-fourth new title—several have already 

gone into second editions—in a dynamic series on “global institutions.” 

The series strives (and, based on the volumes published to date, succeeds) 

to provide readers with definitive guides to the most visible aspects of what 

many of us know as “global governance.” Remarkable as it may seem, 

there exist relatively few books that offer in-depth treatments of prominent 

global bodies, processes, and associated issues, much less an entire 

series of concise and complementary volumes. Those that do exist are either 

out of date, inaccessible to the non-specialist reader, or seek to develop a 

specialized understanding of particular aspects of an institution or pro- 

cess rather than offer an overall account of its functioning. Similarly, 

existing books have often been written in highly technical language or have 

been crafted “in-house” and are notoriously self-serving and narrow. 

The advent of electronic media has undoubtedly helped research and 

teaching by making data and primary documents of international 

organizations more widely available, but it has also complicated mat- 

ters. The growing reliance on the Internet and other electronic methods 

of finding information about key international organizations and pro- 

cesses has served, ironically, to limit the educational and analytical 

materials to which most readers have ready access—namely, books. 

Public relations documents, raw data, and loosely refereed web sites do 

not make for intelligent analysis. Official publications compete with a 

vast amount of electronically available information, much of which is 

suspect because of its ideological or self-promoting slant. Para- 

doxically, a growing range of purportedly independent web sites offer-: 

ing analyses of the activities of particular organizations has emerged, 

but one inadvertent consequence has been to frustrate access to basic, 

authoritative, readable, critical, and well-researched texts. The market 

for such has actually been reduced by the ready availability of varying 
quality electronic materials. 



Foreword xvii 

For those of us who teach, research, and practice in the area, such 
limited access to information has been particularly frustrating. We 
were delighted when Routledge saw the value of a series that bucks this 
trend and provides key reference points to the most significant global 
institutions and issues. They are betting that serious students and pro- 

fessionals will want serious analyses. We have assembled a first-rate 

line-up of authors to address that market. Our intention, then, is to 

provide one-stop shopping for all readers—students (both under- 

graduate and postgraduate), negotiators, diplomats, practitioners from 

nongovernmental and intergovernmental organizations, and interested 

parties alike—seeking information about the most prominent institu- 
tional aspects of global governance. 

Transnational organized crime 

Bodyguards to protect public officials and private corporate execu- 

tives, disappearances, prostitution rings, children in human sexual 

bondage, and independent drug lords with kingdoms in the jungles are 

all part of this week’s headlines or newscasts. Transnational organized 

crime is increasingly seen as a threat to international security and sta- 

bility as well as domestic and global economies. This fundamental 

concern to national and international decision makers has only 

recently come to be subject matter for international relations scholars 

and international lawyers. For some time, police and intelligence prac- 

titioners have pointed to the connection between transnational orga- 

nized crime and state fragility, armed conflict, and terrorism. They 

have highlighted the complex and problematic relationships between 

trafficking in arms, human beings, and drugs, and corruption and state 

failure. These are all topics that figure in many books in the series but 

most especially in two on money laundering and international criminal 

pursuit.! 
We were fortunate to persuade a life-long practitioner recently 

turned scholar, Frank Madsen of Cambridge University, to write this 

volume on transnational organized crime for this series. It is a formidable 

research-based, critical assessment of the subject. He examines and 

tackles such questions as the use of the “expatriate US dollar,” the 

unending war on drugs, and anti-money laundering efforts. He also 

scrutinizes the postulated relationship between organized crime and terror- 

ism and introduces the notion of “deviant knowledge,” which he applies 

not only to members of the professions, who place their knowledge at 

the disposal of criminals, but also to public officials’ deviation of 

knowledge for allegedly superior political reasons. 



xviii Foreword 

Frank Madsen has extensive international law enforcement experience— 

having been both liaison officer and head of criminal intelligence at 

Interpol’s General Secretariat in France, where he wrote Encyclopaedia 

(a restricted circulation handbook on the tracing and forfeiture of 

criminal assets, which was used by police and customs services throughout 

the world). During his tenure at Interpol’s headquarters, he was 

involved in the resolution of some of the largest drug cases of that time. 

His operational field experience, for example in organized crime and 

financing of terrorism cases, is easily discernable in this book. His two- 

decade-long experience as director of international corporate security 

for a US Fortune-100 company afforded him unique practical insights, in 

particular into industrial espionage, corruption, and fraud, as well as in 

regards to the analysis of terrorism from a corporate perspective. 

During this period he also conceived and designed a new industry-wide 

institute, the Pharmaceutical Security Institute, now located in 

Washington, DC, with the purpose of monitoring and interdicting the pro- 

duction and sale of counterfeit pharmaceuticals throughout the world. 

Having submitted his Ph.D. thesis, on which the present volume is 

based, to the University of Cambridge in the United Kingdom, he is 

now a researcher at St. Edmund’s College, Cambridge University, 

where he continues to research transnational organized crime, specia- 

lizing in the relationship between crime and international relations and 

governance. He is the author of a chapter on organized crime in The 

Oxford Handbook of the United Nations* and of an original paper 

offering a theory on the scholarly and practical use of scaling and 

complexity theory in the study of organized crime and terrorism; which 

is the object of wide interest.? Recently he co-wrote an article on 

energy security for the journal Gnosis of the Italian intelligence ser- 

vices.* His is a truly original voice in this business. 
As always, we look forward to comments from first-time or veteran 

readers of the Global Institutions series. 

Thomas G. Weiss, The CUNY Graduate Center, New York, USA 

Rorden Wilkinson, University of Manchester, UK 

April 2009 
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Introduction 

“Transnational organized crime” is not an institution in the generally 
accepted senses of this term; the inclusion of a book on that subject in 

a series called “Global Institutions” could therefore be seen as an 

abnormality. There are, however, two main reasons to justify the 

inclusion of this subject in the series. First, transnational organized 

crime has been seen to mirror the structural characteristics of the licit 
economy and to exploit the structures thus made available to facilitate 
and increase international trading activities. Therefore, transnational 
organized crime is by now seen as an international issue, which must 

be tackled at the international level. 

Second, I have, elsewhere,! introduced the notions of complexity and 

scaling theory into the field of organized crime studies. Using such 

methodology, the behavior under study can, and should, be seen from 

two different points of view, while maintaining that it is not possible to 

have a satisfactory concurrent perception of both aspects. From the 

viewpoint of very near, the individual, local crime, and from the per- 

spective of the very far, the global movements of goods, people, and 

monetary instruments are observable. When applying the latter aspect 

of observation, namely from very far, I argue that the transnational net 

spun by what—in a kind of shorthand notation—is called “organized 

crime” constitutes a dynamic horizontal institution, whereby goods, 

people, services, and monetary instruments meet and satisfy the 

demand emerging from our many desires. As the influential American 

essayist Walter Lippmann famously stated of U.S. society, “The high 

level of lawlessness is maintained by the fact that Americans desire so 

many things which they also desire to prohibit.”* The commercial 

structure that provides the many things we—and not only Americans— 

both desire, and desire to prohibit, is called organized crime.> Although 

it is a strong contention of this work that “organized crime” does not 

exist as a global institution (that is to say as one organization with 
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global reach and global representation), yet the dynamic network spun 

around the globe by the various criminal activities considered in this 

work, does constitute a global institution, albeit one that has no visible 

constitution or fixed structure. It is constantly changing, while it exhi- 

bits a permanent configuration in a dynamic and almost virtual and 

protean way. 

It is an obvious tautology to state that in a legal sense only acts 

which are criminalized are crimes. It is crucial, however, to comprehend, 

as Peter Andreas* points out, that a century ago, most of the crimes 

now related to smuggling were at most revenue violations (drugs, 

endangered species, etc.), which have been criminalized by the expan- 

sion of so-called prohibitionist laws. The problem of enforcing such 

laws has, quite obviously, been exacerbated by the sharply expanding 

legal international trade, which governments encourage while con- 

currently attempting to interdict the illegal part. The prime example, of 

course, is the Prohibition period in the United States, which epitomized 

the concept known by the term criminogenesis. Critiquing this concept 

will be an important thread throughout the work: When a government 

or, indeed, the UN Security Council, introduces restrictions on a pro- 

duct or service, which is in demand, that demand will be met, in par- 

ticular by organized crime. 

It is necessary to stress an important conceptual difference between 

this work and similar works: It will be stressed throughout this work that a 

top-down view of the phenomenon of transnational crime is less helpful 

than a bottom-up evaluation. It is difficult, but necessary to comprehend 

that so-called “crime syndicates” as well as terrorist organizations are 

funded, in the end analysis, by such apparently less important offences 

as organized retail theft, coupon fraud, street sale of counterfeit luxury 

products, and cigarette smuggling; indeed, it is the 50-dollar bag of 

narcotics sold on the streets of New York and the 20-pound “Gucci” 

bag in Manchester that provide income to organized crime and deter- 

mine its structure. Therefore, a number of case studies have been 
introduced. in order to show the bottom-up approach; as far as possible 
these have been chosen from different parts of the world to avoid dis- 
tortion by country- or regional specificity. 

The remaining part of the Introduction will review how the chapters 
in the book examine the subject. As noted above, transnational orga- 
nized crime can be viewed as an informal institution with a permanent, 
albeit dynamic and invisible constitution. This view subtends the 
structure of the book, which in six chapters analyzes the structure and 
development of transnational organized crime and, in the seventh, pre- 
sents an overview of critical issues and future trends. 
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Chapter 1 questions the taxonomy of organized crime and the rela- 
tionship between transnational organized crime and international, 
“transnational,” and municipal law. It also introduces the concept of 
societal alienation as an explanatory element in the social fabric of 
organized criminals and, most certainly, of corporate criminals. 

The following Chapter 2 treats the historical development of the 
conceptual subject generally referred to as organized crime, including 

the managerial aspects of organized crime on international level, and it 

further elaborates the concept of criminogenesis, which is a core con- 

cept for the understanding of transnational organized crime. 

Chapter 3 examines some of the more common transnational crimes, 

in particular illicit traffic in illicit product and illicit traffic in licit product, 

before considering the important issue of the implantation of one 

organized crime organization within the territorial entity of another. The 

chapter finishes with an important case study, “Operation Green Quest.” 

The study deals with a major case of organized retail crime, which had, 

and presumably still has obvious relations to international terrorism 

and therefore provides a suitable introduction to the following chapter. 

Chapter 4, in fact, questions the relationship postulated by parts of 

scholarship and officialdom, alike, between organized crime and terrorism. 

This interrelationship has attracted wide attention since the terrorist 

attacks in New York, London, and Madrid at the beginning of the 

twenty-first century. The chapter, however, introduces the concept of deviant 

knowledge as a crucial element and as a means to a better under- 

standing of the political agitations that subtend the triangular tension 

between organized crime, terrorism, and the government. 

From the beginning of the early 1960s, the study of the economics of 

crime has developed into an exciting and fruitful academic discipline, 

outlined in Chapter 5, which also examines the role of the so-called 

expatriate dollar, a term coined to designate U.S. dollar notes circulating 

outside the United States. This chapter considers the importance of such 

monetary flow at some length. 

Chapter 6 proposes an overview of the international counter-measures 

against organized crime under two headings, institutions and legisla- 

tion. It reviews the history and function of international law enforce- 

ment cooperation with special regard to the efforts of international 

organizations, such as Interpol and the United Nations, and critically 

examines so-called anti-money laundering efforts. To illustrate the 

latter, the case of the implementation of anti-money laundering statutes 

in Thailand is considered. 

Finally, Chapter 7 presents some critical issues in contemporary 

debate and praxis before introducing a somewhat pessimistic thread by 
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speculating on the likely crimes, which, in the future, will provide 

transnational organized crime with its income stream. It thereby 

reflects on the present author’s belief—supported by the book’s evi- 

dence and analysis—that crime and organized crime will remain with 

us forever as a significant problem. Nevertheless, the question remains 

whether such crime will achieve such proportions as in effect influen- 

cing the world economy and the relationship between countries. 

An Annex provides—in a number of tables—quantitative information, 

which although not exhaustive, is necessary for a better understanding 

of the subject matter. Likewise, an Annotated Bibliography points to 

essential, further reading and to a selection of relatively recent cine- 

matographic creations that, albeit in fictionalized form, nevertheless 

visually depict actual aspects of transnational organized crime. 

Throughout the book, a number of case studies serve not only to 

elucidate the conceptual development but also, and most importantly, 

to demonstrate to the reader the reality of transnational crime and to 

leave him or her with a real, almost hands-on, appreciation of the 

investigative, prosecutorial, and judicial difficulties that such crimes 

represent. If the book succeeds, even in a modest measure, in conveying a 

balanced appreciation of the subject matter, avoiding both sensationalism 

and blasé minimization, it will have served its purpose. 



1 Taxonomy 

This chapter isolates the concept of transnational organized crime and 

examines it in relation to international and municipal law and 

international criminal law, while attempting to untangle the unstable 

terminology presently used. Initially, however, the issue of criminology 

in relation to the so-called transnational condition will be considered.! 
The point here is that over the last two centuries criminology as part of 

social sciences has developed a theoretical foundation for the under- 

standing of crime and society. In view of the transnational nature of the 

criminality considered in this work, one is led to ask if this theoretical 
foundation retains its meaning also in this relatively new context. 

Criminology and the transnational condition 

The traditional discipline of International Relations theory is based on 

the primacy of the nation-state, which led to an emphasis on the study 

of power on the one hand and, on the other, political theory and law, 

in particular international law, in order to establish a law-based system 

for the peaceful management of interstate affairs. 

This dichotomy was somewhat disturbed by the perceived nature of 

so-called globalization, which seemed to introduce a set of new players on 

the world scene, while observing an alleged concomitant downsizing of 

the role of the state.* The newcomers included in particular transnational 

corporations, non-governmental organizations (NGOs), and a class of 

international rich individuals; these three classes have a certain cosmo- 

politanism in common, since they are not bound or indeed loyal to any 

territorially determined entity, and, in other words, they represent a new 

and different way of constructing individual and collective identities. 

Crime definition and crime control have always been at the core of 

the very notion of sovereignty, so considering that governance has, at least 

in part, been replaced by global governance, it becomes unavoidable to 
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examine the same issue, crime definition and control, in a global context. 

In doing so, we are in reality building on the work of the French phi- 

losopher Emile Durkheim, who noted that crime is a “normal social 

fact” and that definition and enforcement of anti-crime measures 

form an important part of the creation of social order, as well as on 

the insights of Charles Tilly. 
In fact, Durkheim’s views are not that surprising; after all, what is a 

society if not a delimitation of what is and is not acceptable if the identity 

of that individual society is to be retained. Therefore to say that sovereignty 

is linked to criminalization, which is a determination of the—obviously 

non-geographical—borders of society, is, at least to some degree, a 

tautology. Nevertheless, Durkheim’s proposition obviously leads to 

questions about crime definition and control in a “world social order:” 

Whose views should be applied and how? Some scholars decry what is 

a fact, namely that modern states are increasingly incapable of gov- 

erning transnational crime; this, however, should not come as a sur- 

prise considering that the same states were never capable of governing 

national crime, either. Others, in particular of the so-called critical 

criminology school, would recommend the study of international flows 

and complexity in a context other than that of the nation-state in what 

they term the sociology behind societies.* 

Nevertheless, it remains my opinion that for the foreseeable future 

the system of nation-states and the various international organizations 

they have created, and, mostly so, the United Nations and its sister 

organizations, the World Bank and the International Monetary Fund 

(IMF), will provide the best and, indeed, the only credible framaework 

for analyzing crime control on global level. 

A few, relatively recent phenomena deserve to be emphasized at this 

point, since their “international” character makes them difficult to 

comprehend at nation-state level. The most important of these has 

been referred to above, namely what was termed the newcomers on the 

international scene. In particular one set of these, the cosmopolitan 

elite, is of import in this context, not only as such, but also because 

they have created a new urban entity, the global city. Hitherto, the term 
“global city” has been used to refer to mega-cities, where the urban 
population was larger than the totality of the rural population in the 
country. Now, however, this term takes on a new meaning with the 
creation of a virtual global city, NyLon, an amalgamation of New 
York and London. Indeed, a certain class in each city undoubtedly 
feels closer to their counterparts in the other city than they do to the 
inhabitants of their own. Therefore, they travel to and from the two 
cities, London and New York, and have residences and professional 



Taxonomy 7 

activities in both, thereby creating the new, virtual city. Dubai is also 
considered a global city in this sense.> 

As part of this futuristic development, one unfortunately also sees the 
development of more and more “gated communities” around the world 
and, partially linked to this concept, the surprisingly important 
increase in the number of private police when compared with public 
police personnel. Although walls, virtual and physical, have always been 

constructed by the elites to keep out the non-elites—one only needs to 

read a couple of novels from Victorian England to see this—the novelty, 

I would argue, is the total alienation of a large proportion of the economic 

elites. In Victorian England, the elites at least came in contact with the 

non-elites in the form of servants. That this is no longer the case is 

expressed in the justly famous phrase from a Tom Wolfe novel, “Christ, 

who were these people?” uttered by a yuppie, when he, exceptionally 

and involuntarily, came into contact with the non-elites in an airport.® 

This has a direct bearing on the subject-matter, since this attitude is 

based on a marginalization, which is neither a result of nor a cause for 

constrained opportunities. It is societal alienation, which, I would 

argue, also assists in the analysis of—often transnational—corporate 

crime, if one examines the distance (status, benefits, symbols) between 

the corporate executive and the average citizen. The subsequent socie- 

tal alienation on the part of the executive makes it difficult for him or 

her to understand that the law, enacted by “the others,” should apply 

also to them. It should be noted that my use of societal alienation dif- 

fers somewhat from the common acceptation. For instance, Geyer 

identifies the fact that societal alienation is not identical to or a sub- 

form of interpersonal alienation.’ On my view, however, his use of the term 

(societal alienation) is too narrow, since he only or mostly applies it to 

macro-social structures, institutions, and processes, whereas it quite 

clearly is also applicable to the social isolation of a group of profes- 

sionals from other segments of the population, culturally, economically, 

and, indeed, physically. 

International, “transnational,” and municipal law 

Although transnational crime has been with us for a long time—and 

presumably for as long as human societies (in the plural) have existed, 

for example in the form of smuggling, cross-border fraud and trading 

in illicit goods—the concept of transnational crime, as opposed to a 

thematic treatment of transnational crimes, such as slave trading, 1s 

relatively recent. Unfortunately, the terminology in this field is highly 

unstable and at least four terms sometimes overlap each other, often 
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are synonyms, and occasionally delimit different, albeit related areas: 

namely “transnational crime,”® “transnational organized crime,”? 

“international organized crime,”!° and “multinational crime.”?! 
As an illustration of the terminological instability in this area, it is 

instructive to observe that in United Nations Security Council resolution 

1373 of 2001, §4, the Security Council “Notes with concern the close 

connection between international terrorism and transnational orga- 

nized crime ...” Terrorism, in other words, is seen by the UN Security 

Council as international while organized crime is transnational.'* 
Apart from the purely terminological issue, a more substantial difficulty 

is the conceptual collocation of the subject-matter in the context of 

international law; this can best be illustrated by the use of a Venn dia- 

gram, which allows a visual understanding of the conceptual difficulties 

(Figure 1.1). 

Among the intersections of the three circles in this diagram, four are 

of particular relevance to this area of study (/M 1s the intersection 

symbol (elements of sets overlap) and “—” is the complement symbol 

(elements not in the set)): 

1 QL ATC) -OC: Crimes that are transnational and a violation of 

international law, yet not part of organized crime, for example a 

parental dispute over custody of a child, where one parent “snat- 

ches” the child in one country and transfers it to another. 

Transnational 2 
crime 

International Organized 
law crime 

Figure 1.1 Venn diagram. Transnational crime, organized crime, and international 
law 

Note: TC = Transnational Crime; OC = Organized Crime; IL = International Law 
Source: Present author 
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2 UL A OC) mn -TC: Crimes that are organized and a violation of 
international law, but which do not cross borders, such as slave 
trading within a country; organized crime’s involvement in modern 
slavery (violation of ius cogens, but not necessarily transnational).!3 

3 UL MTC 1 OC): Crimes that are transnational, organized, and a 
violation of international law, for instance international drug trafficking. 

4 (TCN OC) nN -IL: Crimes that are organized and transnational, but 
not violations of international law, for example the smuggling of 

genuine, but non-taxed tobacco product from one country to 
another. 

Transnational crimes are crimes that in one of several ways involve two 

or more sovereign jurisdictions, but which are codified in the national 

legislations of these jurisdictions. On the other hand, it is important to 

emphasize that “transnational crime” is not a synonym for “inter- 

national crime” as criminalized in international criminal law; a trans- 

national crime may be criminalized under international criminal law, for 

example drug trafficking, which is the subject of several international 

conventions and therefore of international law; it does not have to 

be, though. Another, surprising difference is that a violation of interna- 

tional criminal law does not need to involve more than one country, 

whereas a transnational crime must. 

Transnational crime and international criminal law 

Today, the term transnational organized crime is commonly used to 

describe the international cooperation and in general the interna- 

tional aspects of organized crime. At this point it is useful to con- 

sider the terminological question from a typical range of current 

socio-political and psycholinguistic points of view, since it has been 

questioned by a number of scholars. The objections most often mar- 

shaled against the term ‘transnational organized crime are of three 

orders: (i) what the term says, the denotative meaning; (ii) what the 

term does not say but implies, the connotative meaning; and (iii) what 

the term excludes (the socio-political exclusionary meaning).'* Scholars 
object to the term because the nucleus of it, organized crime, is in itself 

a term that gives rise to much discussion and which is not defined in 

the criminal codes of a number of jurisdictions.!° To increase the con- 

fusion, according to these critics, the adjective transnational is then 

added without a proper explanation of the difference, if any, between it 

and international. Furthermore, on the second point scholars maintain 

that the term transnational organized crime carries the connotation of 
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“foreign” and as such is xenophobic and racist, notwithstanding the 

fact that the vast majority of organized criminals are indigenous to the 

country in which they operate. Finally, the same scholars object that 

the term excludes crimes such as corporate crime, white-collar crime 

and in general crimes committed by “the powerful,” as expressed by 

James Sheptycki: 

That is why some concepts articulated within the discourse, those 

to do with financial crime, economic crime, white-collar crime, 

crimes of the powerful, serious fraud in the private sector, corpo- 

rate crime and corruption, environmental crime, war crimes, and 

state crime are only heard sotto voce.'® 

However, Sheptycki’s argument that white-collar and corporate crime 

are excluded from the definition of organized crimes could perhaps be 

countered in two ways: first, the use in white-collar and corporate 

crimes of the Racketeer Influenced and Criminal Organizations statute 

(RICO), the organized crime provision par excellence in the United 

States; and, second, the sentencing levels in corporate crimes, which 

would appear to be on the same level as sentencing in organized crime 

cases—or, indeed, higher. In fact, although RICO was enacted in the 

United States to counter “the infiltration of organized crime and 

racketeering into legitimate organizations operated in interstate com- 

merce,”!’ instead prosecutors have relied on the Act to “strike at 
those—whether or not they fit the ordinary definition of ‘racketeerer’ 

or ‘organized criminal’—who commit crimes in conducting the. affairs 

of business, labor unions, and government offices.”!§ 

One of the earliest writers in the field, André Bossard,!? informally 
“defined” transnational crimes as those whose resolution necessitates 

the cooperation between two or more countries: (i) because the crime 

itself is transnational in so far as it implies crossing at least one border 

before, during, or after the fact, such as international drug trafficking; 

(ii) by the consequences; an example is currency counterfeiting in one 

country, but introduction of the counterfeit notes in the financial 

system of another; (ili) by the transnational character of the crime; a 
rather typical case is constituted by gangs of highly professional pick- 
pockets, who ply their trade for a couple of days in one country and 
then move on to another before law enforcement authorities realize 
that an organized crime is in execution.?° Bossard notes that the con- 
stitutive elements of transnational crime are two: first, the crossing of a 
border by people (the criminal), objects (for example firearms), or even 
the intent or will as in computer fraud, when a cyber criminal gives an 
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order from one country, which is transmitted to and executed in 
another country; and, second, the “international” recognition of a 

crime, through international conventions, extradition treaties, or con- 

cordant national laws.*! Bossard’s views are obviously influenced by his 

having served for many years as a high-ranking official at the General 

Secretariat of Interpol, then in Saint Cloud, France, and he is, quite 

understandably, pragmatic, having observed the difficulties in trans- 

border law enforcement cooperation.** Nevertheless, his insistence on 

the definitional aspect of cooperation is stimulating and fruitful com- 
pared to a more legalistic approach. After all, it is fairly clear that the 

difficulties inherent in the subject-matter which Bossard treats, trans- 

national crime, are not necessarily of a legal nature, but are linked to 
the issue of cooperation and thus—in the ultimate analysis—to poli- 

tical will. Peter Andreas and Ethan Nadelmann’s characterization of 

transnational crime is, on the other hand, difficult to understand: “We 

define transnational crime as those activities involving the crossing of 

national borders and violation of at least one country’s criminal 

laws.”*? The problem here obviously is that they posit transnational 
crime as the violation of one country’s criminal laws. If the activity in 

question only violates one country’s criminal law and in other words 

there are no concordant national laws, then, with a few treaty-based 

exceptions, there will be no international law enforcement cooperation, 

no extradition, etc. It is difficult to comprehend the contents of the 

term “transnational crime” on this view. 
Finally, it should be noted that the legislator has codified the term 

transnational crime in some jurisdictions. An example is the United 

States, where Pub. L. 106-386, October 28, 2000, SEC.102.b.24 states 

that: “Trafficking in persons is a transnational crime with national 

implications.”*4, 
Having considered the taxonomical difficulties implied by the term 

“transnational organized crime” and its relationship with international 

law in this chapter, the next two chapters will examine, respectively, its 

history and development (Chapter 2) and its factual contents (Chapter 3). 



2 History and development of the 

concept of organized crime 

This chapter will consider the formulation and development of the 

concept of “organized crime,” the definitional difficulties identified 

by scholarship, and the inability of present conceptualizations satisfac- 

torily to account for transnational crime and crime organizations in 

an age of globalization. The perceptual outcome of this inability 

which obtains today is to view organized crime as a closed ethnic 

group.! 
A further issue, which renders conceptualization difficult, is the 

increasing co-mingling of illicit and licit businesses run by organized 

crime groups. Also the illicit trade in licit product such as untaxed 

cigarettes by organized crime deepens the conceptual complexity. 

Finally, one must question the dividing line between organized crime and 

so-called white-collar crime, another criminological conceptualization, 

which sits awkwardly with criminal justice studies. French scholars 

have asked the above question and have pointed out that it is perhaps 

not possible to establish a dividing line between the two kinds of 

criminality—apart from the rather amusing fact that white-collar crime 

relies on an illegal back room and organized crime on a legal front 

room.” 
As noted in the introduction, criminogenesis forms an important 

thread throughout the work. Over the last century, two concurrent 

developments are of import in the present context: first, that a number 

of acts, such as the trafficking in arms and narcotic drugs, have been 

criminalized, creating a prohibition regime; and second, that a number 

of such prohibition regimes have homogenized and converged into an 

international prohibition regime, under pressure from governments and 

so-called transnational moral entrepreneurs, exemplified by NGOs.? It 

is not within the scope of the present work to consider the motivations 

behind such governmental and non-governmental criminalizing efforts. 

Nevertheless, the following points need to be made: 
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(i) Basically all criminalization by bi- or multilateral agreements or 
international prohibition regimes is the promotion and interna- 
tional codification of norms generated in the Occident and in par- 
ticular in the United States. 

(ii) NGOs and other transnational moral entrepreneurs promote and 
export norm sets based on ethical considerations without clarifying 
whose ethics they are promoting and without explicating why that 
particular set of norms is superior to other sets of norms and 
deserves to be internationally accepted. 

The concept of organized crime 

The concept of organized crime was born in the United States in the 

nineteenth century; nevertheless, there has been little agreement 

throughout history as to the contents of the concept. The two crimin- 

ologists, Goldthaite Dorr and Sidney Simpson,* claimed in their 1929 

publication that organized crime consists in two activities, criminal 

fraud and the protection racket, thus concentrating on the behavioral 

aspect of organized crime instead of on racial and ethnic aspects. 

Unfortunately, the U.S. government, and a large part of scholarship, 

did not follow this advice, but concentrated on a perceived collective 

identity rather than on behavioral characteristics. There seems to be 
little doubt that such an approach by the U.S. government was much 

influenced by the then-recent St. Valentine’s Day Massacre in 1929 in 

Chicago, in the course of which a crime group of Italian origin, under 

the leadership of the later rather notorious criminal Al Capone, killed 

seven members of a rival group of Irish origin in what appeared to be 

an execution; this event quite understandably caused a public outcry.° 

The perceptual, outcome was based on a view of organized crime as a 

closed ethnic group, often of Italian origin, based on tribal or family 

relationships, etc. The choice of relying on the so-called “Sicilian syn- 

drome” or the “alien conspiracy” model has gravely impeded scholar- 

ship in relevant conceptualization of the subject-matter.° The Sicilian 

syndrome is based on important studies of Sicilian organized crime 

over the last 150 years’ and was used as a model for the bulk of subsequent 

studies elsewhere in the world. This choice, however, was also based on 

political expediency, since, politically, it was preferable to apprehend 

the phenomenon as a conspiracy of foreigners against a basically sound 

domestic society. Nevertheless, it is by now clear that the Sicilian 

model cannot be exported and evident that it does not fit organized 

crime in other times and other countries with different societal problems 

and policies. It is equally obvious that organized crime is not necessarily 
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imported into the country in which it operates. Rather, it is or can be a 

symbiotic societal phenomenon, which—furthermore—satisfies demands 

for illicit goods and services that are generated by the allegedly 

“sound” domestic society. 

The U.S. governmental paradigm, which served as inspiration for 

the so-called RICO statute, was based on the conclusions of the Ronald 

Reagan Presidential Commission on Organized Crime of 1983.8 It 

continued the overall view of organized crime as a national and inter- 

national conspiracy; it also formed the conclusion that organized crime 

has many of the structures of legitimate corporations, in particular an 

innate wish to obtain market monopoly. The government paradigm 

had a certain commonality with the alien conspiracy model since it 

noted the presence of “traditional organized crime” (Italian), but 

claimed that this was now being threatened by a number of upcoming 

crime groups of Asian and Latin American origin. It overemphasized 

the cohesiveness, power, and potential reach of the Mafia and the new 

groups, when viewed as institutions, and disregarded any interaction 

with a postulated “sound society.”? 
The officially adopted organized crime paradigm served as a basis 

for policy determination, but was widely rejected by scholars. In reac- 

tion, Stephen Mastrofski and Gary Potter proposed a “flexible network 

model,” which saw organized crime as an informal, loosely structured, 

open system reactive to fluctuations in the economic, political, and 

legal environment in a postulated symbiosis between the upperworld!° 

and the underworld, making it very difficult to distinguish the corrup- 

ter from the corrupted.'! This and similar conceptual views of orga- 

nized crime are perhaps the most appropriate ones developed so far 

and they have gained the approval of an important part of modern 

scholarship. Whatever one might think about the various paradigmata 

proposed by scholarship, it is important to keep in mind that over- 

whelmingly organized crime in general and transnational organized 

crime in particular is a response to demand, but denied demand. 

The term organized crime is a generalization, which covers a highly 

complex matter that, as a result, is difficult to define in a significant 
manner, inter alia because to formulate a fully generalized concept, it 
would have to be stretched to incorporate a whole series of criminal 
behavioral patterns in a multitude of spatio-temporal relationships. I 
argue that organized crime is first and foremost a commercial entity. 
Therefore a comparison with the franchising industry appears more 
justified, and it provides an interesting way of improving the imagery of 
organized crime and also allows for a better understanding of density 
differential. 
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One can compare organized crime with McDonald’s restaurant 
franchises. In rural areas there is a great distance between each such 
restaurant, in suburbia less, and in city centers, in particular in the 
United States, there is one every few blocks. Organized crime and 
gangs follow the same pattern, which explains why the “turf,” the jur- 

isdiction, of each gang chief in city centers is exiguous; but it is never- 

theless the object of fierce competition as neighboring gangs eye it 

covetously.!? A further issue, which renders conceptualization difficult, 
is the increasing co-mingling of illicit and licit businesses run by orga- 
nized crime groups.!? The most authoritative definition of organized 

crime to date is without doubt the one adopted in the December 2000 
UN Convention against Transnational Organized Crime (CATOC), 
according to which organized crime is a 

structured group of three or more persons, existing for a period of 

time and acting in concert with the aim of committing one or 

more serious crimes or offences in order to obtain, directly or 

indirectly, financial or other material benefit. !4 

The UN Office on Drugs and Crime!> opined in 2002—perhaps 
somewhat hastily—that “by providing a standard set of agreed upon 

definitions ... the Convention and its Protocols have in effect established 

a base-line for future research and analysis.” Already, one of the major 

scholars in the field, Margaret E. Beare,!° has dismissed the CATOC 

definition as being “way too broad,” just as she, for the same reason, 

rejected the definition proposed by Sam Porteous!’ in his report to the 

Solicitor General of Canada, which was adopted by the Canadian 

government. Porteous identified organized crime as 

economically motivated illicit activity undertaken by any group, 

association or other body consisting of two or more individuals, 

whether formally or informally organized, where the negative impact 

of said activity could be considered significant from an economic, 

social, violence generation, health, and safety and/or environmental 

perspective. 

In the United States, the Federal Bureau of Investigation (FBI) defines 

organized crime as 

any group having some manner of a formalized structure and 

whose primary objective is to obtain money through illegal activ- 

ities. Such groups maintain their position through the use of actual 
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or threatened violence, corrupt public officials, graft, or extortion, 

and generally have a significant impact on the people in their 

locales, region, or the country as a whole.'® 

A comparison between the Canadian and the U.S. FBI definitions shows 

first and foremost that in the U.S. case, a group must have a “formalized” 

structure; in Canada not necessarily. Also, the Canadian definition 

refers in a more general way to the social damage caused by organized 

crime, in particular to environmental damage, whereas the American 

definition underlines the corrupting influence of this form of crime. 

Finally, Interpol has since 1988 proposed its own definition of organized 

crime: 

Any enterprise or group of persons engaged in a continuing illegal 

activity which has as its primary purpose the generation of profits 

irrespective of national borders.!? 

Richard Friman and Peter Andreas, on the other hand, turn the ques- 

tion upside-down and ask neither who commits the criminal acts, nor 

in which such criminalized behavior might consist, but instead where 

such activities take place. And they furnish the answer themselves: 

The gap between the state’s metapolitical authority to pass prohi- 

bition laws and its ability to enforce such laws fully is the space 

where clandestine transnational actors operate.7° 

Models in organized crime 

Over the last 30 years, scholarship has attempted to elaborate models— 

sometimes called paradigms—for the study of organized crime. It is 

not clear that the use of such models has had any major success in 

providing a deeper and more nuanced image of organized crime. There 
are undoubtedly several reasons for this, in particular that it is difficult 
to model human behavior without making a series of assumptions, 
which render the very model incomprehensible. Second, and perhaps 
more importantly, one must realize that although dealing with the sub- 
group of crime termed “organized crime,” the differences between the 
predatory, opportunistic, traditional methodologies, membership con- 
figurations, decisional authority sharing, etc., are so wide that no 
model can relevantly subtend all of them. If one insists on using 
models, I would suggest that a biological point of view might be more 
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helpful as an aid to an intellectually satisfactory conceptualization; cells 
are autonomous, meet in hostile or cooperative situations, and survive, 
albeit sometimes in a changed form, almost any attempt to destroy them. 

The “organized” in organized crime 

The question of what exactly constitutes organized crime is far from 
having been satisfactorily solved on the academic level. Nevertheless, a 
first approach might be to focus on the term organized, that is, not only 
crime, but crime that has been organized or, maybe even more pre- 

cisely, crime that has been managed. A number of case studies 

throughout this book are meant to illustrate the management effort 

inherent in the execution of even the simplest or simpler criminal acts 

on the transnational level; for example, Chapter 3 includes studies of, 

respectively, an international credit card fraud and of Chinese orga- 

nized crime in Italy. Considering the pure scale of counterfeit products 

from the People’s Republic of China (PRC) available at street level in 

Italy, which Confesercenti?! estimates at €7 billion in yearly turn- 
over,-* one can easily imagine the managerial effort involved in the 

manufacturing and smuggling phase alone, without even mentioning 

the highly complex distribution level. It is worth mentioning, en pas- 

sant, that on the distribution level a considerable number of persons 
are employed and, as pointed out, inter alia by Donald Liddick, a 

“disenfranchised population sees organized crime as an opportunity 

for jobs and as a way to a better life.”*? From the point of view of 

“citizen safety,” though, one notes with concern in the listing of coun- 

terfeit products offered for sale by the organization several items that— 

apart from being illegal for sale—are also extremely dangerous, such as 

counterfeit motor vehicle and aircraft spare parts. These are inevitably 

manufactured from sub-standard steel, and the use of such spare parts 

in the disks of braking systems on high-performance automobiles such 

as Mercedes and BMW has, in the past, led to fatal accidents. The 

same holds true for the use of similar spare parts in aircraft. 

There are, undoubtedly, many complex explanations for the exis- 

tence and persistence of organized and, subsequently, transnational 

organized crime, ranging from socio-economic to socio-psychological 

ratiocinations. One cannot, however, but point to a justly famous scene 

in a novel by the Sicilian writer Leonardo Sciascia, in which an old 

Mafioso speaks to a recent recruit: 

“The people were cuckolds and they still are.” 

“But we, my dear boy, walk on the horns of others, like dancers.”** 
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A less elegant U.S. organized crime equivalent is: “Only suckers 

work.”25 The disdain speaks for itself and I am not persuaded that the 

economical analysis of crime and, in particular organized crime, is 

founded on a solid base, since it presupposes that criminals are rational 

beings, who would choose legal over illegal activities were the profit- 

ability equal or superior. In fact, from statements such as the above, as 

well as from my personal dealings with organized crime, it seems to me 

more than probable that—on top of obvious rational considerations— 

there is a psychological element involved in the choice, which is diffi- 

cult to define precisely. It includes a component of the sheer adrenalin 

rush from living dangerously, in a sense outside society, and looking at 

the individuals making up society as inferior, because they live by 

society’s rules, not, according to this thinking, out of choice, but out of 

fear and weakness since they are not strong enough to create and live 

by their own. This argument, although definitely not conclusive, is 

backed up by a consideration of the possible interpretation of the ety- 

mology of the names of the three main Italian criminal organizations, 

which all contain an element of the fact of being able to establish and 

live by one’s own rules. 

Mafia, ’ndrangheta, Camorra: etymology 

To avoid over-reliance on the so-called Sicilian syndrome, this work 

attempts to draw on experiences from many societies. Nevertheless, it is 

of import to dwell on the etymology of the names of the three major 

Italian crime organizations, the Mafia (Sicily), the ’ndrangheta (Calabria), 

and the Camorra (Campania), as a philological consideration of these 

leads us to an understanding, not of the structural particularities of 

organized crime, but of the attitudinal characteristics of its members. 

There is no agreement as to the etymology of the term mafia; I 

would tend to agree with Alison Jamieson, who argues that the term 

seems to originate from tenth-century Arabic, from the time of the 

colonization of Sicily by the Arabs, when mahias meant “impudent, 

arrogant.”*° It is certainly no coincidence that the second time the 
term mafia is found in written Italian, albeit in its adjective form, it is 
used of a young woman, who is described as “carusa e mafiusa” (pretty 
and self-assured). 

The term ‘ndrangheta is more obvious, etymologically, being a con- 
traction of the Greek words andros and agathos, recalling that southern 
Italy once was Magna Graecia. Originally, “andros agathos” meant a 
“noble man,” a high-born or noble-born man, and then “a courageous 
or brave man,” since courage and bravery were seen as characteristics 
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of high birth. The typical embodiment of the concept of being an 
“andros agathos,” or of being “good or competent” as a man, in Ancient 
Greece undoubtedly was Ulysses, courageous and good at all aspects of 
life from wielding a sword to building a house to steering and commanding 
a ship. This leads to the inner meaning, originally, of the terms mafia 

and ‘ndrangheta as a person, who is self-assured, capable of taking care 

of his own business without invoking the help of institutions and outsiders, 

and who will not, since he is “noble and courageous,” allow any 

infringement of his rights. 

The term camorra (organized crime in the region of Campania in 

Italy) is not etymologically simple. There are several possible explanations 

of the origin of this term, of which the most probable is that it origin- 

ally signified a tax one had to pay in a gambling den to the security 

personnel, who were present in case of disagreements and fights. The 

etymology would then be extracted from “ca’” or “capo” (chief, boss) and 

“murra” or “morra”, the then prevalent gambling game (now pro- 

hibited) in particular among the poorer parts of the population. In fact, 

this is the signification of the term in an official document from the 

Kingdom of Naples in 1735. In other words, a tax paid to a kind of 

enforcers, who enforced non-official rules and who did not need the 

assistance in any way of officials in the Kingdom to run and enforce 

the rules of their businesses. 
This parenthesis, dealing with the socio-psychological fabric of the 

organized criminal to some extent evokes the idea of individuality. Extreme 

individualism is, however, only present in the individual’s dealings with 

society as such, since organized criminals have developed the ability to 

integrate themselves into a criminal structure, comprising rules and 

disciplinary processes in a mimetic recreation of the management cul- 

ture of society, which is exactly what renders organized crime possible. 

The management talents of organized crime 

In order to analyze the “corporate” elements of transnational crime, 

two crucial concepts will be introduced in this chapter, organizational 

talent and speed of execution. They are both part of organized crime 

viewed as business and as such linked to the economics of crime, but 

are treated here since they illustrate the very real managerial cap- 

abilities of organized crime in a more meaningful way than recitals of 

shootings, etc. 

As an example of the organizational talents of organized crime, one 

might consider the seizure on 9 May 2008, in Naples, Italy, of 8 tons of 

counterfeit Marlboro cigarettes originating in China. The case itself 
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will be further analyzed in Chapter 3, but at this initial stage even a 

brief consideration reveals the management effort which must have 

been expended. First, for the actual production of the cigarettes: the 

operator needs to obtain the tobacco product, the cigarette paper and 

the filter, all of an appearance and tactile quality which would enable 

the cigarettes to pass for the genuine brand product. The counterfeiter 

would also need access to cigarette rolling (producing) machinery, 

which, again, would need to be of a quality sufficient for a product that 

would not attract the attention of the smokers, since cigarettes too 

tightly or too loosely rolled would immediately be noticed by an 

experienced “one-brand” smoker. Second, on the printing side, the 

counterfeiter would need to obtain cigarette boxes, cartons, and master 

cartons of acceptable quality; in the experience of the present author, 

the printing and packaging might not take place in the same location 

or, indeed, in the same country as the production. Third, the counter- 

feiter would need to export the cigarettes or sell them to an exporter in 

China. In either case, false customs and other export documentation 

would be required. Fourth, the counterfeiter or the exporter would 

have to have established contact with an overseas importer, who would 

have to carry out the importation and thus the customs formalities. 

The importer would have to have access, directly or indirectly, to a 

number of individuals, who could distribute the product. There is here 

a further managerial complication for the criminal organization, since 

the counterfeit packaging—in order for the tobacco product to be sold 

at full retail prices—must include the correct, but counterfeit tax 

sticker showing that the appropriate taxes have been paid in the “end 

country,” in which the retail sale occurs. Finally, the financial engi- 

neering would have to be worked out, whereby everybody involved in 

the chain would be paid and adequate disposal arrangements made for 

any centrally accrued funds. 

The management effort is what is reflected in the “organized” of 

organized crime. In summary form: highly efficient, intercultural, net- 

worked cooperative capabilities comparable to the most efficient 

modern management techniques. Without being overly philosophical, 
one might surmise that organized crime in its entrepreneurial aspects 
in some ways is mimetic of transnational enterprises and their techni- 
ques, from global supply lines to jurisdictional arbitrage. Or, as the 
French examining magistrate Thierry Cretin amusingly points out, we 
were used to the criminal entrepreneur; now we have to get used to the 
entrepreneurial criminal.*’” However entrepreneurial, though, the crim- 
inal might be in order to manage his or her operations smoothly, he or 
she must interact with the society in which the criminality in question 
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is embedded and ensure, as far as possible, the cooperation or inaction 
of the services created to control or interdict such operations. One of 
the characteristics of organized crime is that its members have devel- 
oped—some would say “perfected”—the very tools with which to 
obtain this happy state of affairs: corruption. 

Corruption 

Most, if not all of the illicit activities treated in this work would be 

impossible without corruption. To use an analogy from human anat- 

omy, if monetary funds of licit or illicit origin are like the bloodstream, 

then corruption would be the lymphatic system. Corruption is the 

lubricant, which allows the various mechanisms to operate smoothly. 

Corruption is everywhere and often quite small. In aggregate terms, 

however, corruption payments are considerable and, according to the 

World Bank, may constitute more than 3 percent of the world econ- 

omy. Thus, the World Bank found that in the 2001—2 economy, which 

worldwide was approximately $30 trillion, corruption payments 

amounted to $1 trillion dollars, not including embezzlement of public 

funds or theft of public assets.*8 
Unfortunately, as is the case for “organized crime” and for “terrorism,” 

there is little agreement among scholars as to the definition of corruption. 

The scholar Vito Tanzi, who at the International Monetary Fund stu- 

died the shadow economy and in particular corruption, proposes the 

definition of corruption as being “the intentional non-compliance with 

the arm’s-length principle aimed at deriving some advantage for one- 

self or for related individuals from this behaviour.””? The introduction 

of the arm’s length principle is important, but it is equally important to 

understand that this is much easier to implement in countries with little 

or no tradition of family or kin adhesion, as for example in Scandina- 
via, than in countries where, traditionally, family and clan have repre- 

sented the core values in society and where, as a consequence, a 

conflict between these values and abstract Weberian bureaucratic idea- 

lizations inevitably will be resolved to the advantage of the former. 

In a thoughtful speech to a world forum on corruption and integrity, 

the Canadian Secretary of State for Asia-Pacific, David Kilgour, 

underlined that corruption discourages domestic as well as foreign 

direct investment, it creates unease among aid donors and, in certain 

parts of the world, it facilitates the trafficking in narcotic drugs, arms, 

and humans. Corruption is furthermore often accompanied by vio- 

lence, coercion, and political and social unrest. And Kilgour noted that 

the rule of law, transparency, and efficient anti-corruption measures are 
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indispensable for the creation of a vibrant, investment-friendly business 

environment.2° Some scholars would not necessarily agree with the 

latter statement, since two of the more corrupt countries in the world, 

India and China, exhibit the highest economic growth rates.*! 

It is often very difficult to state with certainty if corruption is taking 

or has taken place. For instance, in 1988 the U.S. Commerce Depart- 

ment studied the question of sugar quotas and disclosed the following 

information. The 29 U.S. senators who had received at least $15,000 

each from the sugar industry in political sponsorship, all voted for the 

quotas, while the senators who received nothing, voted against. The 

Commerce Department calculated the loss to consumers at an estimated 

$3 billion per year. It is obviously not possible to state with certainty 

that corruption had taken place although the numbers tell their own 

story.** This exemplifies the observation that corruption payments can 

be immediate and explicit (bribes) or delayed (generous gifts to 

daughter’s marriage or job offer to son when he completes studies.)** 
While for example the present author in practical work has relied on 

the rule of thumb that corruption is paying an official for doing what he 

or she should not do, or not to do what he or she should do, a separate 

form of corruption, involving third parties, has developed in India. In 

these cases officials inform potential users of the bureaucracy that they 

cannot guarantee performance but a bribe will ensure that the compe- 

titor will not be allowed to complete the process. In other words, if one’s 

competitor needs and is entitled to a license, one pays the appropriate 

official for not according it.*4 
Corruption can be documented in the history of humanity oyer the 

last several thousand years. Thus, the city-state of Athens enacted 

severe anti-corruption laws almost 2,500 years ago; the very existence 

of such laws demonstrates the prevalence of the phenomenon of cor- 

ruption. This chapter, however, finishes with a case study closer to our 
time, namely New York around the 1860s, showing how corruption 

had permeated the institutions and, in a general way, illustrating the 
various issues discussed above. 

Case study: the gangs of New York 

The title of this case study is an obvious reference to Martin Scorsese’s 
2001 movie of the same name. The fictional date of the film is the 
1860s and its action is mainly concentrated in the Five Points area of 
Manhattan, so called from the five-point configuration created by the 
intersection of Park, Worth, and Baxter Streets, which throughout the 
nineteenth and the beginning of the twentieth century was an ill-famed 
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slum. The present case study, however, is to a large degree based on 
Timothy Gilfoyle’s important work, City of Eros.*> 

This particular case study was chosen for several reasons. First, one 
wished to show the very interesting and serious background for a popu- 
lar movie—thereby introducing also the Seventh Art (the cinemato- 
graphic art) into the discussion. Second, the rise of organized crime in 

New York already in the nineteenth century had a clearly transnational 

nature by international trafficking in women. Finally, one of the main 

characteristics of “Mafia-type organized crime” as opposed to more 

general “organized crime” is the insidious relationship between such 

crime and local, regional, or national politics: Although in nascent 

form, this is well documented for New York in the nineteenth century 

by the creation and development of so-called machine politics. 

Throughout most of the nineteenth century and the beginning of the 

twentieth century, the sex trade in Manhattan was the main source of 

income for local crime and it was linked, directly and indirectly, to 

local politics, and this to such a degree that a local judge in the 1880s 

described Manhattan as being ruled by a “noctivagous strumpetoc- 

racy.” Brothel owners were part of local organized crime and not only 

were often linked to local politicians; indeed, they often were local 

politicians—and occasionally members of Congress, as for example Big 

Tim Sullivan.*° Needless to say, in the circumstances local police could 

not but be fully corrupted: In 1894, in the most extensive examination 

of law enforcement in nineteenth-century New York, State Senator 

Clarence Lenox concluded that prostitution had been and presumably 

still was “fostered and protected by the police of the city.” And in 

1896, the then Police Commissioner (and later president of the United 

States) Theodore Roosevelt admitted that New York’s police system 

was simply a “business of blackmail and protection.”>” 
Prostitution was never legalized in New York as it had been for 

example in Louisiana; nevertheless the New York police and local 

politicians, the so-called “political machine,” developed an elaborate 

system of maintenance and control over the most prominent institutions 

of prostitution, whereby brothel owners paid the local precinct comman- 

der or the so-called “wardman” (from 1686 to 1938 New York used the 

term “ward” for its smallest political units.)** 
Although prostitution in the rougher parts of Manhattan such as 

Five Points and Hell’s Kitchen is best known, prostitution had per- 

meated society, albeit in different forms, depending on the socio-political 

level of the area.*? As early as the eighteenth century, the sex trade had 

a distinctly international character; by the end of the century, young 

girls were sold to brothels in New York, a practice which is 
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documented from 1793, when Moreau de St. Méry discovered the 

trade in Philadelphia, where girls were bought from their parents for 

$30 per girl. By the 1860s, Italian brothel madams had established a 

system of bringing young children to the United States, allegedly to 

work as organ grinders, but in reality as prostitutes, and by the begin- 

ning of the twentieth century, some employment agencies operated as 

intermediaries for brothel madams and were sending agents to Europe 

for the purpose of “collecting girls.” The international character of the 

trade was clear also to observers, and in 1909 the anti-vice crusader 

Hattie Ross reported that “Almost without exception these men are 

foreigners” —“these men” being those running the brothels. 

An important example of the genesis, functioning, and political ties 

of organized crime is provided by the syndication of parts of New York’s 

vice industry in the late nineteenth century. It should be emphasized 

that although one today—through such films as Gangs of New York— 

could get the impression that organized crime and in particular organized 

crime in New York is a quaint folkloristic issue, the subject of syndi- 

cation, in a different form and in different areas, subtends the Italian term 

transversalita, whereby is meant the horizontal integration between 

organized crime decision makers and political decision makers. In the 

last decades of the nineteenth century, New York’s police and the 
political machine had brought de facto regulation to the prostitution 

industry in New York as a result of a process—profitable to police 

officials and politicians as well as to the brothel owners and pimps— 

that had slowly evolved over the century. The political link, which 

made it possible to syndicate and more or less openly exploit an, illegal 

activity, prostitution, was Tammany Hall, the New York Democratic 

Party political machine from 1789 to 1961. Tammany Hall was able to 

influence the vote in particular among naturalized immigrants through 

its ward offices by offering a variety of services to the wards’ con- 

stituents, for example help with official paperwork, job referrals, etc. 

The two issues of particular import in the present context are the 
organized crime link to politics and the criminogenic nature of immi- 
grant societies, the latter because of their frail status in the host society. 

This chapter has discussed the conceptual perceptions of organized 
crime and some of its particular characteristics. In the final part a case 
study considered the agitations of organized crime in one area and at a 
particular moment, and the next chapter will examine individual 
transnational crimes in more detail. 
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To a large degree, transnational crime consists in illicit trafficking in 

both illicit and licit product. The latter, illicit trafficking in licit product, 

is becoming a main source of income for transnational organized crime 

and its implications are not as well appreciated by most scholars as is 

the illicit traffic in illicit product; it will therefore be dealt with in some 

depth. The term traffic covers, as Mark Duffield notes, both illicit trade 

in illegal product and illicit trade in legal product; in fact, he operates 

with two related, but separate terms, transborder trade and parallel 

trade.! Transborder trade is a wider term than parallel trade, in so far 

as 1t encompasses both legal and illegal products, while parallel trade is the 

“informal” trade in products that are themselves legal. The most pro- 

minent product in illicit transnational trade in licit products is tobacco.? 

The important increases in taxation of tobacco product have—in 

accordance with the concept denoted by criminogenesis—led to cigar- 

ette smuggling and unsuccessful supply-side enforcement efforts, for, as 

a number of economists, including Robin Thomas Naylor, have con- 

cluded, “never in history has there been a black market defeated from 

the supply side.”? The subsection “Cigarette smuggling and organized 

crime” will examine the consequences of the fact that cigarette smug- 

gling has now grown to a multi-billion dollar a year illegal enterprise 

linked to transnational organized crime and international terrorism. 

The chapter continues by an evaluation of the involvement of trans- 

national organized crime in various other crime areas, such as credit 

card fraud, then examines the important issue of peacekeeping and 

organized crime, and finishes by observing, at some length, the fasci- 

nating case of one highly organized transnational crime group estab- 

lishing itself on the territory of another, namely the establishment of 

Chinese organized crime in Italy. 
The purpose of the chapter is three-fold; first, to familiarize the reader 

with some of the actual crimes that constitute the income flow for 
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organized crime; second, to demonstrate the magnitude of the accrual of 

funds originating from what initially might seem minor transnational crime, 

such as the international smuggling of untaxed tobacco product; and, 

finally, to illustrate the pragmatism of horizontal, complementary coopera- 

tion between highly organized criminal groups. The thread, however, 

which runs through the chapter, is that of income generation for organized 

crime. 

Illicit traffic in illicit product 

This type of traffic is, as outlined in Chapter 2, relatively recent and it 

is fully dependent on the introduction of international prohibition 

regimes.* In today’s world and in the context of transnational organized 

crime the most important illicit merchandise being trafficked is narcotic 

drugs, which will be treated, below. This particular international prohibition 

regime has—via the concept of criminogenesis discussed throughout 

this book—created a set of national, regional, and international problems, 

the scale of which is unparalleled in history: Exceedingly important 

profits for organized crime; high levels of micro-criminality as users are 

pushed toward prostitution and acquisitive crime; financing of terrorism 

and other organized criminal endeavors, etc. Without our underestimating 

the illicit traffic in other types of illicit product such as arms, the traf- 

ficking in narcotic drugs has nevertheless been chosen as illustrative. 

Narcotic drugs 
v 

The trafficking of illicit drugs has been one of the main resource-generating 

activities of transnational organized crime since at least the 1970s. The line 

dividing production countries from consumption countries has become 

more and more blurred, one of the effects of which has been that the 

somewhat strident and incriminatory monologue by consumer countries 

directed at producer countries of the 1970s and 1980s has now assumed 

a more pianissimo tone and—with the realization that the problem is 

shared by all—has given room for a more appropriate dialogue.> 

The treatment of the subject will, by necessity, be somewhat shorter 

than it warrants, first, because the literature on narcotics is immense 
and particularly interested readers can easily find very thorough treat- 
ments of each aspect of the subject-matter; and second, because an in- 
depth treatment of the narcotics subject would have placed undue 
emphasis on drug trafficking as opposed to many other illegal activities 
undertaken by transnational organized crime. I will argue that perhaps 
too much effort has been expended on this one, albeit very important 
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area, rather than on other areas of illegal activities, which some scho- 
lars, the present one included, would consider equally or, indeed, more 
important. This is not necessarily because of the funds involved, but 
because of the diminution of human dignity (organized crime’s man- 
agement of the trafficking in humans and the, at least partially, related 
commercial sexual exploitation of children) or because the particular 
crime area represents “a clear and present danger” to humanity (organized 

crime involvement in deforestation and in trafficking in toxic waste and 

radioactive substances). Imbalance of attention generates a deficiency in 

analysis, which dislocates and so distorts the causal roles of differing 

types of evidence, leading to the generation of misleading conceptual 
identities.° 

The illicit traffic in narcotic drugs is a so-called “prohibition 

regime,” which furthermore is surprisingly recent. In other words, the 

international drug prohibition regime created a crime which hitherto 

had not existed. Never in the history of international law has so much 

effort been spent, so many conventions, treaties, bilateral and multi- 

national memoranda of understanding signed and ratified, so many 

national, bilateral, regional, and international working groups and 

working relationships created, and so many public funds disbursed 

with so little result: the so-called War on Drugs, declared in 1971 

by U.S. President Richard Nixon, has been lost and thoroughly lost. 

The proof of this conclusion resides in the truth that narcotic drugs 

today are available anywhere in the world, in particular in the Western 

world, of whatever variety, in whatever quantity, and of whatever 

purity. The table in Annex 2 indicates the retail prices of heroin from 

1990 to 2006 in Europe and the United States. At the presentation of the 

2006 International Narcotics Control Strategy Report,’ the 23rd such 

yearly report, Anne W. Patterson, U.S. Assistant Secretary of State for 

International Narcotics and Law Enforcement Affairs, recognized that 

“narcotics are readily available,” but added that “if we weren’t doing 

these projects, the problem would be dramatically worse.” One must 

respectfully ask how Patterson could possibly know what would have 

happened if something else had not happened. This is the kind of 

baseless speculation which unfortunately lies at the bottom of much ill- 

advised crime strategy. Moreover, the costs—in monetary terms—have 

been extremely high, as noted below.® 

History 

International drug control cooperation began in 1909 when the Inter- 

national Opium Commission, convened by the United States and 
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attended by 13 world powers, met in Shanghai, China, leading to the 

signature in 1912 of the first international narcotics control convention, 

the Hague Opium Convention. The convention limited the manu- 

facture, trade and use of these products to medical use; encouraged 

cooperation in order to restrict use and to enforce restriction efficiently; 

demanded the closure of opium dens; penalized possession; and prohibited 

selling to unauthorized persons.? A second International Opium Con- 

vention, concluded in 1925, established a Permanent Control Board, 

while the 1931 Geneva Convention for Limiting the Manufacture and 

Regulating the Distribution of Narcotic Drugs, introduced a compulsory 

estimates system and a Drug Supervisory Body to monitor the system. 

After the end of the Second World War, the United Nations assumed 

the drug control function formerly carried out by the League of 

Nations—thus the Commission on Narcotic Drugs (CND) was created in 

1946 as a functional commission of the Economic and Social Council 

(ECOSOC) and as the central policy-making body with regard to 

drugs. The Commission consisting of 53 members is a subsidiary body of 

the Economic and Social Council; it is the UN system’s main policy- 

making organ for international drug control.!° 

The main control body, the International Narcotics Control Board 

(INCB) was created by the 1961 Convention on Narcotic Drugs. It 1s a 

13-member board, which acts as the independent and quasi-judicial 

control organ for the implementation of UN drug conventions. The 13 

individual members are elected in their personal capacity by the Eco- 

nomic and Social Council. 

In 1991, the General Assembly of ECOSOC established the Fund of 

the United Nations International Drug Control Programme (UNDCP), 

through which the majority of the United Nations funds for narcotic 

drugs are managed, and it expanded the mandate of the Commission 

to enable it to function as the governing body of the program. 

Three treaties now govern the international drug control system and 

require that governments exercise control over production and dis- 

tribution, drug abuse, etc.: the Single Convention on Narcotic Drugs, 
1961,'' amended by the 1972 Protocol; the 1971 Convention on Psycho- 
tropic Substances;'* and the 1988 United Nations Convention against 
Illicit Traffic in Narcotic Drugs and Psychotropic Substances. !3 

Costs of counter-measures 

The costs of the so-called War on Drugs have been considerable since 
the declaration of the War in 1971. For the United States the expen- 
ditures at federal level are indicated in the table in Annex 3, which also 
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outlines the split between funds disbursed on demand and supply 
reduction. U.S. anti-narcotics efforts consist of three pillars: (i) stop- 
ping use before it starts; (ii) healing America’s drug users; and (iii) 
disrupting the market for illicit drugs.!¢ For a critical view on USS. 
drug expenditures, which claims that U.S. budget reporting is under- 
reporting the total dispensed, as well as for an amusing watch, which 

shows second-by-second and year-to-date the funds dispensed by the 

government of the United States on the “war”—in accordance with the 

revised methodology of this organization—see the Drug Sense web 

site.'° For 2009, the U.S. president has asked for $14.1 billion in fed- 
eral funds in support of the three pillars of anti-narcotics efforts out- 

lined above. If the split between federal and state expenditure retains 

the same proportionality as in 2008, which was 39.4 : 60.6, then the 

total (federal plus state) expenditures for 2009 on anti-narcotics pro- 
grams will be $35.8 billion. 

If by success one means a decrease in availability, these programs 

have not been successful. Indeed, from the declaration of the alleged 

War on Drugs in the early 1970s, supply of opium has steadily risen 

from approximately 1,000 tons per year to almost 8,000 tons.!® 
Rensselaer Lee notes candidly that “(S)upply reduction has been an 

unmitigated failure, at least as judged by trends in the US marketplace. 

Per gram prices of cocaine and heroin dropped by approximately two- 

thirds between 1981 and 1996, while purity of these drugs increased 

respectively by 44 percent and 83 percent.””!” 
There are several explanations for this total failure, the most intri- 

guing of which was provided by the scholar Alfred McCoy,'® who 

pointed out that the major miscalculation of the heavily law-enforcement- 

based alleged War on Drugs strategy and an essential explanatory compo- 

nent of its failure is that decision makers wrongly assumed that supply 

of narcotic drugs is non-flexible, meaning that repression of trade in 

illegal narcotics would be an effective measure to decrease it, whereas 

in reality it is demand which is inelastic. Therefore, the supply side 

efforts by the United Nations and the United States have been “in 

defiance of the basic dynamics of global drug supply” and were bound 

to fail from the very beginning. Other scholars, for example Christina 

Jacqueline Johns, are persuaded that the War on Drugs and its con- 

tinuance even in the face of continual defeat is explainable by the fact 

that “The War on Drugs is a tool in a larger war that is about 

increased authority and social control.”'? Although she is right in 

observing a strategy of increased societal control and militarized 

internal security, yet a more prosaic explanation was provided by Max 

Weber discussing institutional survival and auto-multiplication. 
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Institutions, be they a law enforcement agency or the department of 

criminology in a university, first and foremost concentrate on their own 

survival, and not, respectively, on policing or research into criminal 

justice. The larger such bureaucratic machines (law enforcement, uni- 

versity, etc.) become, the more unstoppable their institutional inertia 

and the more pronounced their capacity for self-creation.*° 
It is a remarkable fact that the international narcotics policy agenda 

has been driven by the United States since its very inception in 1909 

with the countries of the rest of the world following more or less will- 

ingly. As noted throughout this subsection, the so-called War on Drugs 

has been a failure in general, but even more so has it when waged on 

the international scene. Lee judges this international drug enforcement 

effort harshly: “America’s so-called war against drugs in the 1980s and 

the 1990s has been a conspicuous foreign policy fiasco.”*! The curious 

and unhelpful intermingling of U.S. national law enforcement and for- 

eign policy commenced as a result of the recommendations of the 1983 

President’s Commission on Law Enforcement and the Administration 

of Justice, which in the words of Adam Edwards and Peter Gill 

“hypothecated US ‘foreign assistance’ policy to the control of orga- 

nized crime.”** This approach to foreign policy has complicated rela- 

tions with a number of countries, in particular in the Caribbean and in 

Central and South America, since the central issue in such relations 

became drug enforcement.*? Such a fixation on supply side interdiction 
against demand side reduction in the face of scientific analysis can be 

seen as having an obvious racial or xenophobe undertone, reducing the 

problem to an external threat by foreigners and thus avoiding haying to 

recognize that the drug problem is in the Bronx as well as among 

Manhattan’s yuppy population, and not in Bolivia or Burma. The sci- 

entific data were quite robust already in 1994, when a Rand Corpora- 

tion narcotics study found that $34 million invested in treatment 

reduced cocaine use as much as $783 million spent on overseas coun- 

ter-narcotics programs and $366 million spent on interdiction.4 
To examine the international traffic in narcotic drugs in any details 

would exceed the dimensions of the present work; therefore, quantita- 

tive information has been placed in the Annexes in table form. Here 
only a few general trends will be treated. Seizures of cocaine reached 
an all-time high in 2004 with 588 tons, most of which (86 percent) was 
seized in the Americas and almost all the rest in Europe (13 percent). 
The main route now leads from the Andean countries (Bolivia, Peru, 
and Colombia) to North America. The coca pasta is obtained from 
Bolivia and Peru and transformed to cocaine in Colombia. The new 
development is that the main target area for Colombia no longer is 
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North America, but Mexico. Organized crime in Mexico transports the 
drugs across country from the south to the north, and then into the United 
States. Mexican organized crime has also been supplanting Colombian 
criminal groups in the south and mid-western United States to control 
wholesale cocaine distribution. The Caribbean therefore is becoming 
increasingly less important for international cocaine trafficking into the 
United States, whereas the region retains its importance for the cocaine 
traffic towards Europe. 

Illicit traffic in licit product 

It is not immediately clear that Duffield’s classification (see beginning 

of Chapter 3) of transborder trade is very helpful, since all three sub-species 

(illicit trade in illicit product, illicit trade in legal product, and illicit 

trade in illegally obtained legal product) are fully within the managerial 

sphere of organized crime. Since, however, the illicit trade in legal product is 

less well known than illicit traffic in illegal product, and since income 

generated from this activity nourishes the international flows of mone- 

tary funds of non-declared origin—and thus both transnational organized 

crime and terrorism—the most prominent and most lucrative product in 

illicit transnational trade, tobacco, is considered in the following. 

Cigarette smuggling 

In Europe and elsewhere, for example in the United States, govern- 

ments have substantially increased the amount of taxes paid on 

tobacco products, partly—allegedly—to discourage their use, partly to 

raise revenue.”° It is evident that the customs and similar revenue-raising 

regulations have a strong criminogenic effect, which has the same 

unintended consequences as UN Security Council sanctions, namely to 

create a parallel market. This is gratefully satisfied by criminal organi- 

zations, who deliver smuggled tobacco products at a lower price than 

that imposed by governments and, lately, counterfeit tobacco product. 

Cigarettes are the world’s most widely smuggled legal consumer product: 

Each year 400 billion cigarettes or one-third of all legally exported 

cigarettes in the world are smuggled.*° 
Cigarettes, and in particular brand cigarettes, can be considered not 

only a commodity, but also a currency; the product has been de-reified and 

its price basically represents a monetary value equal to the imposed tax.”” It 

is therefore not surprising that cigarettes have been and are being 

smuggled to exploit the arbitrage mentioned above, nor that cigarettes— 

like other currencies—are being counterfeited. Indeed, the anecdotal 
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evidence of Italian organized crime smuggling untaxed cigarettes across 

the Adriatic Sea from Yugoslavia in fast motor vessels are legion and most 

travelers to Italy have been offered “duty-free” cigarettes by ambulant sellers 

in trains and on the street, particularly in ports such as Naples arnd Genoa. 

More surprising, however, is the alleged involvement of the tobacco 

industry in the smuggling activities. Suspicions of tobacco industry 

involvement in cigarette smuggling have grown since 1997 when researchers 

demonstrated, by comparing annual global exports with global 

imports, that about a third of all cigarettes entering international mar- 

kets each year could not be accounted for.?? From approximately 1992, 
tobacco companies experienced difficulties in increasing sales of their 

brand cigarettes in the high-income markets in the Western world and 

determined that the reason, or a contributing reason, was the high 

retail price caused by the very heavy duties levied by the governments 

of the countries concerned. Smuggling is an operationally effective 

reaction and one that does not entail any moral opprobrium, since many— 

in particular poorer smokers—understandably perceive the high duties 

as unjustly targeting them and they therefore see smugglers of tobacco 

products not as criminals but rather as individuals doing “the people” 

a favor.?? 
The British government claims that about one in every three cigarettes 

smoked is smuggled; indeed, in 2000, British customs officers seized a 

record 2 billion smuggled cigarettes compared with 1.3 billion in 1999. 

After Britain imposed steep tax increases on cigarettes sold in the 

United Kingdom in the beginning of the 1990s, exports to Andorra from 

the United Kingdom suddenly increased from 13 million cigarettes in 

1993 to 1.52 billion in 1997. This represented a 116-fold increase and a 

140-a-day habit for every man, woman and child in Andorra. Spanish 

and Andorran Customs stopped the tax-free imports and by January 

1998, British exports to Andorra had dried up. They were, however, 

only redirected to Cyprus where 435 million British cigarettes were 

shipped annually before Andorra was closed to smugglers, according to 
U.K. press reports, but in 2001 this number increased to about 6 billion 
British brand cigarettes, even though the island has only 700,000 
people. British customs believes that the vast majority of exports to 
these two destinations ended up right back in Great Britain, brought in 
by a number of criminal organizations.*° 

Cigarette smuggling and organized crime 

There is little doubt that organized crime is involved in the illicit trade 
in tobacco products, and it has been for as long as governments have 
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used these products as a convenient way of raising revenue. In 2000, 
then U.S. Customs Commissioner Raymond W. Kelly stated that 
“Profits from cigarette smuggling rival those of narcotic trafficking” 
and that “the United States plays an important role as a source and 
transshipment country.” He also claimed, that “International cigarette 
smuggling has grown to a multi-billion dollar a year illegal enterprise 

linked to transnational organized crime and international terrorism.” 
However, some organized crime would appear to have moved from 

the smuggling of narcotic drugs, arms, and people to smuggling cigarettes; 

while the profits are roughly the same,*! yet the risk of being appre- 

hended is much lower, and the sentences, if apprehended, considerably 

lighter. As one law enforcement officer working in the Balkans said: 

“What people in our business sometimes forget is that if serious crim- 

inals move from smuggling drugs, people or guns into cigarettes, that 

might be a better thing from everyone’s point of view.”?? 
The involvement of organized crime in the illicit cigarette trade and 

its sometimes international character was demonstrated in August 2002, 

when the U.S. authorities partially by chance disrupted a sophisticated 
smuggling operation: customs inspectors in Miami discovered more 

than $300,000 worth of false tobacco tax stamps manufactured in 

Paraguay en route for New York.*? 
Tobacco manufacturers often claim that the international smuggling 

of their products is the work of international organized crime. That is 

undoubtedly true; however, an in-depth inquiry by the Center for 

Public Integrity** seems to indicate that tobacco company officials at 
British American Tobacco (BAT), Philip Morris, and R. J. Reynolds 

have worked closely with companies and individuals directly connected 

to organized crime in Hong Kong, Canada, Colombia, Italy, and the 

United States. From an academic—and indeed prosecutorial—point of 

view, the almost insurmountable difficulty becomes to prove the level 

of knowledge on the part of top management. The most disturbing 

fact, however, is that on many occasions former tobacco industry 

executives have set themselves up as wholesale dealers, but, in fact, act as 

a cut-out function between the tobacco industry and organized crime. 

This seems to happen so often that one can legitimately ask oneself if it 

is a coincidence or a carefully planned governance pattern. 

The Tommy Chui case 

Tommy Chui was a former director of BAT’s biggest distributor of 

contraband cigarettes to China and Taiwan. In 1995, he was scheduled 

to be the leading prosecutorial witness in a prosecution in Hong Kong 
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brought by Hong Kong’s Independent Commission Against Corrup- 

tion (ICAC) concerning a $1.2 billion smuggling operation to China 

and Taiwan. The case itself implicated three former BAT executives in 

a HK$100 million ($12.8 million) bribery scandal, as well as the brib- 

ing of Chui’s two former business associates, corrupt customs officers, 

and alleged members of the triads. On 29 March 1995, his body was 

found in the harbor of Singapore.*> He had been abducted, ritually 

tortured, suffocated, and thrown into the harbor “just weeks before he 

was to testify against his ex-associates.”*° 

The counterfeiting of brand cigarettes 

In July 2005, authorities in Ghana seized 100 million counterfeit 

cigarettes carrying the Philip Morris International trademark “Marl- 

boro.” They were seized in shipping containers in transit for Europe, 

having been shipped from China under the trade declaration “sports 

shoes.” A year later, 2006-7, Bulgarian security sources claimed that 

they seized container loads of counterfeit cigarettes arriving from 

Dubai, but allegedly manufactured in China.*’ In fact, the World 
Customs Organization estimates the annual production of counterfeit 

cigarettes in the PRC at 190 billion. Furthermore, sources at the World 

Customs Organization (WCO) have informed the present author that 
there is a clear increase in the seizures of counterfeit cigarettes within 

the European Community. This is hardly surprising, since the demand 

for low-price tobacco product persists and will be met by an adequate 

supply. If this, at least temporarily, cannot be sourced from the tobacco 

industry itself, it will be met with counterfeit product (see Table'3.1). 

According to the European Anti-Fraud Office (OLAF), 65 percent 

of all cigarettes smuggled in the world are now counterfeit and of 

these, according to the WCO, more than half are produced in China.*8 

Cigarette smuggling and terrorism 

Considering the arbitrage made possible by the price differential on a 
popular, legal consumer good between countries and, indeed, even 
within a country such as the United States ($7.50 in New York City; 

$4.62 in Long Island), it is hardly surprising that also terrorists have 
used—and presumably are using—cigarette smuggling to raise funds. A 
number of cases have come to attention so far. 

On 21 January 2002, in Charlotte, North Carolina, 25 individuals 
were indicted for moving cigarettes by rental vehicles from Charlotte 
to Detroit, Michigan, where they sold the tobacco products in the 
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Table 3.1 Origin of counterfeit cigarettes, 2006 ee ee 
Country Percent 
eee er a I et reper ny tego 

China 59.9 
UAE! 10.8 
Poland So) 
Malaysia SS) 
Ukraine 3.3 

Russia 3.2 
Romania 3.0 
Indonesia 25 
Greece 2.4 

Other 6.1 

Source: WCO. 

Note: It is possible that most of the counterfeit cigarettes seized in or coming 
from the UAE originate in China and only transited the UAE. 

streets, exploiting the price differential between the two states. Proceeds 

were then transferred by wire and by courier to Beirut, Lebanon.?? At 

the time of the offences, there was a price differential between North 

Carolina, where the cigarette tax was $0.50 per carton, and Michigan, 

where the same tax was $7.50 per carton. The two individuals exploi- 

ted this differential by trafficking cigarettes of a total value of $7.5 

million from North Carolina to Michigan with a resultant revenue loss 

of $3 million for the state of Michigan. Some of the proceeds were 

donated to Hezbollah, an organization which the U.S. State Department 

has placed on a list of foreign terrorist organizations.*° 

Also, counterfeit cigarette tax stamps were found in an apartment in 

New York, United States, used by members of the Egyptian Islamic Jihad 

cell that carried out the 1993 bombing of the World Trade Center.*! 

Furthermore, one of the individuals, who was accused of being part of an 

al-Qaeda sleeper cell outside Buffalo, N.Y., had a criminal history invol- 

ving the smuggling of cigarettes, also known as cigarette bootlegging.” 

These three cases should be read in conjunction with the case study 

“Operation Green Quest” in order for one of the main tenets and 

implications of this book to be fully appreciated: international terror- 

ism, like organized crime, is financed, not by large, sophisticated, 

international and electronic transfers of funds, but by a continuous 

trickle of funds originating from the kind of common crime that does 

not attract much attention from law enforcement, because of the sheer 

number of individual acts; examples are organized retail theft and 

cigarette smuggling. For illustrative purposes, one could consider each 

minimalist operation (group) as a tap, from which spouts not water, 
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but money (not liquid, but liquidity). There are many such taps, all 

nourished by the proceeds from common crime; it is, however, not 

possible to distinguish the taps whose flows are destined for terrorism, 

from those destined to enrich common or organized criminals, or to 

fund further criminal activity. This form of funding represents several 

distinctive characteristics: (i) Invisibility: the individual criminal acts 

are invisible, exactly because there are too many of them*’ and the 

quantities and values involved in each individual instance do not 

attract law enforcement attention; (ii) Jmmunity: even if one or more 

individual funding taps are closed by law enforcement activity, in the 

overall funding structure, such disruption would be negligible; (ii) Se/f- 

repair: since the demand subsists, any non-identified member of the 

closed-down tap can step in and re-open the tap. 

Other transnational organized crime 

Transnational organized crime is involved in a number of crimes at 
national and international level. Common to them is—as the wife of a 

Brooklyn Mafioso stated about her husband—the basic goal of all 

their activities, namely “manipulating people out of their money.”“4 
Apart from the narcotic drugs and cigarette smuggling, considered 

above, transnational organized crime has found a number of other 

criminal activities to do just that. Some of these will be considered 

below, namely cyber-delinquency, credit card fraud, and trafficking in 

humans. One should keep in mind, though, that the human imagina- 

tion is unlimited, in Particular when it comes to “manipulating people 

out of their money.” 

Cyber-delinquency 

The use of modern storage and communication technology, and in 

particular the Internet, is an important aspect of modern crime. Such 

delinquency is very often transnational, because of the very structure 
of the World Wide Web; one is reminded of Bossard’s opinion quoted in 
Chapter | about the “intention”, which renders the crime international. 
However ISN, “cyber” sounds one should recall that one is discuss- 
ing a means; “pen and paper” sounds less exciting (“paper-delinquency”), 
but more crime, including transnational organized crime, is presumably 
done by the use of the latter rather than the former. 

There are several references to cyber-delinquency throughout this 
volume; at this point, therefore, only the issue of so-called “e-fencing” 
will be considered. In the United States, annual losses to organized 
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retail crime are approximately $30 billion. Therefore, a section below deals, 
inter alia, with organized “fencing,” a crime which now has become very 
common within the ambit of cyber-delinquency, namely where online 
“auction sites” are being used by professional retail criminals to off- 
load stolen goods. The U.S. Congress has studied means to constrain online 
auction sites to control access to their sites, in particular by high- 
volume sellers** and on 15 July 2008, a proposed Organized Retail 
Crime Act of 2008 was introduced and referred to the House Com- 
mittee on the Judiciary.*° This proposed Act would make organized 
retail crime a federal offense and would place responsibility on online 

sites, such as eBay, to investigate suspicious transactions and to request and 

store for three years the names and addresses of high-volume sellers. 

Credit card fraud 

Over the last half century payments in cash have slowly been replaced 

with non-cash payments, such as checks, direct debit and, in particular, 

the use of credit cards. Such usage has, obviously, given rise to exten- 

sive misuse. For this particular crime, the situation in the United 

Kingdom will first be examined, followed by two short case studies, 

namely: (1) a U.S. case believed to be the largest automated teller 

machine (ATM) fraud in history and linked to transnational organized 

crime; and (11) an international case underlining some very remarkable 

characteristics, including international cooperation between organized 

crime groups, and speed of execution. 

In the United Kingdom, at the end of 2007, 145 million cards (72 

million debit cards; 73 million credit and charge cards) had been 

issued; there were 9.9 billion transactions in 2007 for a total value of 

£567.7 billion. Also in 2007, there were 2.8 billion withdrawals of cash 

through 63,420 ATMs for a total of £186 billion or £5,898 per 

second.*” A table indicating the various forms of credit card fraud 

committed in the period between 1997 and 2007 can be found in 

Annex 7. In the context of transnational organized crime, the overall 

structure of credit card fraud in the 10-year period in question leads to 

a number of observations. 
As one would suspect, the number of so-called card not present 

(CNP) frauds, that is to say frauds committed, where the credit or 

debit card was not present, and as the result of the theft of genuine 

bank details, and which are transacted via telephone, Internet, or mail 

order has increased to £290.5 million for 2007 and now constitutes the 

largest type of bank fraud in the United Kingdom. One should, how- 

ever, recall that although in the period from 2000 to 2007 this crime 
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increased by 298 percent, the value of such transactions in the same 

period increased by 871 percent, from £3.5 billion in 2000 to 34 billion 

in 2007. In the context of CNP frauds it is worth noting that a number of 

chat rooms exist where stolen card details are bought and sold. When a 

card number is posted, it is typically “maxed out” and purchases have 

been made totaling the allowed maximum for the card, within nine 

minutes.*® Credit card numbers are obtained by, often transnational, 

“phishing” web sites that are copies of online banking web sites or 

advantageous online offers inducing the user to enter his or her credit 

card details in order to purchase the —non-existent—merchandise. Table 3.2 

indicates the number of phishing web sites targeting U.K. banks over the 

last three years, month by month. The increase is amazing; thus in 

December 2007, 3,195 such phishing sites were identified against 1,513 in 

December 2006 and 353 in December 2005. 

ATM fraud occurs when funds are fraudulently withdrawn from 

ATMs. In the United Kingdom, the amounts lost are relatively modest 

compared with other types of card fraud; however, ATM machines are 

also used to obtain card details, typically in one of three ways: (1) card- 

trapping devices (card trapped in device introduced in card slot, crim- 

inal tricks customers to re-enter their personal identification number 

(PIN); eventually, customer gives up and leaves; criminal retrieves 

card and now has card plus PIN); (ii) skimming devices register elec- 

tronic details from magnetic strip, while the PIN is obtained by the use 

of a concealed miniature camera; and (iil) shoulder surfing: as shown 

in the case study, below, “A massive ATM fraud,” this type of 

crime has attracted the attention of internationally operating organized 
crime . 

From the point of view of transnational organized crime, the most 

interesting type of credit card fraud is the counterfeiting of credit 

cards. This card fraud type reached a peak in 2001—the year chip-and- 

PIN security was introduced in the United Kingdom—and then 

diminished as was expected. In 2007, however, the losses reached £144 
million, almost the same as at the peak. Perusal of Table 3.3 provides 

Table 3.2 Numbers of phishing websites targeted against U.K. banks, 2004-07 

Month 

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 
2007 1290) S74 S30s 1188; 5 1274; +1368) 3066) — 326892597), 13170) 3277 S195 

Year 2006 606 669 1074 947 919 872 970 1484 1513 1596 1993 1513 
2005 Ser 29 27 54 12~ 122" “1582 = 1160" 90h e678 55 eeaoe 

Source: APACS, Fraud: The Facts 2008 (London: APACS, 2008), 45. 
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Table 3.3 Counterfeit card fraud, U.K.-ssued cards, U.K. and abroad, 2004-07 A Se a I amy Ee 
£ millions 2004 2005 2006 2007 

U.K. 105.9 78.6 45.8 31.1 
Abroad 23.8 18.2 52.8 is 

Source: APACS, Fraud: The Facts 2008 (London: APACS, 2008), 11. 

an explanation: As the losses to counterfeit fraud diminishes over the 

four years, 2004-7, for U.K. cards used in the United Kingdom (from 

£105.9 million in 2004 to £31.1 million in 2007), it increases con- 

siderably for U.K.-issued cards used abroad (from £23.8 million in 
2004 to £113.2 million in 2007). 

Case study: a massive ATM fraud 

An individual, reportedly linked to Albanian-Yugoslav organized 

crime, after being deported from the United States for a series of ser- 

ious crimes, soon returned and in 2000 initiated the presumably largest 

ATM fraud ever committed in the United States and possibly in the 

world.*? 
He took advantage of the fact that little or no background checks 

were performed on individuals or companies wishing to enter the pri- 

vate ATM market. He bought a number of ATMs of the kind nor- 

mally found in delicatessen shops, restaurants, etc., which he equipped 

with skimming devices, whereupon he installed them. He skimmed 

personal bank account information from at least 21,000 people, which 

he, in 2001 and 2002, used to make ATM cards allowing him to with- 

draw $3.5 million from regular bank ATMs. Since 2001, the U.S. 

Secret Service has seized a total of approximately 60 ATM machines 

from New York, Florida, and Michigan allegedly used by this person 

and his associates. 

Case study: a credit card fraud 

As underlined in Chapter 2 concerning the management talent of 

organized crime in general and transnational crime in particular, this 

case study is a very clear demonstration of two concepts of crucial 

importance in the understanding of the subject-matter, organizational 

talent and speed of execution, both part of organized crime viewed as 

business and as such linked to the economics of crime.°? To illustrate 

the two points, the reader is referred to Table 3.4, which depicts a 
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Table 3.4 A credit card scheme 
ee EEE! 

Step Where What Who Time of 
Execution 

aa aa ee eae ee 

1 West Coast, Credit card Vietnamese gang 0 

USA swiped under members working 
the counter; ‘on contract’ for 
credit card HK triad 
information obtained. 
Electronic 
transfer to: 

3 
2 Hong Kong Collation Triad 

Ship by air: 

3 Kuala Lumpur Production 
of false credit 
cards with information 
from US cards. 
Ship by air: 
l) Di 

4 Milan, Italy Reception of Camorra, 

cards.! Neapolitan 
Transhipment organised 
by air: crime (who 

“has the client“) 
\ 61 

5 Prague, Reception. Russian 
Czechoslovakia Dispatch of agents Organized Crime 

who are to use 
cards for purchases 

123 
6 London, Paris, | Purchase of Agents acting 

Rome luxury goods for Russian , 
by agents almost Organized 
to $20,000 limit Crime in 
of cards. Prague 
By air: 

1 181 
i Prague, Delivery of goods. Agents of 

Czechoslovakia Then by truck: Russian OC 
organizers 

200 
8 Moscow, Sale to shops Gum Store, 

Russia Red Square 

(Time of Execution: Hours from initial act, i.e. credit card swipe) 
Source: Jeffrey Robinson, The Merger: The Conglomeration of International Orga- 

nized Crime (Woodstock, NY: The Overlock Press, 2000), 21-23. ' 
Note: Cards concealed inside cigarette packs, which were resealed, placed in 

resealed duty-free cigarette cartons, and carried, along with a duty-free bottle of 
alcohol, in “duty-free plastic bags” as transported by a large number of interna- 
tional travellers. 
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factual credit card fraud. Column 2 read from top to bottom provides 
a series of events, while column 4 is the time line in hours counted 
from the initial criminal act on the West Coast of the United States. 

At hour 0, a Vietnamese shopkeeper in California, working with 
organized crime performs a “double sweep” by sweeping the custo- 
mer’s credit card through the credit card machine on top of the desk 
and, while detracting the customer’s attention, a second time in a 
credit card reader under the desk. This second reader only stores the 

credit card information; it does not transmit it. Once the customer has 

left the shop, the information is electronically transferred to organized 
crime in Hong Kong, where it is collated with information from other 

credit cards obtained simultaneously from other operatives in the 

United States. The information is then trans-shipped to Kuala Lumpur, 

Malaysia, where it is embossed on false credit cards. These are sent via 

courier by air to Milan, Italy, where the Neapolitan organized crime 

group, the Camorra, takes control of them. They are then sold and 

brought by air to Russian organized crime in Prague, Czechoslovakia. 
From here a number of “purchasers” are sent to the luxury goods 

shops in Paris, Rome, and London, where each shopper buys articles 
totaling almost, but not quite, the credit card maxima. The goods are 

then flown to Moscow, Russia, for sale in a shop on the Red Square, 

where they are available at hour 200. 
There are a number of major observations to be made from this 

case: First, pragmatic cooperation between organized crime groups, 

namely Hong Kong organized crime (Triads), Italian organized crime 

(the Camorra), and Russian organized crime. It should be emphasized 

that such cooperation is horizontal, among equals; it is not the result 

of a fiat from a supranational crime director or directorate. In fact, 

networking is arguably a sounder term than organization. 

Second, the international production line, with parts of the opera- 

tion being executed in various countries, mimics the organization of 

production in a modern multinational company. It obviously thwarts 

any attempt at interruption of the activity in real time, as well as at 

investigation of same ex-post, and it poses innumerable legal problems 

should prosecution be attempted. 
Third, the speed of execution is such that very few, if any, legitimate 

commercial companies could match it. The speed obviously reduces 

any possibility of discovery in the course of execution of the criminal 

conspiracy, since the handling of the incriminating material on each 

step is the shortest possible. 

Fourth, one observes a certain level of specialization. Step 3 in Table 

3.4 indicates that the false credit cards were manufactured in Kuala 
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Lumpur. Already in 1991, the French authorities identified trafficking 

in false credit cards from Kuala Lumpur. The criminal activities were 

then directed by a triad from Hong Kong (see step 2 in Table 3.4), but 

they used Francophone overseas Chinese from Vietnam and Cambodia 

to use the cards for purchases throughout France.>! 
Finally, questions have been raised, but never adequately answered, 

as to the organizational talents and capabilities inherent in an operation 

of this type. Indeed, such skills are rare outside of the top-level multi- 

national corporate world. In this context, one can also adduce the 

organizational skills involved in distributing counterfeit consumer 

goods, for example luxury watches, from production in the Far East to 

informal retail trade basically all over the Western world,>” involving 

seamless cooperation between individuals of many different cultural 

backgrounds, stretching from the, typically, Chinese manufacturer in 

the PRC to the, typically, sub-Saharan salesperson on the streets of, 

say, Western Europe. 

One of the management techniques this kind of organized crime 

organization seems to have adopted successfully is “Just in Time” 

(JIT). In the corporate world, this refers to a strict management of 

warehouse inventories; to cut down on inventories and therefore on the 

financial cost of warehousing caused by an increase in stock, sub-con- 

tractors and suppliers are requested to supply materials and semi-fin- 

ished goods at the shortest notice possible before the goods are used in 

production. Organized crime seems to use the same techniques, partly, 

it can be presumed, for the same reasons, namely cost-cutting, but 

partly, and presumably more importantly, to cut down on the time the 

organization is in possession of incriminating materials, in the ‘course 

of which the organization is in its most vulnerable position. 

In summary form: highly efficient, intercultural, networked cooperative 

capabilities comparable to the most efficient modern management 

techniques. Without needing to be overly philosophical, one might 

surmise that organized crime in its entrepreneurial aspects in some way 

is mimetic in respect of transnational enterprises and their techniques, 

from global supply lines to jurisdictional arbitrage. 

Trafficking in humans 

The two terms, Smuggling of Humans and Trafficking in Persons, 
indicate two different crimes that are the object of two different proto- 
cols to CATOC. Nevertheless, they often overlap: in theory people 
smuggling consists of the illegal transport across borders of migrants 
against remuneration. The latter is sometimes paid prior to the 
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criminal act and there“is no further need for contact between the 
smuggled person and the smuggling entity. In practice, however, 
migrants cannot pay the smuggling fee and therefore establish an 
indenture agreement whereby they pay the debt—in installments—once 
they have arrived in the target country, thereby in reality becoming 

part of trafficking in persons, rather than people smuggling. The cur- 

rent (2008) fees would appear to be €4,000 to be smuggled from 

Kosovo to Vienna, Austria, and $16,000 from Bosnia to any destina- 

tion in the European Union.*? 
The designation trafficking in persons also, more informally, termed 

trafficking in humans, encompasses the activities of forced labor and of 

commercial sexual exploitation. The latter perhaps is better known 

from the media, but one should not underestimate the harsh conditions 

under which the former have to toil, often for many years and without 

pay; common for both is that the majority of such persons are traf- 

ficked internationally and mostly by relatively well-established, albeit 

often small criminal organizations. In the context of the present work, 

trafficking in humans is important since it generates substantial reven- 

ues. Indeed, as Francis Miko demonstrates, such trafficking is currently 

presumably the third largest source of income for criminal organiza- 

tions of various kinds, besides the illicit traffic in narcotics and illicit 

arms sales; and it is most certainly the fastest growing:** 

Trafficking in humans is increasingly perpetrated by organized, 

sophisticated criminal enterprises. Such trafficking is the fastest 

growing source of profits for organized criminal enterprises world- 

wide. Profits from the trafficking industry contribute to the expan- 

sion of organized crime in the United States and worldwide.°° 

Trafficking in persons shares certain dynamics with alien smuggling in 

that both involve the moving of human beings, but it is different in 

having the additional element of coercion or exploitation.°° 

On the international level, trafficking in persons is defined in Article 

3(a) of the United Nations Protocol to Prevent, Suppress and Punish 

Trafficking in Persons, Especially Women and Children, Supplement- 

ing the United Nations Convention Against Transnational Organized 

Crime.°’ The UN definition is quoted in its entirety: 

“Trafficking in persons” shall mean the recruitment, transporta- 

tion, transfer, harbouring or receipt of persons, by means of the 

threat or use of force or other forms of coercion, of abduction, of fraud, 

of deception, of the abuse of power or of a position of vulnerability 
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or of the giving or receiving of payments or benefits to achieve the 

consent of a person having control over another person, for the purpose 

of exploitation. Exploitation shall include, at a minimum, the exploi- 

tation of the prostitution of others or other forms of sexual exploi- 

tation, forced labour or services, slavery or practices similar to slavery, 

servitude or the removal of organs. 

Although precise numbers are difficult to obtain, without expressing 

any undue subjectivity, I would maintain that the number of indivi- 

duals who are victims of this traffic is astonishing; thus, according to 

the United Nations Children’s Fund (UNICEF),°* some 2 million 

children in the world work as prostitutes. A Swedish NGO found in 

2001 that 500,000 women are trafficked to the European Union (EU) 

sex market per year (EU then 15 countries)°? which seems relatively 
high, although in the EU, the Netherlands has seen the sharpest 

increase in trafficking in humans for prostitution, reaching 30,000 per 

year already in 1997 and undoubtedly increasing (see Table 3.5). 

The traffic in humans has now reached such a level that a number of 
scholars are comparing it to the traffic in African slaves; they term 

traffic in humans modern slavery or neo-slavery. These writers point out 

that modern slavery is more important, in absolute terms, than the 

Atlantic slave trade: “Whatever the exact number is, it seems almost 

certain that the modern global slave trade is larger in absolute terms 

than the Atlantic slave trade in the eighteenth and nineteenth centuries 

was.”© This argument will not be carried any further, since I object to 

the quantification of misery: If an activity is recognized as inhuman (a 

crime against humanity), as are genocide and slavery,°! the nutherical 

comparison of singular aspects of such activities are, I would argue, 

not only irrelevant but also offensive. 

Ethan Kapstein notes that according to the U.S. government, 600- 

800,000 persons are coerced into forced labor every year, of which 80 

percent are female, 50 percent are under the age of 18, 43 percent are 

forced into the sex trade, and 32 percent into unpaid labor. The UN 

Table 3.5 Entries, yearly, into Dutch prostitution markets 

1980 2,500 
1989 20,060 
1997 30,000 

Source: Richard Poulin, “Prostitution, crime organisé et marchandisation,” 
Revue Tiers Monde, XLIV, no. 176 (2003): 737. 
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calculates the annual income to human traffickers at approximately 
$10 billion and the average price of each trafficked human to be 
$12,500, of which $3,000 represents costs. Kapstein emphasizes that the 
cost of a slave today is much less than that of an African slave brought 
to the United States, and he explains this decrease in price by the less 
onerous transportation available today.°” 

The criminal motivation for the sex industry is obviously first and 

foremost revenue; worldwide the sex industry generates profits of $712 

billion over and above those accruing to the traffickers, estimated at 

$10 billion. A particularly alarming subset of this industry is con- 

stituted by the so-called commercial sexual exploitation of children. It 

may initially seem an area which is shocking but involving a limited 

number of persons. However, a recent study from the United States has 

disclosed a number of highly disquieting facts:° 

e Of all sexual assaults, 66.9 percent were committed against juveniles 

(individuals under the age of 18). Of the 66.9 percent sexual assaults 

on juveniles, one half (34.1 percent of total) were on children under 

the age of 12. 

e Whereas forcible rape is committed primarily against persons in the 

two age groups from 12 to 17 and from 18 to 24, forcible sodomy is 

almost exclusively committed against juveniles, 78.8 percent against 

persons under the age of 18 and 54.8 percent against persons under 

the age of 12. 

e Sexual assault with an object is also a crime committed mainly 

against juveniles. Of such assaults, 75.2 percent are committed 

against persons under the age of 18, and 49.7 percent against persons 

under the age of 12. 

Commercial sexual exploitation of children probably has more inter- 

national ramifications than any other crime except the illicit traffic in 

drugs, as pointed out by Daniel Campagna and Donald Poffenberger.®* 

On the international level, this crime has three major aspects, which 

although interconnected must be considered separately: The international 

sale of children from one country to another for sexual exploitation; 

the international travel of individuals who seek to engage in sexual 

activities with children in a foreign jurisdiction; and the international 

dissemination of child pornography, in particular via the Internet. 

Children are being trafficked internationally for many reasons, 

including to serve as forced labor, in the illicit adoption trade, etc. 

There are, however, overlaps, since the child who is imported into a 

country to serve as domestic labor, often is raped by the person he or 
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she works for and then passed on to the sex industry. Likewise, a cer- 

tain number of adoptions, international transfers into shelters for street 

children and into orphanages are, in reality, camouflage for the misuse 

of these children by pedophiles, who, inter alia because of increased 

law enforcement activities on national level, are being forced to use 

more and more elaborate schemes to ensure the presence of the children 

on whom they are fixated. So-called sex tourism centered on children 

represents a particularly difficult problem set from an enforcement 

point of view. 

In the early 1970s, pornography was at its zenith, in particular in the 

Scandinavian countries and in the Netherlands, and by the mid-1970s, 

commercially distributed child pornography became widely available in 

the United States and Europe. Modern technology has had a deep 

impact on the production, distribution, and possession of child porno- 

graphy. First, by using relatively inexpensive equipment and software, 

it is now possible in a private setting to register visual depictions of 

children in a sexual context (to use the Interpol definition®*) and to 

transmit the registration from the handheld registration medium, for 

example a Camcorder, to the hard disk of a computer. Once the images 

are fixed on the hard drive, it is then possible to distribute them dis- 

creetly via electronic mail and, what constitutes a worrying novelty, 

such digital images can be reproduced indefinitely without loss of pic- 

ture quality. Also, modern electronic compression and storage facilities 

allow the possessor to store very large quantities on one recordable 

compact disc (CD) or one universal serial bus (USB) mass storage 

device, not to mention the amount of feed that can be stored on a 

removable hard disk drive. Furthermore, already existing (original) 

photographs can be scanned into the computer memory and dis- 

tributed as indicated above. A fair amount of child pornography which 

is available on the Internet, in fact consists of photographs dating back 
20-30 years. 

The environment and transnational organized crime 

Transnational organized crime is—worryingly—deeply involved in 
crimes against the environment, and this in several ways. This section 
will concentrate on the illicit exploitation of forest resources with sub- 
sequent deforestation as a result, while a subsequent section deals with 
the involvement of organized crime in the transnational disposal of 
waste, in particular toxic waste. 

The natural resources of the earth are restricted commodities; they 
are therefore coveted and traded by organized crime. Diamonds, and in 
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particular so-called “conflict diamonds” constitute an example, as does 
coltan (used for electronic devices), but still more insidious is the 
involvement of organized crime in the illicit trade in timber. 

Hardwood in particular has become a restricted commodity as more 
and more producer countries are attempting to manage the remaining 
stock. The illicit traffic in timber lies, however, first and foremost in the 
ambit of organized crime, since the latter can apply the necessary 
pressure on the local population—in conjunction with extensive cor- 

ruption to police or military personnel—and provide the managerial 

expertise to have the trees felled, transported internationally by ship, 

and sold in another country often with false documentation of origin. 

In Southeast Asia, where most of the world’s remaining high-value 
hardwood grows, the “organizers” pay $11 to the local population per 

cubic meter of illegally logged hardwood and then resell the same logs 

in another country in the region for up to $270 (factory gate price). 
The logs are then cut into planks and used, in particular, for floor- 

boards at a mark-up on the factory gate price of approximately 500 

percent. The profits accruing to organized crime are staggering, even 

considering that the criminals pay an average of $200,000 in corruption 
payments for each shipload. Apart from the societal damage usually 

connected with organized crime—corruption, lack of respect for the 

rule of law, etc.—this particular commodity also entails revenue losses 

and environmental costs to the producer countries. 
It is difficult to hold an uneducated, exceedingly poor lumberjack 

responsible for the acts whereby he earns a meager living for himself 

and his family, whereas the responsibility for the international traffic in 

illicitly logged timber fully lies with the end-users, who import or allow 

the importation of such merchandise, while fully cognizant of the fact 

that at least 50 percent of it is illegal at source. It is worth recalling 

from a previous discussion in this book that economists® are agreed 
that no gray market has ever been defeated from the supply side, which 

is what the Western World attempts to do in this regard as in many 

others. This is at best a case of willful blindness or, indeed, an example 

of the application of deviant knowledge in the sense that the importing 

governments know as well as the mentioned economists that such 
markets cannot be suppressed from the supply side. If they insist on a 

supply side approach, one must surmise that it is because other, 

domestic, forces are so strong that efforts on the demand side are— 

economically and therefore politically—unacceptable. 

If one were to accept a definition of “organized crime” postulating as 

its main characteristic “the trade in prohibited or restricted merchandise,” 

then illegal logging and the transportation and commercialization of 
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wood and forestry product, which is illegal at source, is organized 

crime. A chain of operators intervenes in the international trade in 

illegal timber (“illegal at source”) from lumberjack to consumer, as the 

logged timber is traded, transported, transformed (from round logs to 

planks), and commercialized. Because of the important bulk-to-value 

ratio, it is relatively easy for interested observers from concerned 

NGOs to follow the forest products from forest to end user. 

The products here under consideration often are either totally or 

partially prohibited for exportation. In Indonesia, ramin®’ is on the 

Cites II schedule with export prohibition, and as regards merbau,” only 
forest product, but not logs, may be exported. Furthermore, since logs more 

often than not are illegal at source and therefore acquired without 

permission from owner and without payment of appropriate dues, the 

only way to export such products and thus to enter into the lucrative 

international markets is by transborder trade. The concept of trans- 

border trade should be distinguished from that of parallel or informal 

trade. The legality of the commodities involved in transborder trade is 

a relative rather than an absolute difference, cigarette smuggling being 

an example. Both parallel trade and transborder trade are parts of the 

more generic term of smuggling, which, as Andreas observes, is defined 

as “the practice of bringing in or taking out illicitly or by stealth.”7° 

As regards illegal logging, the transborder trade in merbau provides 

a typical example, albeit atypical by its mere scale. The data are avail- 

able from the excellent “undercover” work done by the London-based 

NGO, the Environmental Investigation Agency (EIA) and its partner, 

the NGO Telapak, based in Bogor, Java, Indonesia (see Table 3.6). 

Every month 300,000 m? of merbau are smuggled out of Indonesia’s 

Papua Province. The traffic involves middlemen in Jakarta, Singapore, 
and Hong Kong, but the product itself, the logs, is smuggled via 

Malaysia to the PRC. The product is smuggled out of Indonesia, where 

Table 3.6 Merbau (Intsia palembanica) pricing structure 

Phase of trade US$/m3 

Price paid to Papuan community 11 

Price paid at point of export from Papua 120 
Price of logs at entry to the PRC 240 
Flooring price in the PRC 468 

(1m? provides 26m? of flooring) 
Flooring price in U.K. or U.S.A. 2288 
S——eeeeSeSSSSSSFSSSSSSSSSSSSSSsees 
Source: EIA and Telapak, The Last Frontier: Illegal Logging in Papua and 

China's Massive Timber Theft (London: EIA, February 2005), 27. 
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a ban of the exportation of logs has been in existence since October 
2001, by means of corruption payments of $200,000 per shipment. In 
Malaysia, the product is issued with new (false) paperwork showing its 
origin as Malaysian. The product is then exported to the port of 
Shangjingang near Shanghai, from where it is transported overland to 
the city of Nanxun south of Shanghai. In Nanxun, 200 sawmills cut 
only merbau logs to provide flooring planks. 

Alice Blondel notes that timber is a commodity which is easy to 
negotiate and trade, and which therefore has become of great interest 

to warring factions, organized crime, and arms dealers.’! Arms dealers, 

be they individual businessmen, governments or quasi-governmental 
business entities, often trade in situations of direct or indirect barter; at 

the very least, they see natural resources as commodities providing 

their clients with the necessary funding for arms purchases. 

An issue which has not attracted much attention is that of the armed 

militias employed by the timber companies. As funds originating from the 

forestry sector are used by local militias to purchase or barter weapons, in 

the same way such funds are used by timber companies to buy local 

armed militias. The trade in arms—and its relationship to illegal timber— 

is by its very nature secretive. A couple of the individuals involved in 
the traffic of direct or indirect barter of arms against timber have now 

become known to a wider public. The following paragraph examines 

one so-called “merchant of death.” Although he is a substantial vio- 

lator, it is not known if he is the biggest or, indeed, if he is typical. 

Guus van Kouwenhoven, a Dutch businessman born in 1943, was 

close to former president of Liberia, Charles Taylor.’? He was arrested 

in the Netherlands on 18 March 2005. Throughout the civil war, which 

raged for seven years in Liberia and caused the death of approximately 

250,000 people, the parties to the conflict financed their war activities 

through overly’ exploiting and exporting the natural resources of the 

country. In particular, Charles Taylor used the funds generated by the 

excessive exploitation of timber and diamond extraction illegally to 

acquire large quantities of arms. In his position as Director of Opera- 

tions of the Oriental Timber Company’? and of the Royal Timber 
Company in Liberia, van Kouwenhoven managed the biggest timber 

operations in Liberia. Having very close relations with Charles Taylor, 

he facilitated the import of arms for the latter, thereby infringing 

resolutions of the UN Security Council.’* The United Nations conse- 

quently issued an order in 2001 banning van Kouwenhoven from tra- 

veling, qualifying him as “an arms trafficker in breach of Resolution 

1343 of the Security Council” in addition to being “someone who 

supported the efforts of ex-President Taylor in destabilizing Sierra 
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Leone to gain illegal access to its diamonds.” As indicated above, this 

individual was arrested in the Netherlands in March 2005 in coopera- 

tion between the Special Court for Sierra Leone (SCSL), which had 

assisted Dutch investigators, and the Dutch authorities. In the case, in 

which he is a defendant, he seems to be accused of having delivered 

arms to Liberia in violation of UN sanctions and to be involved in war 

crimes committed in Liberia. The case also seems to deal with his 

relationship with and employment of militia groups, whose main activity 

was the security of his timber companies, but who as such became 

involved in the civil war which was then ravaging the country. According 

to the prosecution, “the militias hired by the former timber companies 

belonging to this Dutchman, are accused of participating in the mas- 

sacre of civilians not even sparing the life of babies. Guus van Kou- 

wenhoven is accused of having supplied the arms to the militias to enable 

them to carry out these crimes.”’> On 7 June 2006 in the Netherlands, 
he was sentenced to eight years’ imprisonment for arms smuggling, but 

was not found guilty of war crimes. Both the public prosecutor and 

Kouwenhoven appealed the sentence. 

The EIA (a renowned NGO) in 2008 estimated criminals’ gains from 

illicit traffic in ivory, timber, and skins from protected animals at $10 billion. 

This traffic is highly organized and almost inevitably, international. 

In this section on environmental crime, we noted among other things 

the relationship between deforestation and militia groups. It is intui- 

tively clear that such relationships are even more ominous in the context 

of UN peace operations; the next section will examine this important, 

albeit often overlooked subject. 
ry 

Peacekeeping and organized crime 

Transnational organized crime—and organized crime in general—presents 

a particular set of problems in the context of peacekeeping missions. 

This section examines this special case in some detail, since the noxious 

effect in peacekeeping circumstances of organized crime, known in this 
respect as a peace spoiler, has been recognized by the United Nations. 
The High-level Panel Report, for instance, names transnational orga- 
nized crime as one of the major threats to international stability.” 

It is important, however, at the very outset, to underline that in this 
context, more than in any other, the remarks on taxonomy and identity 
in Chapter 1 are crucial: in sub-state conflictual situations identities 
become fluctuating and one player can, at the same time, fully claim 
several. He or she can for example concurrently be an ideological 
military combatant, organized crime figure, and politician. 
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Peacekeeping operations without exception take place in fragile and 
combat-ridden countries or regions characterized by a high-intensity 
level of violence, either in the present or in the immediate past. This 

has a number of consequences, the first and most important of which is 

often overlooked, affective alienation. It is, in general, part of our human 

make-up that witnessing, exercising, or being subjected to intense vio- 

lence over a long period of time numbs us in our very humanity and, 

counter-intuitively, makes violence in some sense more acceptable. 

Second, combat brings poverty, misery, and illness (because of a 

breakdown in public hygiene) to many and—in particular in modern 

sub-state conflicts—riches (sometimes immense riches) and power to a 

few. And as studies on crime have shown, while poverty is not crim- 
inogenic, visible inequality is.’’ 

Third, the presence of foreign troops, be they peacekeeping or combat 

troops, brings into the country foreign currency, trading opportunities, 

and new demands, in particular in the sex industry. Finally, a number 

of often charismatic, but always power-hungry and brutal individuals 

attempt to profit from the institutional frailty, be it temporary, sur- 

rounding them. In order to secure positions of power in the present 

unsettled circumstances as well as their political future, they need to 
build up—and therefore nourish—groups of individuals devoted to 

their person as opposed to an ideological program. 

In this way, the scene is set for organized crime. Depending on the 

area of the world, foreign organized crime elements will presumably 

already have been attracted by the promise of easy gains, for example 

in countries rich in natural resources such as the Democratic Republic 

of Congo or Liberia, or countries that produce, or are important for 

the transit of, illicit goods, such as Afghanistan and the Balkans. 

Case study: Chinese organized crime in Italy 

For the student of transnational organized crime the implantation of 

Chinese organized crime in Italy, amidst some of the best organized, 

longest existing, and most determined organized crime groups in the 

world, cannot but offer a fruitful field of observation. Which arrange- 

ments will the various organizations establish? Will they carve up the 

territory along thematic lines with each group concentrating on a specific 

activity? Or are they going to exhaust each other in interminable crime 

warfare? Although much still is unclear, the answer to these questions 

is as fascinating as the questions, but, it is fair to say, more surprising. 

In fact, Chinese organized crime originates in a totally different socio- 

political, non-contiguous environment, with appreciable difficulties in 
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learning a foreign and to them totally unrelated language (including in 

this context several important dialects). While they themselves repre- 

sented a closed, impenetrable criminal management environment and faced 

a criminal culture equally characterized by a mental and social walled- 

in mentality, yet they nevertheless achieved the unachievable. Although 

initially some observers opined that Chinese organized crime would be 

submitted to the so-called pizzo (Italian slang for the payment of 

“protection money”), it soon became clear that Chinese organized 

crime not only had achieved a peace agreement with the major Italian 

criminal organizations, but they had identified mutual complementa- 

rities, which will be treated below. Chinese organized crime, however, 

was able concurrently also to elaborate agreements with another recent 

immigrant crime organization in Italy, Nigerian crime groups. 

Chinese organized crime has as one of its main sources of income 

the retail sale of counterfeit products, from counterfeit luxury goods to 

aircraft spare parts as well as of product which is not licensed for sale on 

the European markets because of health concerns, such as toys. This 

poses a serious problem since such product is very bulky when com- 

pared with other illicit goods, for example drugs. I would argue that this 

is exactly where Chinese organized crime identified important com- 

plementarities with Italian organized crime. The former could produce, 

ship, and distribute the various products, but the latter could ensure the 

goods’ entry into the territory of Italy—and therefore of the European 

Union—since Italian organized crime, the Camorra and the ’ndrangheta in 

particular, have an established network based on Italy’s ports, which 

they in some sense “control.” 

As of | January 2007, there were 144,886 legal Chinese immigrants in 

Italy;’8 the number of illegal immigrants obviously remains unknown, 

although at least one scholar, Maria Laura Iacobone, estimates that 

there are 2-3 illegal immigrants for each legal one.”? As in other relevant 
examples, for instance the Italian immigration into the United States in 

the last century, Chinese organized crime arrived along with the 

immigrants, as a natural, indistinguishable part of them, but also ready 

to exploit the fragile situation, in which all newly arrived and not well 

integrated immigrants find themselves. With the benefit of hindsight, it 
is now clear that Chinese organized crime in Italy found not only a 
congenial criminal environment in which and with which to operate, 
but also a bridgehead from which to organize extensive illegal activities 
in European markets. These main activities involve trafficking in waste, 
counterfeit cigarettes, counterfeit luxury products, and humans for 
prostitution and for labor, as well as immigrant smuggling and money 
laundering. Some observers opine that Italy was chosen as a bridgehead 
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because it is “the country of corruption.”®° Whether corruption in Italy 
is widespread will not be considered here, but I would argue that, 
counter-intuitively, Chinese organized crime chose Italy because of the 
presence of very well-established endogenous crime organizations, which 
they correctly saw not as competitors, but as potential associates. 

The profits accruing to Chinese organized crime in Italy is estimated 
at | billion euros a year. 

Counterfeit cigarettes 

In the 1980s and 1990s, the Camorra and Albanian organized crime 

smuggled genuine cigarettes from the Balkan countries into Italy. Since 

these cigarettes did not carry the Italian tax stickers proving that the 

appropriate taxes had been paid, they had to be sold on the black 

market at discounted prices. Now, however, Chinese in cooperation 

with Italian organized crime earn the total wholesale price in profit. Since 

both cigarettes and tax stickers are counterfeit they can be sold through 

the usual tobacconist outlets at market price, whereas product costs are 

negligible. The following paragraphs contain a couple of examples of 

recent seizures in order to illustrate the scope of the traffic. 

On 9 May 2008 in Naples, Italian authorities seized eight tons of 

counterfeit Marlboro and Marlboro Light cigarettes, constituted by 

39,150 cartons or 7,830,000 cigarettes.*! The counterfeit cigarettes, which 

originated in China, carried counterfeit Italian tax stickers and, there- 

fore, were destined for the Italian market, where they would have fetched 

close to €1,700,000, of which €1,350,000 would have constituted non- 

paid government taxes that instead accrued to organized crime.*? In 

Sicily in the six months ending May 2008, 20 million Chinese (counterfeit) 

cigarettes were seized, while in November 2007, in Ancona, on Italy’s 

Adriatic coast, the authorities seized 40 tons of counterfeit cigarettes, 

or 40 million cigarettes. 

Italy, however, is also used by Chinese organized crime as a transit point 

for counterfeit cigarettes destined for countries outside of the European 

Union. Thus, in Cagliari, Sardinia, in December 2007, €5 million 

worth of counterfeit cigarettes (20 million cigarettes) were seized en route 

for Togo and Benin.*? 

Waste management 

Both scholars and law enforcement consider waste management, in 

particular that of toxic waste, the future gateway to substantial profits 

for organized crime and, again, Chinese and Italian organized crime 
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have identified a series of complementarities. To understand the invol- 

vement of organized crime in this surprising traffic in waste, one needs 

to consider that the legal destruction of dangerous waste of one 

twenty-foot container costs €60,000; the corresponding illegal elimina- 

tion is €5,000 in the Far East.84 Entities that generate substantial 

quantities of waste, mostly manufacturing companies, but also hospi- 

tals, over the last 10 years or so have therefore contracted directly with 

Italian organized crime or with convenient cover companies for organized 

crime to dispose of the waste generated. Hitherto, organized crime has 

used landfills and naturally occurring cavities to dispose of the waste.®° 

Now, however, the natural grottos of Campania are full; and China is 

the alternative. Italian organized crime has therefore allied itself with 

Chinese organized crime and ships the waste to China, where it is 

dumped in coastal villages, the inhabitants of which—unaware of any 

danger inherent in the toxicity of some of the material—attempt to 

recuperate as much material as possible. Interestingly—and perhaps 

worryingly—parts of the illegal waste shipped to China are returned to 

Italy for reuse as plastic raw material or to be formed into plastic 

objects. In this way, plastic from illegal waste from hospitals is reused 

in toys and spectacles. The following paragraph highlights a number of 

recent seizures. 

In 2006, 9,000 tons of toxic waste in 286 containers destined for expor- 

tation were seized by Italian customs, most of it en route for China®® 
and in the so-called “Operation Great Wall”, from November 2005 to June 

2006, authorities in Reggio Calabria in southern Italy, in an operation 

which involved waste from 23 Italian companies, seized 135 containers 

of 740 tons of plastic, 1,570 tons of metal, 150 tons of used elettrical 

instruments, 700 tons of paper waste, and 10 tons of used car parts and 

tires, en route for China, India, Russia, and North Africa.’” 

Human trafficking 

Chinese organized crime in Italy is heavily involved in the trafficking in 
humans, who, on the last leg of their journey—depending on costs they 
are willing to sustain—enter Italy either by being smuggled by boat 
from the Balkans across the Adriatic Sea or concealed in trucks cross- 
ing the northeastern border at Trieste, or by air displaying counterfeit 
passports, which allow them to pose as Korean tourists. In the very 
rare cases where the smuggled person has been able to pay the cost 
immediately (up to $30,000 if by air), he or she is now free to com- 
mence his or her life as a clandestine immigrant. In the vast majority 
of cases, however, the principle of indenture obtains, whereby the cost 
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of transportation is transformed into a debt that the smuggled person 
owes the criminal organization, and which he or she has to work off, 
by working in sweatshops or by prostitution. For the sake of brevity 
only prostitution will be considered here. 

In this area, Chinese organized crime uses women who have been 
smuggled from China and who in difficult circumstances work off their 
debt to the smuggler. Contrary to Albanian and Nigerian organized 
crime, whose prostitutes operate on the streets, Chinese organized crime 
prostitutes work out of apartments. They can expect to earn €3,000 a 
day (€100-300 per client according to requirements). They work two 

weeks in one location before being moved to a new one, partly to avoid 

them becoming too familiar with the location and its customer base, 

partly to be able continually to offer new choices to customers. The 

women are released once they have paid off their indenture. Attempts 

to escape, or reporting to local authorities, are punished severely—if 

necessary by punishing the woman’s family left behind in China—and 

even suicide reportedly is not a solution, since the debt incurred is 

simply transferred to the dead woman’s family in China. 

Money laundering 

Chinese organized crime learnt from one of the three main Italian 

criminal organizations, the “ndrangheta, the technique of purchasing 

shops, in which they sell various goods, in particular women’s fashion, 

that few or nobody would want to buy; the purpose of the shops is not 

commerce, but the generation of general sales receipts for non-existing 

sales in order to launder illicit gains. 

The remittances sent to Zehjiang prefecture in China in general and 

to the city of Wenzhou in particular are surprising considering the 

number of Chinese immigrants in Italy. The vast majority of remit- 

tances are effectuated via money transfer agencies (such as Western 

Union), notwithstanding the fact that such agencies charge higher fees 

than banks. The operations, which are always in cash and at €12,000— 

12,500, just below the reporting requirement of anti-money laundering 

(AML) regulations, are almost all thought to be funds of illicit origin. 

By way of an example, one such money transfer agency in 2007 trans- 

ferred €500 million to China.*® 
In January 2008, Italian authorities charged 12 Italians and 6 Chi- 

nese with having established an illegal bank, including a number of 

branch offices, each of which transferred €1,000,000 every working day. 

The banks’ clients all had extensive criminal records for counterfeiting, 

smuggling, and tax evasion. 
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The organizations 

Italian authorities have had difficulties in investigating and prosecuting 

Chinese organized crime, for three main reasons. First, the well established 

impenetrability of the Chinese milieu makes it difficult for investigators 

to obtain information. Not only are Chinese immigrant communities in 

themselves closed for linguistic and socio-cultural reasons, but this is 

aggravated by the fact that immigration follows regional patterns, so 

that a majority of immigrants in a certain country originate from the same 

region in China and, as regards the organized crime elements in the com- 

munity, these will often be from the same town and a large part of them 

known to each other either directly or through family recommendations. 

The immigrant society thereby becomes very tight-knit, and any 

attempt by the law enforcement authorities of establishing an under- 

cover operation inconceivable. Second, one encounters severe problems 

with translation of Chinese dialects used. This is obviously of importance 

during interrogations, but even more so when related to telephone 

intercepts. To this should be added the fact that while it is relatively 

easy to find trustworthy interpreters in the best known dialects, Can- 

tonese and Mandarin, it is practically impossible to find interpreters 
that can be trusted in the lesser known dialects (unfortunately those 

mostly spoken by Chinese criminals) of Hokkien, Teochew, and Hakka. 

Finally, Chinese immigrants display a reluctance to give testimony, 

which is mostly based on fear, caused for example by the savage kill- 
ings of witnesses against the Hsiang family in Tuscany,®° but also 
because of a clear feeling of belonging to a separate community, which 

does not interact with “the white man,” disdainfully referred to as 

kuailo (Cantonese for “foreign devil”). There is a parallel here with the 

traditional Sicilian Mafioso as the man who can take care of himself. 

The ability of Chinese organized crime to integrate and cooperate 

with criminals from a different culture is not confined to the example 

of Italy. The Russian Far East is now a major area of expansion for 

Chinese organized crime. Indeed, some 10 years ago Vladivostok was 

controlled by Russian crime bosses, and drive-by shootings, kidnap- 

pings, etc., were not unusual. This is no longer the case. As Bertil 
Lintner expresses it, the Russian bosses are out and the Triads are in; 
the latter being much more sophisticated than the Russians they have 
replaced, street crime has disappeared: “they view public disorder as a 
threat to their criminal enterprises.” The remarkable fact to observe, 
however, is that Chinese organized crime has been able to incorporate 
or integrate many of the lower-level Russian criminals and ensure that 
they accept the Chinese “way of doing business.” 
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Case study: Operation Green Quest 

This case study was chosen for its illustrative qualities.°! The case covers 
the whole spectrum of criminal activities, from the most uncompli- 
cated, retail theft, to the more complicated, international money laun- 
dering and, almost certainly, the financing of terrorism, while including 
also the attempted use of professional assassins in order to neutralize 
the lead investigative officials, and the use of businesses and the falsi- 

fication of business records in the execution of the criminal enterprise. 

Although the investigation of the crime commenced in September 2001 

in Texas, and those responsible have been sentenced and incarcerated, 

the “criminal model” has spread throughout the United States. In fact, 

the spatio-temporal implications of the case have not been fully 

understood by U.S. prosecutorial authorities, who realize neither the 

extent in time and space of the modus operandi nor the impact of the 

same on the rather nebulous concept of the financing of terrorism. 

The specific investigation considered in this subsection concerns a 

criminal organization known as the Ghali organization from the name 

of the lead member, which was active in the state of Texas, and con- 

sisted of persons mostly of Middle Eastern descent. They recruited 

hundreds of shoplifters, drug addicts, and other marginalized persons 
to engage in a variety of criminal activities in order to obtain the 

higher-value products typically sold in an American convenience store, 

inter alia over-the-counter (OTC) medicinal products, infant formula, 

diabetes test strips, razors, and pregnancy test kits, acting in their 

choice of products in accordance with instructions received from the 

organization. The street level criminals used a variety of methods to 

obtain such products in high volume: They would fill a shopping trol- 

ley with the merchandise, pretend to approach the check-out positions 

near the exit, and then race the cart out of the exit and up into the 

back of a waiting van. Also armed robberies and warehouse thefts were 

used, as well as counterfeit merchandising coupons, counterfeit 

Women, Infants and Children (WIC) coupons, and food stamp fraud. 

The stolen and fraudulently obtained goods were aggregated in ware- 

houses belonging to the Ghali organization, where security tags and 

price stickers were removed. False accounting entries were made in the 

Ghali organization’s company books in order to “legitimize” the origin 

of the products, which in bi-weekly, interstate shipments were then sold 

to wholesalers, some of whom were aware of the origin of the goods, 

some of whom were not. 

The resultant profits were regularly deposited in the organization’s 

bank accounts. Some of the proceeds were employed to buy residences 
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in Texas, while the rest were transformed into banker’s checks and 

hand-carried, concealed by a variety of methods, to Amman, Jordan, 

where the proceeds, at least in part, were invested in real estate. The 

final destination of the funds that were successfully transferred to the 

Middle East is under investigation by the appropriate security services; 

it would be unhelpful to examine that final leg of the criminal enter- 

prise at this time, although the implications of the transfers and the 

interest of mentioned security services are self-evident. It can be noted 

that several Middle Eastern individuals who conducted business with 

the Ghali organization have suspected terrorism links. One of Ghali’s 

associates was the target of a Foreign Intelligence Surveillance Act 

(FISA) wiretap and subsequently indicted on a variety of criminal 

charges, while another reportedly smuggled $78 million to Palestine 

and fled the United States. The illegal proceeds derived from the same 

modus operandi as that used by the Ghali organization. 

Ali Alidimi, another Ghali associate, pled guilty to federal charges and 

agreed to the forfeiture of approximately $800,000 in illegal proceeds 

that were seized in 1999 by federal agents. The currency was discovered 

by agents when Alidimi attempted to ship the money to Yemen con- 

cealed in hair dye boxes. Federal investigators allege that Alidimi has 

known ties to Hamas and was involved in terrorist financing. 

In 1999, U.S. customs and the Fort Worth Police Department arrested 

and indicted several members of the so-called Saadat organization for 

trafficking in counterfeit goods and money laundering. One of the 

members of the Saadat family, by his own admission, had been trained 

in a Bin Laden terrorist camp. 

Mohammed Khalil Ghali was convicted in April 2005 in Dallas, 

Texas, to 14 years imprisonment: Conspiracy (one count), 60 months; theft 

(one count), 120 months; money laundering (nine counts), 168 months; 

plus three counts of interstate transportation of stolen goods.%2 
One may note, with concern, that prosecution concentrated on, and 

obtained the heaviest custodial sentence for, the money laundering 

charges and not on the predicate, very serious organized crime offen- 

ces. It is perhaps judicially expedient to sanction the money laundering 

aspects of a case more severely than the underlying criminality, yet I 
would argue that such an approach to criminal justice undermines the 
societal consent, which condemns the crime itself rather than the sub- 
sequent movements of the proceeds from this, and thus exsanguinates 
the universal condemnation of the crime, without which criminal jur- 
isdiction has little meaning. 

Although interesting in and by itself, the case is only fully to be 
understood when seen in its larger context. In a conversation with one 
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of the two lead investigators, the author was informed that the modus 
operandi had been known to him for more than twenty year.?3 Persons 
of Middle Eastern origin?* set up small convenience stores in low- 
income urban areas; the start-up capital, also known as “seed money,” 
to the best of his knowledge, was provided by Hamas and Hezbollah 
operatives. Being in a low-income area, the convenience store owners 
then made it known that they were in the market for product “of 
whatever origin.” After consolidation, goods would then be shipped in 
interstate commerce to wholesalers or retailers. A part of the resultant 

profits would be shipped to the Middle East, more often than not to 

Amman, Jordan. Not only is this modus operandi known to have been 

going on in Texas; similar groups using similar methods are active in 

Utah, California, Florida, and other states of the U.S.A. 

The modus operandi of the Ghali organization is of crucial interest 

to students of organized crime, since the organization retained its 

character of an institution through the years, even when individuals 

changed. An obvious question which comes to mind, is: Why is not an 

end brought to the existence of the organization and its modus oper- 

andi, considering that it is built on flagrant criminality? The answer 

presumably has many facets. First, looked at from the local prosecu- 

torial level, the individual cases are small. Second, this modus oper- 

andi is an example of not being able to see the local and the global at 

the same time—see the discussion of scaling theory in the Introduction. 

U.S. Attorneys at the local level cannot make the not obvious, but very 

real, connection between a small retail theft or retail fencing offence 

and the financing behind, say, a major international terrorist attack or 

the funding of the successful Hezbollah resistance to the Israeli army 

in the course of the 2006 Israeli invasion of Lebanon. Elsewhere 
throughout this work, it has been stressed that the inability of decision 

makers as well as of analysts to perceive the totality of a network of 

individuals and their actions severely limits both our conceptualization 

of organized crime and, indeed, of the relationship between organized 

crime and globalization. 
Third, although economists have proven that an illicit market has 

never been defeated from the supply side, a large part of U.S—and 

indeed other countries—drug law enforcement is concentrated on the 

supply side, crop eradication, drug interception overseas, etc. This irra- 

tional approach presumably covers two major defaults, political expe- 

diency and pride. As pointed out above, it is politically expedient to perceive 

all imperfections as exogenous. In the present context, it is politically 

more acceptable to see terrorism financing as an activity undertaken 

“overseas” in order for foreigners to perform terrorist acts “here,” 



60 The transnational crimes 

rather than to acknowledge that major parts of the flows are quite the 

reverse, namely funds generated in the West, by nationals or immigrants 

who allegedly have been successfully integrated into the host culture, 

and transferred overseas to finance violent acts in foreign jurisdictions. 

Fourth, the role of the diaspora populations should be noted, albeit 

not exaggerated: “Collecting funds from the diaspora, although a long- 

standing practice, has become a significant source of financing. The 

Irish Republican Army (IRA) has drawn a large part of its revenues 

from the Irish community in the United States, and this has also been 

done by the Armed Islamic Group (GIA) in Algeria, by the Al-Qaeda, 

Sri Lankan rebels, Armenian terrorists ... ”>: 

The modus operandi continues, however, and on 31 May 2007 in the 

U.S. District Court, Louisville, Kentucky, a federal jury found one 

Eyad Suleiman, a.k.a. Abu Zacheria, guilty of knowingly receiving and 

possessing stolen OTC pharmaceuticals. Again, the quantities involved 

were considerable: One of his former employees testified that in an 

eight-month period in 2005, Suleiman sold over 6 million dollars worth 

of stolen pharmaceuticals, which he had purchased for 4 million dol- 

lars. Another witness explained that people walked in from the street and 

sold OTC pharmaceuticals to Suleiman for approximately one-third of 

retail price. She herself, on any given day, would steal $10—20,000 of 

OTC pharmaceuticals and sell them to Suleiman. An accomplice was 

charged with laundering of $70 million in checks, which he cashed for 

Suleiman.”° A representative from the Organized Retail Crime Divi- 
sion Coordinator for Walgreens Corporation testified that this type of 

theft costs Walgreens approximately $700 million per year throughout 

the United States and that organized shoplifting in general cost® retail 

business in the United States $34 billion per year.?’ 
It is, unfortunately, clear that this modus operandi continues through- 

out the United States and perhaps elsewhere in the world. This situa- 

tion underlines two points: first, the fact that we need to consider the 

possibility that terrorism, including the maintenance of a small army 

under arms, is funded by many distinct, small, but constantly spouting 

taps rather than from massive transfers of funds; and second, the need for 

national, regional, and international law enforcement intelligence 

cooperation. In fact, from an intelligence point of view, this case 

demonstrates the scaling theory rather well; looked at in detail, as above, 

one comprehends the working of the criminal organization at local 
level; however, only by looking at it from afar can one develop enough 
of a macro-view to be able to appreciate the operation in its entirety, 
and to comprehend the magnitude and ultimate purpose of many dis- 
parate, seemingly irrelevant or minor facts. 
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Concurrently, Operation Green Quest presents the scholar with an 

important insight into the concept of identity, which might very well be a 

constituent part of organized crime. In investigating the issue of orga- 

nized retail theft in the state of Texas, the investigators disclosed that 

the particular organization of the crime had barely changed over twenty 

years. The major commodities targeted had changed, from cigarettes to 

baby formula and similar high-priced items, the players—both the 

street-level thieves and robbers and the organizers, acting as wholesalers 
for the illegally obtained goods—had all changed, but “the organiza- 

tion” remained. The changes have obviously been very slow with one 

commodity being replaced by another and one player with another, but 

in the end everything has changed, while everything has remained the same. 

That, in fact, might very well be the core characteristic which distin- 

guishes “organized crime” from criminality that has been organized 

(gangs). One cannot but be reminded of the words of Tancredi in Tomasi 

di Lampedusa’s // Gattopardo (1958): Se vogliamo che tutto rimanga 

com’é, bisogna che tutto cambi (“If we want everything to remain the same, 

everything must change”).?® 
This chapter has provided a rather wide overview of some of the 

more important activities of transnational organized crime, and in 

particular it has studied at some length the implantation of one criminal 

organization in the territory of another and their horizontal, almost 

seamless cooperation. The case study which rounds off the chapter 

touched on the relationship between organized crime and terrorism; this 

subject will be further explored in the following chapter. 
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This chapter examines the possible interrelationship between terrorism 

and transnational organized crime, and it questions the conceptual 

paradigms presently used in scholarly research of this area. Writings in 

the area of terrorism are, almost inevitably, based on the latest known 

variety of the crime. Post-9/11, the—vastly prevalent—terrorism con- 

cept is that of religion-based activities originating in the Middle East. 

This, however, neglects for example the endogenous terrorism of 1970s 

Europe, the Acah terrorism in Indonesia, and the various terrorist 

groupings concentrating on the Kashmir question. 

A proposed definition of terrorism 

In Chapter 1 of this work, I argue that we will never be able to further 

studies into the nebulous area of organized crime without adopting the kind 

of differential diagnosis methodology used in medicine; similatly, we 

will not advance understanding in terrorism studies—and in the studies of 

the interaction between organized crime and terrorism—without adopt- 

ing much more precise conceptual tools than those presently available. 

The intensification of interest in terrorism at the beginning of the 

twenty-first century, in particular as a result of the two terrorist attacks 

perpetrated in the heart of the Western economic centers, “9/11” (11 

September 2001, New York) and “7/7” (7 July 2005, London) has, 

quite understandably, led to the question of whether or not there is a 

relation, operational or conceptual, between organized crime and terror- 

ism.! Terrorism, like organized crime but even more so, because of the 

political and emotional undertones that pervade it, has not been defined; 

be it on international or national level. For instance, the United Nations 

agreed to disagree and instead adopted a thematic approach; only the 

1977 European Convention on the Suppression of Terrorism was non- 

thematic.” The latter also acknowledges the difficulties caused by the 
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so-called “political exception” rule and stipulates six types of terrorist 
act which cannot be regarded as political offenses. 

In order to collocate the differential understanding of terrorism 
within observable parameters and to further refine the conceptual tools 
available, I propose the following definition:? 

Terrorism is the triangular and communicative use by one or more 

sub-state actors of illegal acts of violence: the originator (the terror- 
ist) sends a message via the transmitter (the victim) to the receiver 

(an authority) with a view to influence the outcome of the latter’s 

administrative, judicial or political processes and, by showing the 

weaknesses of the latter, to evince to a fourth party, the people 

represented by the media, the necessity for political change. 

A well-formed quip, “Few die, many watch,” adequately sums up this tragic 

triangle. This view-of terrorism excludes the use of the term to cover 

so-called “state terror,” since this term is used by contemporary scho- 

larship in many senses that are not necessarily made explicit. For 

example, a ruler’s use of terror on their own population to impose his 

or her will is not considered terrorism on this view, since it is not tri- 

angular and the message is not aimed at an authority. The ruler’s acts 

do install ferror in the population, but from a taxonomical point of 

view it makes more sense to view such acts as excessive coercion. This 

type of terror, which is a resultant, not a technique or tactic, would not 

meet the criteria of the Bruce Hoffman definition, either, since its aim 

is not political change, rather the opposite. Likewise, the term is often 

taken to mean a state using its own agents to perpetrate acts of violence 

in another state or funding charitable or political organizations that it 

knows engage in terrorism or in the funding of terrorism. In both cases, I 

maintain that it would be more helpful to see the state in question as 

engaging in covert warfare, in the former directly by the use of its own 

agents, and in the latter indirectly, by the use of interposed agents. 

The definition proposed here quite obviously concentrates on pro- 

positional terrorism, which consists in installing terror into a popula- 

tion in order to make a statement, a proposition. This leads one to 

consider the concept of speech act, which, in the context of terrorism, 

means the total communicational image emanating from the terrorist 

or terrorist group, including the terrorist acts themselves, the writings 

of the groups, their slogans and graffiti; even their occasional silence is 

part of the speech act. To use a term from John Austin, the terrorist 

speech act is performative, that is “both saying and doing something”; 

it is, however, disguised performative.* 
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Finally, one needs to contemplate the purpose of such terrorism, 

which, following Baroness O’Neill, I argue, is the creation of uncertainty 

in the community, not only in the sense of fear (“where will they hit 

next?”) but, much more importantly, in making the population reconsi- 

der what can be termed “cherished values,” including a certain notion 

of what constitutes acceptable criminal justice procedures. Therefore, a 

government which reacts to terrorism by imposing hitherto unac- 

ceptable criminal justice measures, such as extensive violation of the 

right to privacy, for instance in telecommunications or in conducting 

business, or by authorizing prolonged pre-trial detention without court 

order, plays into the hands of terrorists by creating the kind of polar- 

ized, quasi-militarized society that fundamentally destroys society as it 

was and, indeed, as it was “cherished.” This, in a sense, has been 

exactly the goal of the terrorists. 

Terrorists and organized criminals: birds of a feather? 

Terrorism and organized crime have little in common on an intel- 

lectual level, since the former is based on ideological, religious or 

political principles, while the latter on profit motives. It is clear, never- 

theless, that one illegal actor may use the methodology of the other, so 

that terrorists will engage in common and organized crime, typically 

armed robbery, extortion, criminal abduction, or drug trafficking, to 

fund their operations, while organized crime may use terrorist 

methodology to “send messages.” Furthermore, terrorists and orga- 

nized criminals may cooperate, as is the case in Colombia, where a 

terrorist group, the Revolutionary Armed Forces of Colombia (FARC), 

against remuneration protects drug convoys. Other similar examples 

are provided by the Liberation Tigers of Tamil Eelam (LTTE) in Sri 

Lanka, the Kurdistan Workers Party (PKK) in Turkey, and various 

factions in Somalia and the Russian Caucasus. Likewise, according 

to some scholars, the infrastructures in Lebanon of the Popular Front 

for the Liberation of Palestine (PFLP)° are being used for the transfer 

of narcotic drugs to the West. The clear advantage to the terrorist 

group is that it obtains a stable means of funding and no longer has 
to rely on the vicissitudes of sponsorship.’ Some terrorist groups, 
however, slowly permute from being politically motivated to simply 
being criminal organizations. Many scholars claim that such is the 
case for the IRA in Northern Ireland, which started out being 
involved in a number of smaller rackets from the 1980s until, accord- 

ing to most experts, it became a purely criminal organization.’ 
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The crime-terror continuum 

The area has been extensively and impressively studied by the scholar 
Tamara Makarenko, who proposes the so-called “crime-terror con- 

tinuum,” which will be treated at some length in this subsection.? The 

end of the Cold War also brought an end to or at least severely curtailed 

state sponsorship of civil wars, insurgencies, and terrorism. Terrorists— 

and, indeed, civil war parties and insurgency groups—therefore had to seek 

funding elsewhere. Civil wars became natural resource centered, as 

both parties in a conflict sought to control such resources, and therefore 
funding, whereas terrorist groups turned to the domain which hitherto 

had been reserved for organized crime. There had, of course, been a 

precedent in so-called narco-terrorism in Latin and South America—see 
below. The increased exploitation of criminality by terrorists was facilitated 
by a number of relatively new phenomena, linked to the globalization 

of our societies, namely the remarkable expansion in international trade, 

travel, and communications. The point here is not only that such inter- 
national activities became gradually less burdensome and less expen- 

sive. Rather, that the sheer volume made illicit international trade, 

travel, etc., much more difficult to identify among the licit activities. 

The whole spectrum or continuum can, however, best be illustrated 

graphically, in Figure 4.1, by what is referred to as the Makarenko scale. 

The scale can be read from left to right and from right to left and 

consists of four groups: alliances (point 1), operational motivations 

(point 2), convergence (point 3), and the “black hole” (point 4). 

At the lowest level, the nexus between transnational organized crime 

and terrorism consists in one using the methodology of the other, also 

Convergence 

Level 1 2 3 4 3 2 1 
ee Se ee Terrorism 

' Alliance —_- Use of Use of Alliance 
with terrorist criminal with OC 

terrorist tactics for ‘Black hole’ activities 
group operational syndrome for 

purposes operational 
purposes 

Political Commercial 
crime terrorism 

Figure 4.1 The crime-terror continuum 

Source: Tamara Makarenko, “The crime-terror continuum: Tracing the inter- 

play between transnational organised crime and terrorism,” Global Crime 6, no. | 

(2004); 129-45, at 131. 
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known as activity appropriation, most commonly seen in the use by 

terrorist organizations of criminality in order to further their political 

aims by terrorism. On a slightly higher level, point 1 on the Makarenko 

scale is the alliance, whereby one group buys in knowledge from the 

other; typically, the terrorist group will acquire, for example, false passports 

from organized crime; and organized crime might require knowledge 

of explosives from terrorists. Apart from access to the particular 

expertise, both parties have advantages: transnational organized crime 

operates better in an environment of uncertainty, where the institutions 

are destabilized, while the activities of organized crime further install 

in the population a feeling of helplessness, of governmental failure, 

etc., which is beneficial to the purposes of the terrorist cause. It 1s quite 

obvious, however, that on the level of alliances, both groups also 

expose themselves to serious security risks, both because the circle of 

people with knowledge of the criminal acts expands and because there 

is no real level of trust between the two parties in the alliance. Therefore, 

both groups will rather avoid buying in expertise and will instead 

attempt to incorporate such knowledge within their own group, in 

order to “ensure organizational security.” !° 

When both groups have acquired the various in-house expertise 

needed and alliances are no longer necessary nor, indeed, desirable, one 

moves to point 2 on the Makarenko scale, where organized crime uses ter- 

rorist tactics to influence operational conditions, while terrorists engage 

in organized crime—also for operational purposes—to acquire the 

necessary funding. 

Once one moves one step further on the scale, one enters the area of 

convergence, where, at point 3 on the scale, one needs to yemain 

focused on the “operational motivation,” by which, at least initially as 

one moves toward the center, the groups are differentiated, depending 

on whether they originate on the left- or right-hand side of the scale. 

At this point of their taxonomical development, criminal groups apply 

terrorist means and engage in political activity in order to influence the 

institutional environment, whereas terrorists apply criminal means in 
order to replace the funding from state sponsors lost at the end of the 
Cold War. In this middle area, so-called convergence has been com- 
pleted and one enters into an area where the two organizations have 
converged into “a single entity that initially displays the characteristics 
of both groups simultaneously.”'! By so-called transformation, a group 
in this middle area might develop further along the scale in the same 
direction and end up on the side of the scale opposite to the one from 
where it originated. Transformation occurs when it is the case “that the 
ultimate aims and motivations of the organization have actually 
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changed. In these cases, the groups no longer retain the defining points 
that had hitherto made them a political or criminal group.”!? The cases 
discussed under this heading concern either a criminal group displaying 
political motivations or a terrorist group, which slowly begins to use its 
political rhetoric as a facade solely for perpetrating criminal activities. 

In the latter case, one typically sees a terrorist group, which initially 

obtains funding through criminal activity and uses such funds for 

political activity, but then slowly commences to divert more and more of 

the funds into personal consumption. The former case concerns criminal 

organizations, which initially have applied terrorist means to influence, 
say, on carceral procedures, but then slowly attempt to gain political 

control and control over the institutions; or who initially have used 

terrorism to establish a monopoly, territorial or in a particular business, 

or—more insidiously—over strategic natural resources, but then proceed 
to attempt to control the state itself. 

It is worth noting that the Mafia bombings of popular tourist loca- 

tions in Italy such as the Uffizi in Florence and the San Giovanni in 

Laterano church in Rome backfired. Far from leading to institutional 

disarray, they helped create a unified, firm front against the Mafia. The 

latter almost immediately understood its strategic error and decided to 

discontinue the use of such means. Organized crime has been more 

successful in the use of selective assassinations of judges, law enforcement 

personnel, and, indeed, other government officials, which, quite 

understandably, creates a certain amount of institutional disquiet, as 

did for example the killings of high-ranking anti-drug enforcement 

officials in Mexico in May 2008. 
At the very midpoint of the Makarenko scale, point 4, one finds the 

so-called “black hole syndrome,” that is to say states that have become 

so weakened from a governance point of view that they ultimately 

generate safe havens for the operations of convergent groups. In other 

words, these are states where groups participating in a civil war set out 

with political motives, but then they develop a focus on criminal gains 

(so-called “decadent guerrillas,” according to Paul Wilkinson!%), or 

states that have been taken over by hybrid groups, which, according to 

Ralf Mutschke,!4 are groups whose political and criminal activities are 

deeply intertwined. 

The methods and motives study 

A U.S. government-funded study examined the link between terrorism 

and organized crime in considerable detail.!° Although one might dis- 

agree with certain conceptual premises of the report, it nevertheless 
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constitutes the most thorough government-sponsored treatment of the 

area to date. The report first deals with the concept of activity appro- 

priation, which covers the very common situation where organized 

crime uses the methods of terrorism, or vice versa. It then identifies five 

different stages in the terror-crime interrelationship and refers to this 

linear scale as the terror-crime interaction spectrum. The first stage is 

termed nexus, which simply describes the possible business relationship, 

whereby one group “outsources” an activity such as the production of 

false passports, rather than internalizing the necessary expertise. The 

next step on the scale is activity appropriation, referred to above, fol- 

lowed by the hybrid group, a term used to describe a group, wherein 

“organized crime and terrorism are more or less equally important to 

the group.” Somewhat incongruously, the authors continue by stating 

that the group “after all often needs to commit fraud, extortion and 

other staple activities of organized crime in order to fund its terror 

operations,” whereby they throw serious doubt on their previous 

statement that organized crime and terrorism are more or less equally 

important to the group. If a hybrid group becomes so fixated on one 

activity that it drops the other, the change is termed transformation.!® 
The report quite rightly points to the prison as the environment 

where incarcerated criminals are converted to radicalized views. Thereby, 

a terrorist group will have gained not only a new proselyte, but also 

someone who can assist fundraising via his criminal activities, once 

released. This quite obviously leads one to question the concept of 

identity. The authors of the U.S. report claim that “Terrorists in Eur- 

opean prisons recruit criminals to their cause, allowing incarcerated 

individuals to move between their identities as terrorists and ‘crim- 

inals;” this, however, is a questionable view, which logically would only 

be true if one could only be one or the other, and if the two identities 

were exclusive. One may, however, very well be terrorist and shoe 

salesman at the same time and apply some of one’s income from the 

shoe business to one’s terrorist activities; it is difficult to see, why this 

should be fundamentally different if one habitually gains one’s income 
from criminality. One does not switch from one identity to the other; 
one is both at the same time.!7 

Case study: funding of Jihad network by crime 

In the night of 14-15 December 2005, French law enforcement exe- 
cuted a search warrant on a garage in a Parisian suburb. They seized 1 kg 
of military-type (C-4) explosives, 16 sticks of dynamite and 2 auto- 
matic weapons, 3 revolvers, ski-masks, bullet-proof vests, and a police 
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uniform. The search was the result of the arrest, a couple of days prior, 
of almost a dozen individuals. The group was specialized in robberies 
and consisted of a number of rather heterogeneous individuals; one 
was a criminal well known for armed robbery and drug trafficking 
(Ben Hadj), and another a mathematician obsessed with international 

Jihad (Cherifi). The latter had previously been arrested in France, in 

August 2000, when he took possession of four false passports (made in 

Thailand), on which occasion he was sentenced to five years’ impri- 

sonment. At the time of his arrest, he frequented the milieus in 

London where al-Qaeda actively recruited for Afghanistan; to his 

regret he was rejected because of diabetes. While in prison, he 

encountered and converted Ben Hadj to a form of radical Islam. 

A so-called salafist,!® Majrar, a Moroccan national who had been 
expelled to Morocco from Greece, where he tried to enter on a false 

passport, had also known Cherifi in prison in France. He travelled 

incessantly between Egypt, Syria, and Turkey. He was interviewed in 

prison in Morocco and provided information on the group in France. 

This information and concurrent investigation in France disclosed that 

the purpose of the group was to raise funds to finance Jihad in Europe, 

and Cherifi had the added responsibility of recruiting suitable indivi- 

duals for Iraq. The explosives, of which some had been used for a prior 

attempt to gain entry to the funds depot of a private security company, 

Securitas, in France, had been obtained from a Yugoslav national.!? 
This case study from France was chosen because it, interestingly, 

highlights the following issues, which are of universal import, but only 

when applied to Middle Eastern terrorism; they do not apply for 

example to the kind of endogenous terrorism, which obtained in Wes- 

tern Europe in the 1970s: Conversion and recruitment in prison; inter- 

national contacts, namely passports from Thailand, explosive from a 

Yugoslav individual, travel to, spiritual inspiration from, and close 

contact with al-Qaeda operatives in the United Kingdom, and con- 

tacts, via Majrar, with Turkey, Syria, and Egypt; and financing of 

European Jihad network by organized crime-type activities 

Narco-terrorism 

The use of criminal methodology by terrorist groups and even such 

groups’ eventual permutation into organized criminality should not be 

confounded with so-called narco-terrorism. This term is most com- 

monly defined, as by Emmanuela Mylonaki, “activities initiated by 

drug traffickers using violence against individuals, property, a state or 

its agents, to intimidate and coerce people into modifying their actions 
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in ways advantageous to the drug traffickers.”*° In other words, the 

term is used about a sub-group of organized crime, narcotic drug traf- 

fickers, who use terrorist means as part of their efforts to secure their 

criminal activities and profits—as a parallel to terrorists, who may use 

typical organized crime activities as part of their overall activities as 

terrorists. Scholars have also pointed out that organized crime has an 

interest in working with terrorists, inter alia since this renders extradi- 

tion so much more complicated because of the “political offence” 

concept; terrorists, on the other hand, profit from the instability created 

by organized crime, since this diminishes the authority of the govern- 

ment and of the state.7! 
The term narco-terrorism might make sense, since it clearly fits into 

the definition proposed above, as well as into definitions elaborated by 

other scholars, the most widely used of which is by Bruce Hoffman, 

who defines terrorism as “The deliberate creation and exploitation of fear 

through violence or the threat of violence in the pursuit of political 

change,” while the United States, in its criminal code, has codified 

terrorism as “The premeditated, politically motivated violence against 

noncombatant targets by sub-national groups or clandestine agents. 

International terrorism involves citizens, or territory, of more than one 

country. A terrorist group is any group practicing, or that has significant 

sub-groups that practice, international terrorism.”** Nevertheless, other 

similar terminological compounds coined on the same cobbler’s last, 

such as eco-terrorism and cyber-terrorism, are not helpful. Whatever 

crimes may hide under these denominations, they should not be 

denominated “terrorism” as they do not employ violence or the threat 

of violence to influence an authority’s decision-making and thereby, 

ultimately, provoke political change. 

A pragmatic example of the use by organized crime of terrorist 

methodology is provided by the so-called Sinaloa cartel in Mexico, a 

drug smuggling cartel. Whenever the federal authorities of Mexico 

take rigorous action against this cartel in its heartland on the Pacific 

coast, it retaliates by terrorist-type attacks against judges, law enforce- 

ment and other government officials in the country’s capital, Mexico 

City. On 22 January 2008, 11 members of the cartel were arrested in 

two houses in Mexico City in possession of a large stockpile of explo- 

sives and automatic weapons; they were divided into three commando 
units and were reportedly preparing such terrorist-type violence. At the 
beginning of May 2008, the Sinaloa cartel assassinated five high-ranking 
Mexican police officials in one week in a clear terrorist-type message to 
the president of Mexico, who had strongly encouraged and supported 
an intensive anti-drug trafficking effort in the country.23 That this 
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strategy undoubtedly has had some effect in Mexico is proved by the 
resignation of ranking police officials, some of whom are demanding 
asylum abroad.*4 It can be argued that this use of terrorist means by 

organized crime (point 2 or perhaps point 3 on the left hand side of the 

Makarenko scale) has led to the institutional uncertainty desired by the 
drug traffickers. 

The Mexican cartels furthermore provide an example of the way 

organized crime can harness expertise, since the Mexican authorities 

are of the opinion that a large part of the approximately 100,000 sol- 

diers who have deserted the Mexican army over the seven-year period 

2001-7, have joined the cartels. Los Zetas, a paramilitary force asso- 

ciated with the Gulf Cartel?? (Mexico’s largest drug cartel), is still 
actively recruiting personnel from the Mexican armed forces and from 

law enforcement.*° 

Box 4.1 Los Zetas 

Los Zetas (“Zeta” is federal police/army radio abbreviation for 

“high-ranking officer”) are former Mexican Army special forces 

personnel, who were trained in locating and apprehending 

drug cartel members. They now constitute a highly disciplined 

private army operating under the orders of the Gulf Cartel, one 

of several drug trafficking organizations in Mexico. The Gulf 
Cartel is “headquartered” in and around Reynosa on the Rio 

Grande across from southern Texas. It is estimated that Los 

Zetas is approximately 200 strong and headed by one Her- 

iberto Lazcano. They are armed with military equipment and 

arms at the level of sophistication of the Mexican Army. They 

also operate modern wiretapping equipment and by corrup- 

tion obtain the cellular telephone codes necessary for the 

intercept. They are known to have retained local gangs to 

execute contract killings. Los Zetas is obviously not the 

only drug enforcer gang in the world, far from it, nor the only 

private mercenary army in the service of organized crime. The 

group, however, has a series of characteristics worth high- 

lighting: (i) the high level of professionalism; (ii) the direct hiring 
of elite federal police and military personnel; (iii) the occasional 

outsourcing of tasks to street gangs such as MS-13; (iv) 

intense use of corruption; and (v) the use of sophisticated 

telephone intercept material. 
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It should be noted that the U.S. Drug Enforcement Administration 

(DEA) operates a different definition of narco-terrorism, namely “an 

organized group that is complicit in the activities of drug trafficking in 

order to further, or fund, premeditated, politically motivated violence 

perpetrated against noncombatant targets with the intention to influ- 

ence” (that is, influence a government or group of people).*” This con- 

ceptual entry point shifts the emphasis; on the Makarenko scale, the 

Mylonaki definition concerns point 2 on the left-hand side, while the 

DEA definition, point 2 on the right-hand side. 
It is not clear to what degree terrorists and organized criminals 

cooperate in other parts of the world, but so-called pentiti in Italy, 

former criminals who “regret”—as the term pentito stresses—and now 

assist the judicial authorities, have pointed to a series of meetings in 

Western Sicily between terrorist groups from the Middle East and Italian 

organized crime elements, in particular Francesco Messina Denaro, the 

Trapani (Sicily) Mafia “boss.”?? The veracity of such statements has 
not yet been confirmed, and a fair amount of skepticism should be 

exercised when evaluating allegedly repentant criminals’ statements and 

their motives. The criminal operations of an organization that is nor- 

mally seen as a pure terrorist organization, Hezbollah, were found to 

include intellectual property crime, cigarette smuggling, drug traffick- 

ing, and the African diamond trade.?? Hezbollah, which was desig- 
nated a Foreign Terrorist Organization by the U.S. Department of 

State in 1997,°° reportedly “earned an estimated profit of $1.5 million 

in the United States between 1996 and 2000 by purchasing cigarettes in 

a low tax state for a lower price and selling them in a high tax state at 

a higher price.”*! Also, 14 of the 36 organizations on the U.S: State 
Department list have been linked with drug trafficking.*? 

As noted above, terrorists may use organized crime methodology and 

vice versa. Such use is not without its danger, however, to the concerned 

parties; organized criminals might attract unwarranted attention if 

they attack the governmental apparatus in a visible way (“high profile 

attention drawing actions tend to be anathema to the Mafioso”), 
while terrorists may slowly lose sight of their ideological goals under 
the influence of the luxuries of a comfortable life based on easy gains.*4 
A refreshing view on terrorism is provided by the Indian scholar 

Kshitij Prabha, who emphasizes the point that “Current profiles of 
terrorist groups present a unique blend of rigidity in commitment to 
the cause and flexibility in operation that makes the task of countering 
terrorism difficult.”*° For the present discussion, the idea of “flexibility 
in operation” is particularly crucial as it underlines the attitude to the 
involvement or non-involvement in organized crime activities. 
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Intellectual property crime 

Intellectual property crime, IPC, more commonly called counterfeiting, 
has been identified as a major source of income for terrorist organizations. 
The overall market value of counterfeit goods has been estimated by 
the WCO at $500 billion per year; approximately one half of this accrues 

from the sale of counterfeit goods in the United States. The investment 

to earnings ratio is approximately the same as the one that obtains for 

narcotic drugs, 1:10 (1 dollar invested, 10 dollars earned), and the 

penalties, if caught, are negligible compared with the illicit traffic in 

drugs.*° The entry-level investment and knowledge requirements are— 

obviously depending on the sector—very limited. A counterfeit audio 

CD costs €0.20 to produce and only requires a very basic modern 

computer for the production, plus a label printer. Finally, this par- 

ticular crime, IPC, does not cause the same opprobrium as other 

profitable crimes, which do not require particular skills or citizenship, 
such as drugs trafficking, pimping, and violent crime. 

It is therefore small wonder that many terrorist organizations have 

chosen intellectual property crime as an easy and relatively risk-free 

means of funding. The first terrorist organization to have used coun- 

terfeiting for fundraising may very well have been the IRA, which already 

in the early 1980s sold counterfeit veterinary medicines before moving on 

to counterfeit CDs and DVDs. Since this organization also controls the 

markets throughout at least parts of Northern Ireland, it has no difficulty 

in placing the counterfeit goods for sale. 

It is not of core interest to enumerate the terrorist groups that engage 

in these activities, from Kosovo to South America (via the Tri-Border 

Area).*’ It is, however, worth noting that as considerable efforts have 

been made to limit or eliminate the smuggling of brand cigarettes, the 

countries in the developed world, where tobacco products have been 

de-reified and instead monetized, are now ripe for a serious onslaught 

of counterfeit tobacco products, which will profit organized crime and 

terrorist organizations alike. 

Financing of terrorism 

The financing of terrorist activities, “combating terrorist financing” 

(CTF) was not studied in depth before the terrorist attacks perpetrated 

in the United States on 11 September 2001. The reason for this was, 

presumably, that most, but by no means all, terrorist organizations 

concentrated their activities in one country, where they also raised 

the—mostly very modest—funds needed; examples here are the Rote 
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Armee Fraktion (Germany), the Red Brigades (Italy), and Combatant 

Communist Cells (Belgium). In fact, when thinking about the financing 

of terrorism, it is useful to visualize three concentric circles, which 

indicate the quantitative differences between the functions exercised 

within the organization. This resultant image of terrorism is based on 

empirical evidence, is very approximate, and will certainly not earn the 

approval of a majority of scholars (see Figure 4.2). 

The inner circle consists of persons who are willing and capable of 

killing. Since the terrorist organizations mentioned above operated in 

representative democracies, in non-insurgency situations, and without 

any general support from the population, the number of individuals in 

this circle, randomly designated as x, is very limited.*® 

The second concentric circle consists of people whose role within the 

organization is logistic. They are neither willing nor capable of killing; 

however, they are fully aware of and support the activities of the indi- 

viduals in the inner circle, for whom they rent apartments, obtain 

motor vehicles, and provide the daily necessities. The number of indi- 

viduals in this second circle is x. 

Finally, individuals in the outer circle are donors, who can claim to 

give to a good cause and feign ignorance of the existence and activities 
of the individuals in the inner circle. Their role in the organization is 

limited to raising funds. Although overall supportive of the activities of 

the individuals in the inner circle, they have deniable knowledge. The 

number of individuals in this third circle is x?°? = x7. 
It should be stressed that the use of the circles does not indicate that 

all or most persons in one circle know all or most of the other people 

in the same circle. Some of the individuals in the second circlé know 

some of the individuals in the outer circle; likewise some of the persons 
in the second circle know some of those in the inner circle, but it is not 

Figure 4.2 The concentric circles of terrorism 
Source: Present author. 



Transnational crime and terrorism 75 

given that any one person in the second circle knows individuals in 
both the inner and outer circles. This proviso serves to allow for this 
model to be applicable also to terrorist cell structures. It should also be 
stressed that this imagined depiction is for illustrative purposes, only, 
since there definitely exists terrorism which does not fit the pattern, for 
example very small, independent terrorist cells; likewise, the multi- 

plication factor of the power of two, when moving from the inner to 

the middle and from the middle to the outer circle is very approximate, 

but not necessarily wrong, since it was elaborated on an empirical basis 

in the European terrorism environment of the 1970s. 

As pointed out above, not all “pre-9/11 terrorism” was confined to one 
territory; there were at least three major exceptions. First, the IRA, 

which—although it confined its terrorist operations to one country, the 

United Kingdom—established a substantial part of its fundraising in 

the northeastern United States, with the full, yet deniable, knowledge 

of the donors as well as of the government of the United States. 

Second, while the LTTE operationally was and is active in Sri Lanka, 

yet funding originates from the Tamil diaspora around the world. 

Third, various Middle East terrorist groups such as the PFLP. 

For the present purposes, the Middle East terrorist groups are the 

most noticeable. They have committed terrorist attacks outside of a given 

territory, from Vienna, Austria, to Israel, but also their funding has 

had worldwide sources, in the form of donations as well as the proceeds of 

criminal activity. The terrorist organizations from the Middle East 
from the 1970s and 1980s can be taken to be precursors of today’s Middle 

East terrorists in many ways, including their global outlook in target selec- 

tion and funding sources. They differ, however, on two important points: 

(i) the pre-9/11 Middle East terrorists did commit terrorist acts outside 

of the Middle East, but they traveled to do so; they did not rely on 

local sympathizers—or “franchises”—to engage in the actual ter- 

rorist acts as has become the case now; and 

(ii) many, albeit not all, pre-9/11 Middle East terrorist groups were 

influenced by Marxism or Maoism, not religious ideology. Thus, in 

1968, eight of the eleven (73 percent) identifiable terrorist organizations 

could be characterized as “left-wing, revolutionary Marxist-Leni- 

nist ideological organizations, the remaining three being ethno- 

nationalist Palestinian groups.”*? By 1995, 26 of the 56 then 

known, active international terrorist groups were predominantly reli- 

gious in nature and as of October 2005, 50 percent (21 of 42) of 

organizations classed as International Terrorist Organizations by 

the U.S. State Department, were religious in nature.*° 
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This development is of interest as some scholars, of whom Siobhan 

O’Neil is one, opine that the Marxist-Leninist groups were less inclined 

to engage in terrorist funding by criminal activity since this, in some sense, 

would tarnish the image they had created or were creating for them- 

selves. One can speculate that religiously inspired groups might take 

the view that although criminality such as theft and fraud is against the 

religious tenets to which they adhere, the pursuit of an ultimate, in 

their eyes highly laudable goal would invalidate such prohibitions. 

Indeed, the extremist movement Takfir wal-Hijra (Excommunication 

and Hegira) or, commonly Takfir, encourages theft and drug trafficking, 

on condition that one-fifth of the proceeds of the crime be destined for 

the Islamic cause.*! 
Two cases, displaying many similar traits albeit from almost oppo- 

site sides of the world (Los Angeles and Denmark) illustrate the fund- 

ing mechanism referred to above. In a case investigated 2000-2 in Los 

Angeles, but the operations of which are believed still to be ongoing, 

U.S. customs intercepted an outgoing box, addressed to an individual 

in the Lebanon. The box, shipped from a textile company in the Los 

Angeles area, contained coats, in which, between the coat itself and the 

lining, had been inserted (sewed) $280,000. The textile business whence 

the box had been shipped was running at a loss, and it was suspected 

that the funds originated from drug trafficking. A search of the sender’s 

premises disclosed a further $1.5 million; this individual was the 

brother of a Hizbollah operative who had recently been killed by the Israeli 

armed forces.*” 
The second example concerns terrorist funding by criminality by a 

1970s—1980s Palestinian group, the PFLP. On 23 March 1983, in Lyngby, 

Denmark, a number of individuals committed an armed robbery 

against a money transport and secured DKr6 million ($655,638 at the then 

exchange rate of $1 = DKr 9.15). Three days later, two Palestinians 

were arrested at Charles de Gaulle Airport in Paris as they attempted 

to board Air France flight 142 for Damascus. In the course of the 

boarding security process, security operatives discovered a considerable 

amount of Danish currency concealed in the space between the outer 

tissue and the lining of the jackets the two men wore, and subsequent 

examination of their luggage disclosed further Danish currency, lead- 

ing to a total of DKr6 million. They were relatively easily identified by 
the security services as the “head and treasurer for Western Europe” of 
the PFLP, Ghazi Massoud, and the “head” of the Federal Republic of 
Germany (FRG) arm of the PFLP, Mohammed Toman. 
A Danish official attempted to act as interpreter and as negotiator in 

Paris for four parties at the same time, namely the Danish police, the 
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French police, the Danish intelligence services and the French intelli- 
gence services.*? The French authorities, however, refused the Danish 
authorities access to the seized bills and refused to exchange these 
against fresh bills from the Central Bank of Denmark, most certainly 
for fear that fingerprints or body fluids on the seized money would 

establish a firm relationship between the funds seized, the two arrest- 

ees, and the crime committed three days earlier in Denmark. The 

money was seized and the two individuals expelled. The attitude of the 
Danish authorities was equally ambiguous. 

As illustrated in Chapter 3 (“Operation Green Quest”), the events 

narrated above conform to the general pattern which I attempt to 

show, namely that terrorism to a large degree is funded by common 

criminality and that the “route of the funds” is from the developed 

world to the Middle East, and not necessarily the opposite. Second, the 

resolution of the Paris end of the case, if one can call it a resolution, 

showed unequivocally that the fear that governments exhibit when 

faced with international terrorism supersedes any treaty obligations. In 

the case at hand, it is clear that the French authorities wanted to expel the 

two individuals before a link between the robbery on 23 March 1983 in 

Denmark and the seizure of the money three days later in Paris could 

be proven. Had such proof been obtained, the Danish authorities 

would have had great difficulty in not requesting the extradition of the 

two individuals, and the French authorities would have had considerable 

difficulties in denying it, considering that both countries were and are 

members of the Council of Europe and that both are frequent signatories 

of (bombastic) declarations of the hard line that they—sometime in the 

future—will take against violent crime and terrorism. The French autho- 

rities’ fear of having the two individuals in prison or of having to 

extradite them to what would have been a lengthy custodial sentence, 

quite clearly assisted the Danish authorities in not having to ask for an 

extradition, which they were afraid to do—for the same reason. 

I argue that here, again, one is faced with deviant knowledge, since 

the decision-makers were in possession of the knowledge, which would 

have allowed the arrest and sentencing of two individuals responsible 

for the robbery (by profiting from it). The exercise of deviant knowledge 

by the French and perhaps—even presumably—also by the Danish 

authorities not only protected the two Palestinian terrorists, but also 

the group which had executed the crime in Denmark. Once the two 

individuals had been set free, the link between the money seized and the 

original crime, the armed robbery, was easily proven. However, the 

application of deviant knowledge—as one could have presumed—had 

as a result that not only could the two individuals continue their 
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terrorist activities, but their contacts in Denmark could continue their 

terrorist fundraising criminal acts, too. The latter consisted in a small 

group of seven males, formed into a Maoist cell. After the events 

described above—as a result of which they were not identified—they 

continued their criminal fundraising means by committing at least 

three major armed robberies, in the course of one of which they shot 

and killed a police official. 
I argue that there is no fundamental difference between lawyers, 

accountants, and other professionals who for short-term gain place 

themselves and their knowledge at the disposal of people who need to 

launder monetary funds, and those civil servants who deviate the use 

of their knowledge in order to circumvent laws, in particular interna- 

tional agreements, to assist the political powers who hold sway at that 

particular moment. 

By way of a conclusion to this chapter on organized crime and ter- 

rorism, I would argue that the main problem is that there is no accep- 

ted definition of either term. For many years, the United Nations has 

attempted but failed to arrive at a definition of terrorism which would 

be acceptable to its membership. The efforts have failed, I would sus- 

tain, for two reasons. First, many countries, including many in the 

developed world, want to retain the capability of deciding, on a case- 

by-case basis, who is and who is not a terrorist or a terrorist financier; 

one thinks for example of the ambiguity of the position of the various 

U.S. governments over the last 30 years towards the Irish-American 

community in the United States as obvious financers of terrorism in 

Great Britain.44 Second, many countries, mostly in the developing 
world, insist on having a definition of terrorism include what théy refer 

to as “causes,” typically poverty, despair, and the Palestine question. 

Although one can understand—and some may perhaps share—the 

(political) reasoning behind such demands, they are nevertheless not 

very helpful, as such “causes” would exclude, inter alia, the major 

endogenous terrorist movements that were active in Western Europe in 

the 1970s, which certainly were not “caused” by poverty, despair, or 

the Palestinian question. In the case of organized crime, the situation is 

not much better, since there is a large and growing number of defini- 
tions of organized crime. 

Present scholarship concentrates on certain “overlaps” between the 
two species; I would argue that this is not the best approach to ana- 
lyzing the problem. Instead, one presumably would need to examine 
the concepts of intent and motivation. The intent for specific acts 
committed by the two groups might overlap, their motivations do not; 
the terrorist’s is purely political, the organized criminal’s is purely 
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financial. A third concept, which undoubtedly would need further serious 

treatment in this context, is that of identity. One would need to estab- 

lish how “the world” sees each group, in other words which identity we 

establish for them, and how they see themselves, that is which identity 

they establish for themselves. One needs also to consider how both 

change, depending on which facet one is observing, which, again, is the 

result both of the point of view of the observer and the conscious or 

unconscious choice made by the observed of which side of his or her 

complex identity to expose to the observer. 

The relationship between organized crime and terrorism, which this 

chapter has considered, is fully based on the issue of funding; the next 

chapter, Chapter 5, therefore pursues this subject by enquiring into the 

general area of economics and organized crime. 



5 The economics of transnational 

organized crime 

In 1958, George Vold introduced the concept of “the economic deter- 

minist approach,” namely “the proposition that economic life is fun- 

damental and therefore the determining influence upon which all social 

and cultural arrangements are made.”! The idea here is that the “eco- 

nomic life” has a determining influence on crime in general and 

transnational organized crime in particular. 

Since the 1960s, the relationship between crime and economics has 

been the subject of scholarly debate. For example, the economist Lor- 

etta Napoleoni claims that one of the most far-reaching and damaging 

effects of the deregulation of markets, in particular the financial mar- 

kets, has been, first, the emergence of the “new economy of terror,” the 

international economic system run primarily by armed organizations 

to self-finance the armed struggle and, second, “the merging of the new 

economics of terror with the international illegal and criminal 
economy.” " 

Organized crime and globalization 

Much contemporary scholarly debate about organized crime and eco- 

nomics refers to globalization as an explanatory component. Panic, 

however, notes with regard to globalization that: “There is little agree- 

ment about the meaning of the term, even less agreement about the 

processes that bring globalization about, and no agreement at all about 

its effects.”? Some scholars agree with Robin Thomas Naylor and do 

not believe that there has been an economic globalization measured as 

international trade (global imports plus global exports) versus world 

gross domestic product (GDP).* Furthermore, they doubt that con- 

temporary technological developments have had a major influence on 

illegality compared, say, with the development of the steam engine and 
the telegraph. 
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It is important to emphasize that the concepts touched upon above 

are not synonyms for another hotly disputed term, the gross criminal 

product (GCP), but that they are much wider. In fact, GCP may con- 

stitute only one-third of the funds of non-declared origin, with which 

the present work is concerned.’ It is presumably not possible, at our present 

state of knowledge, to evaluate the so-called GCP in any meaningful 

manner. The chapter will, nevertheless, approach this problem by 

examining, as a starting point, the claims made by Napoleoni. 

Transnational crime as part of globalization has expanded its inter- 

national traffic of various kinds, in arms, humans, drugs, etc. Such 

traffics necessitate payment settlement in order to be completed and, 

therefore, a means of payment, which necessarily must be easy to transport, 

non-traceable, highly liquid and readily acceptable almost globally. The 

U.S. currency has, traditionally, played this role. It is self-evident that it 

is not possible to measure the use of U.S. currency for the settlement of 

international criminal traffics. Nevertheless, as a proxy, albeit admit- 

tedly not a very precise one, though viable for the present purpose, the 

chapter will attempt to examine the important question of expatriate 

U.S. currency, that is to say U.S. currency in the form of dollar notes 

circulating in the world outside the United States. 

International crime represents both a cultural and a political exem- 

plification of the internal logic of globalization; if, as the present writer, 

one perceives international organized crime as a reflection of society in 

a broad sense, including international society, then there is nothing 

particularly strange in this phenomenon, which obtains in complete 

parallel with globalization, namely that organized crime at one and the 

same time extends its reach internationally, and concurrently strengthens 

its local grip, thus exemplifying the neologism, glocal. 

Two terms are used in this field and can give rise to confusion. One 

is the political economy of crime, which refers to the possible influence 

of economic factors such as poverty and inequality on crime levels.° In 

the present context, however, the term of interest is the economics of 

crime, which, on the empirical level, typically refers to the question of 

the profits that organized crime may generate and, on the theoretical 

level, to the much more substantive question of organized crime as an 

economic actor. Among scholars there is an ongoing, rather heated 

debate between those, like Claudio Besozzi,’ who think that the profits 

of crime are over-estimated and those who take a more alarmist view 

of the role of “criminal” profits in the world economy, for instance 

Guilhem Fabre.® 
A second debate has as its main opponents those who—apart from 

their concern about the profits of crime—are worried about the reach 
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of crime and therefore study crime as a global phenomenon. For 

example, on the one hand consider Jean Ziegler? and Louise Shelley,!° and, 

on the other, a minority of scholars who are very critical of the issue of 

organized crime in general and transnational organized crime in par- 

ticular. The latter argue that the phenomenon is being exaggerated by 

the law enforcement community with a view to obtain increased budget 

allocations, and by the political class as a means of gaining democratic 

consensus for societal control mechanisms which otherwise would not 

have been acceptable. They point to two main areas, which they see as 

representative: the “militarization” of interior security and the growing 

influence of international law on public national policy. These scholars 

are perhaps best represented by David Nelken'! and Maria Luisa 
Cesoni.'!? When evaluating these arguments, however, one needs to 

keep in mind Anthony Giddens’ general definition of “modernization” 

as “a capitalist system of commodity production, industrialism, developed 

state surveillance techniques, and militarized order.”!? One might 
therefore ask if control mechanisms, militarization, and so forth, are 

organic reactions to the complexities of modern and post-modern 

society rather than conscious designs on the part of government officials 

or the political class. As regards the more crucial problem and con- 

sequent analysis of the function of organized crime as an economic actor!* 
or as organized crime in the international economy, Mark Findlay 

quite rightly observes—with regard to the management of global economic 

interdependence—that: 

Just as international treaties are becoming identified with such 

management initiatives, and crime is identified amongst the pro- 

blems to be “managed,” so too the internationalization of crime 

control is being promoted as a reaction to the assumed expansion 

of crime in a global economic context [ ... ] The economies of 

crime and crime control are now squarely within global political 
discourse. !° 

The scope. of the problem 

Napoleoni claims that the “new economy of terror” (a concept devel- 
oped in her 2003 book, Modern Jihad) has merged with the interna- 
tional illegal and criminal ‘economy. The resultant yearly flows of 
funds, which she calculates at 1.5 trillion dollars, consist in three parts, 
each of $500 billion: (i) capital flight, money, which “moves illegally 
from country to country, undetected and unreported”;!® (ii) the gross 
criminal product, money generated primarily by criminal organizations; !7 
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and (iil) the new economy of terror, money produced by terrorist orga- 
nizations, of which approximately one-third is from legitimate busi- 
nesses and the rest from criminal activities, primarily the drug trade 
and smuggling.'® In summary form, the three categories are: illegal, 
criminal, and terror funds, the latter consisting partly in funds of 

legitimate origin. The resultant 1.5 trillion dollars flows into the Eur- 

opean and North American economies every year and constitutes a 

vital element in the cash flow of these economies. 
Raymond W. Baker paints an alarmist image of the noxiousness of 

money laundering for the United States as well as for the international 

economy in his 2005 book as well as in his 1999 testimony to the U.S. 

Senate. His main concern is that so-called capital flight is used as a 

cover for money laundering, “thereby weakening our ability to prevail 

in facing some of the most perilous threats to our society.” I contest 

Baker’s view on three counts: first, it is not money laundering but the 

underlying predicate crimes that constitute a potential threat to society; 

second, an unstated premise for Baker’s view is that an effective anti- 

money laundering regime would contribute to a decline in predicate 

crime; it will not and Baker’s non-stated premise is the more surprising 

as he, himself, has arrived at the conclusion—correct in my view—that 

“Anti-money laundering efforts are a failure.” One might add that the 

failure is very costly. Finally, one might raise the question whether so- 

called laundered funds, once injected into the international financial 

markets, do not, after all, constitute a vast benefit. The U.S. RICO 

provisions provide the beginning of an answer to this intricate question 

and will be treated separately.!? 

Surprisingly—and excitingly—Napoleoni makes the claim that not 

only are the above flows known or to a certain degree calculable, but so 

is their growth. She points out that there is a clear interdependency 

between the growth of the terror, criminal and illegal economy, and the 

growth of the U.S. money supply.”° This is an exciting venue for inves- 

tigation, for which see below. 

The U.S. RICO provisions 

One of the major preoccupations of the American legislator in produ- 

cing the 1970 RICO Act?! was not so much a concern that criminals 

succeed in obtaining and concealing their ill-gotten gains, rather it was 

the use to which such funds are put. 18 USC §1962(a) addresses this 

concern, since the legislator attempts to prevent organized crime from 

engaging in interstate or foreign commerce or from taking a control- 

ling interest in a securities-issuing corporation. Elsewhere in this work, 
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I have asked the question whether funds obtained from criminal activ- 

ity and injected into the legitimate economy constitute an activity 

which is pernicious or beneficial to the economy. The U.S. legislator as 

mirrored in the above legislation would appear to provide a beginning 

of an answer, namely that such funds are harmful to the economy 

either if they are used to constitute a commercial entity, or if their use 

entails the control by the criminal actor or his or her family or 

accomplices of a corporation. It is obviously not clear from this piece 

of legislation whether or not one can conclude, e contrario, that such 

funds, if placed in a non-controlling position, contribute positively to 

the economy, although one might be permitted to think so, since they 

help render the financial markets more liquid. The point, however, that 

the U.S. legislator seems to make is that funds originating from orga- 

nized crime activities, if used to create commercial entities trading in 

interstate or foreign markets or to take control over securities-issuing 

corporations, are harmful to the economy—precisely because such 

companies, if necessary, will have access to almost unlimited funds and 

therefore will not be subject to the vagaries of the market, to which 

other companies need to submit. The capitalist system, the legislator 

seems to say, only functions in an environment of full equality on a 

level playing field. 

The money supply 

The U.S. Federal Reserve System issues new currency—M0O and M1 

expand—in a way for which there has been no purely domestic expla- 

nation since the 1980s; only the exportation of such currency ahd its 

circulation abroad would be a satisfactory hypothesis. For the year 

2000, as much as two-thirds of the currency component of M1, $500 

billion excluding vault cash, was reportedly held abroad. It is probably 

the case that so much U.S. currency is held abroad because it is highly 

liquid, universally accepted, and untraceable. 

Since this study excludes vault cash, bank holdings are ipso facto 

excluded and U.S. currency held outside of the United States can, from 

the standpoint of empirical logic, only take one of two forms; it is 
either circulating or it is being hoarded. 

In the period of liberalization of the financial markets and of a 
considerable reduction in commerce restrictions, it is perhaps not sur: 
prising that also the amount of illegal traffic would appear to have 
increased, drugs, humans, arms, etc. It is reasonable to presume that 
the U.S. dollar—and in particular $100s—is the preferred means for 
settling such deals. Therefore, if illegal trafficking expands in a manner 
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so significant that it would influence currency demand, then one would 
expect to see an expansion in U.S. money supply, too. Also, if in the 
period after the Second World War, in which the use of the U.S. dollars 
has been internationalized, the world traverses a period characterized 
by many large or relatively large civil wars, then one would expect the 
U.S. money supply to expand since at least one side in such intra- 
national conflicts would have to buy weapons, explosives, ammunition, 
and other supplies on the black market and, one may suppose, settle 

such purchases with hard currency. 

There are many ways of evaluating the amount of U.S. expatriate 

currency and most of these are treated by Richard Porter and Ruth 

Judson,” and Brian Doyle.”* There are likewise many explanations of this 
phenomenon; for example Theodore Allison and Rosanna Pianalto”4 

believe that the liberalization and “democratization” of economic sys- 

tems around the world have led to the creation of inflation and inade- 

quate financial sectors. The latter have then induced the population in 

such countries to use the U.S. dollar both as a means of exchange at 

the business level and as a store of wealth at the household level. 

In the period after the Second World War, household settlement 

methods were introduced in the developed world, which have consistently 
diminished the need for using cash: checks, direct debit arrangements, 

and, in particular, credit and debit cards.2*° One would expect the 

amount of currency outstanding to grow at approximately the growth 

rate of consumption or, rather, a little less, since the growth in con- 

sumption—and therefore the growth in payment settlements—is offset 

by the gradual shift in payment settlement patterns away from cash 

and toward non-cash settlement; in particular, credit and debit card 

payments have increased.*© Furthermore, since household debt in the 

United States and in the United Kingdom has gone up as a percentage 

of household income at least from 1987, that fact alone—and even 

more so if combined with an increase in the use of non-cash payment 

methods—must mean that currency in circulation in the United States 

and United Kingdom has decreased substantially, since a larger and 

larger part of disposable income is absorbed by debt repayment, which 

does not involve the use of cash.?’ In this context, Figure 5.1 is very 
persuasive. It shows the ratio between M1° (the currency component of 

M1) and M2 for the period 1960 to 1995. As one would expect, the 

ratio sharply decreases, as funds are moved from non-interest bearing 

accounts in M1 to interest-bearing instruments in M2 and as the use of 

currency in the United States diminishes. From the mid-1980s, how- 

ever, this trend is sharply reversed; again, the explanation can only be 

external demand for U.S. currency. 
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Figure 5.1 M1°/M2, 1960-95. Quinquennial geometric means 
Source: Underlying dataset from weekly Federal Reserve Statistical Releases 
calculations by present author. 

The U.S. Federal Reserve System perceives U.S. dollar notes 

uniquely in terms of a commodity, which it provides to whomever is 

willing to buy.?8 Also, expatriate currency, in casu U.S. dollars, pro- 
vides the issuing country, the United States, with an appreciable 

income through seigniorage.?? According to the U.S. Department of 
the Treasury, in 2005 seigniorage totaled $29 billion, of which $21 bil- 

lion in earnings, about | percent of federal receipts, was remitted to the 

Treasury.*° In the same report, the Treasury estimates that nearly 60 
percent of all banknotes in circulation, or about $450 billion of the 

$760 billion in circulation as of December 2005, were held abroad.*! 

‘ % 

Measuring expatriate currency 

There are few direct data sources available on currency circulating 

outside of the issuing country. For example, for the United States there 

are two such sources, the U.S. Customs Service Reporis of International 

Transportation of Currency and Other Monetary Instruments (CMIR)*? 

and the reporting submitted to the Federal Reserve Bank of New York 

by commercial banks exporting funds. Of these, however, the former is 

not reliable, because of under- and possible double reports, and the 

latter is confidential and thus not available to researchers. Therefore, in 

order to evaluate the magnitude of such funds, one needs to use indir- 

ect procedures, which are not absolutely precise; nevertheless, since the 

results of several of the more common of the indirect methodologies 

converge, their overall robustness appears validated. 

For the United States, the Federal Reserve Banks are responsible for 
the issue of U.S. dollar notes in all denominations (the issuance of 
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coinage is under the tutelage of the U.S. Treasury Department) and also 
for receiving excess funds held by the more than 3,000 member banks. 
$20 bills are in more common use than $100s in the United States, but $100s 
make up 60 percent of the dollar value of all outstanding U.S. currency.*° 
The Federal Reserve System also receives and destroys notes that are soiled, 
torn, or otherwise no longer useable; the amounts involved, however, 

are so small that they can be disregarded in the present context. 
Federal Reserve notes (U.S. dollar notes) are exported by commer- 

cial banks. Unfortunately, although the commercial banks do report to 

the Federal Reserve System the amounts of notes exported, such data 

are considered proprietary information belonging to the banks in 

question and the Federal Reserve System cannot make the information 

available. Federal Reserve System statistics, however, show that, con- 

sistently, the New York City Federal Reserve Cash Office (FRCO) 

issues nearly all $100s; for example, it issued 83 percent of all $100s in 

the period from 1974 to 1995, inclusive. 

A further restriction in the data collection and in research in the 

present context, and in the evaluation of expatriate currency in what 

some authors have called the “shadow economy,” is that Federal 

Reserve researchers assume that all or the vast majority of U.S. dollar 
notes being exported are exported by commercial banks with the 

exception of small amounts that are imported and exported by travel- 

ing business persons or by tourists. That this is an obvious weakness is 

made clear both from anecdotal evidence of the use of so-called “body- 

wraps”*4 and by well known examples, the best known of which is the 
“Crazy Eddie” case, in which at least $7 million was taken out of the 

United States taped to the bodies of couriers. 

Methods for evaluating currency held overseas 

Several methods have been established to attempt to evaluate the scope 

of the flux of U.S. dollar bills out of the United States or, to put it 

differently, to estimate the scope of the fluxes of U.S. dollar bills out- 

side of the United States, which I here summarize. The shipments 

methodology is the one adopted by the Federal Reserve System, the 

theoretical underpinnings of which are a further elaboration of the 

work, inter alia, of Edgar Feige. It rests on three presuppositions: (i) 

most foreign-held U.S. currency is in the form of $100s; (ii) all or most 

exports of $100s occur at one FRCO;*° as most of the currency- 

exporting banks referred to above are located in New York City, it is 

obvious that the FRCO in New York City plays a predominant role; 

and (iii) no or little part of the flow of $100s through the cash offices 
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mentioned under (ii) reflects changes in domestic (U.S.) demand for 

$100s.3© Receipts and emissions of $10s from all 37 FRCOs follow 

relatively stable mean and seasonable patterns, as do $1s and $5s. 

Already $20s, however, “display relatively less constant mean and seasonal 

patterns.”>” For $100s, the question is very different. Before the 1980s, 
the FRCO in New York City had an issuance pattern of $100s which was 

not significantly different from the FRCOs in the rest of the United 

States. In other words, it is safe to draw the conclusion that the intensive 

use of the U.S. dollar outside of the United States commenced in the 

1980s. 
In an authoritative study by the U.S. Treasury Department, the 

authors, formed as a tripartite working group called the International 

Currency Awareness Program (ICAP) from the U.S. Treasury, the 

Federal Reserve System, and the U.S. Secret Service, emphasize that 

“Residents of many countries outside the United States use U.S. 

banknotes as a store of value and as a medium of exchange” and that 

U.S. dollars are often found in countries with volatile political and 

economic conditions.*® It is not immediately clear, however, that the 

world had more volatile political and economic conditions after, say, 

the mid-1980s than before. I would argue that what did happen in the 

mid-1980s was an important expansion of illegal trafficking, in parti- 

cular in drugs and arms, which required settlement in a portable, divi- 

sible, liquid currency, the U.S. dollar. Second, the argument that 

“residents of many countries outside the United States use U.S. bank- 

notes as ... a means of exchange” is—to put it politely—dubious. Such 

usage cannot explain why the preferred overseas “means of exchange” 

should be the $100s, if, that is, such use was common day-to-day 

“means of exchange,” which would necessitate banknotes of all 

denominations in order to be executed smoothly. 

In their 1996 paper, Porter and Judson apply ten different methods 

to assess the amount of U.S. currency in circulation outside of the 

United States and use the median of the results thus obtained to esti- 
mate expatriate U.S. currency.*? The two economists arrive at results 
that are not significantly different from those obtained by Richard 
Anderson and Robert Rasche in their 2000 study:*° 

e $200-250 billion of U.S. currency was abroad at the end of 1995, 
which constituted 53.3—66.7 percent of the then outstanding base of 
approximately $375 billion in circulation outside of banks (the cur- 
rency component of M1). 

e The proportion of U.S. currency outside of the U.S.—expatriate U.S. 
currency—of all issued U.S. currency, had been steadily rising. 
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e Growth in foreign demand for U.S. currency and in particular for 
U.S. $100s was far stronger than growth in U.S. demand. 

e Over the 1990s, overseas stock of U.S. currency grew at a rate of 

approximately three times the growth of the domestic stock. 

Evaluation of the results 

From the mid-1980s, substantial amounts of U.S. currency have been 

shipped overseas through the banking system. In the period 1988-91, 

the bulk was sent to the South and Latin America, in particular to 

Argentina, but from 1991 the major part has been shipped to Europe. 

In the two years 1994 and 1995, Russia alone received in excess of $20 

billion each year.*! For the whole period, 1988-95 inclusive, the split is 
indicated in Figure 5.2. 

Figure 5.3 conclusively depicts the concurrent decrease in growth in 

domestically held currency and the concurrent—remarkable—increase 

in the growth in overseas-held U.S. currency. 

A last, important issue remains, however, namely that of currency 

velocity. The American economist Edgar Feige has undertaken a study 

in which he compared wear and tear of notes returned from abroad 

with notes returned from the United States as a proxy use. He found 

no difference. Therefore, 
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Figure 5.2 Shipments of U.S. currency by destination (%), 1988-95. 

Source: Richard D. Porter and Ruth A. Judson, “The location of U.S. currency: 

How much is abroad?” Federal Reserve Bulletin (October 1996), 886. 
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“The location of U.S. currency. How much is abroad?“ Federal Reserve Bulletin 

(October 1996): 896. 

the velocity of domestically held currency is on average not differ- 

ent from the velocity of foreign held currency, which means that 

foreigners’ U.S. currency holding would generate a flow of annual 

cash payments approaching the size of the GDP of the U.S. 

His conclusion makes a very suitable end to this subsection: “The 

world economy appears to subsume a U.S.-sized unrecorded economy 

that employs U.S. currency as its medium of exchange.” 

As an example of the exportation of illegally obtained cash, the next 

section consists of a case study of the Crazy Eddie electronic goods chain. 

Case study: Crazy Eddie 

Crazy Eddie was a chain of stores in New York selling electronics, and 

was started in 1971 by Eddie Antar and his father, Sam M. Antar. The 

chain’s exuberant advertising on local television and radio was well 

known to anybody who visited the states of New York or New Jersey 

while the company was still active. Yearly sales at the peak of the 

company’s life were in excess of $300 million. Co-founder Eddie Antar 

cashed in millions of dollars worth of stock and resigned from the 

company in December 1986. In February 1987, the U.S. Attorney’s 

Office for the District of New Jersey commenced a federal grand jury 

investigation into the financial activities of Crazy Eddie, and in Sep- 

tember 1987 the Securities and Exchange Commission (SEC) initiated 



Economics of transnational organized crime 91 

an investigation into alleged violations of federal securities laws by 
certain company officers and employees. Eddie Antar became the focus 
of SEC and federal investigations, and he was eventually charged with 
a series of crimes. 

He fled to Israel in February 1990, but was returned to the United 

States in January 1993 to stand trial. His 1993 conviction on fraud 

charges was overturned, but he eventually pleaded guilty in 1996 and 

in 1997 was sentenced to eight years in prison and received fines of 

$150 million. 

Almost from the beginning, Crazy Eddie’s management was engaged 

in various forms of fraud. The Antars paid employees off the books, 

and regularly skimmed thousands of dollars (in cash) earned at the 

stores. For every $5 Crazy Eddie reported as income, $1 was taken off 

the books by the Antars. In 1979, the Antars began depositing much of 

this money in overseas bank accounts. The Antar family skimmed an 

estimated $3-4 million per year at the height of their fraud. In one 

offshore bank account, the family deposited more than $6 million 

between 1980 and 1983. After a hostile take-over in 1987, the new 

owners instituted a preliminary audit. The auditors estimated that 

Crazy Eddie’s inventory was short by $40-50 million, but the final 

figure was twice as much, $80 million.*? 

Errors and omissions 

The definitional properties of the balance of payments ensure that 

when some countries have pluses in their balance of payments, others 

have corresponding minuses. In actual calculations, there have always 

been minor discrepancies; things have not quite added up to zero. But 

the minor differences could be disregarded as “errors and omissions.” 

From the late 1970s, however, computations of the world balance of 

payments revealed systematic and growing discrepancies. One such 

calculation showed that by the early 1980s the world was running an 

annual balance-of-payments deficit with itself in the vicinity of $100 

billion.“4 In other words, it was running a balance of payments deficit 

with the Moon equal to about 10 percent of the total value of world 

market trade. 
The IMF, using an unpublished U.S. Federal Reserve Board study, 

proposes four possible causes for the discrepancy: (i) transportation 

delays, (ii) asymmetric valuation, (iii) data quality, and (iv) under- 

reporting of investment income.*° Of interest in the present context is 

point (ii), asymmetric valuation, which the IMF explains by a differ- 

ence in import and export pricing due to the use of differing foreign 
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exchange rates or the registration in one country of the export at full 

price, but in the other the registration of the import at a subsidized 

price. I would suggest that there are more likely explanations, namely a 

voluntary under-reporting of an export or over-reporting of an import 
in order to move funds in and out of jurisdictions with currency 

restraints, or to effectuate money laundering. Point (iv), under-reporting 

of investment income, is undoubtedly linked to investment income in 

offshore financial centers. 

At the heart of all the arguments about mafias and organized crime 

lies the issue of denied demand which is highly criminogenic; financial 

services are no exception to this general rule. Until this point, this 

book has considered the character and manifestations of transnational 

organized crime. States have attempted to counter transnational crim- 

inal acts, and the next chapter will examine these attempts. 



6 Initiatives against 
transnational crime 

The various counter-measures which so far have been fielded against 

transnational organized crime were developed at both national and 
international level; they consist in institutions (including procedures) 

and legislation. After an introduction, which considers the processes of 

international crime control, the chapter is subdivided into two parts; 

the first part considers some of institutions involved in the attempt to 

counter transnational crime—the verb “counter” is chosen with some care, 

since we shall never be able to “interdict” such crime. In fact, as Durkheim 

observed, “The more the group is spread out, although densely con- 

centrated, the more the collective attention, dissipated over a wide area, 

becomes incapable of following the movements of each individual [...]. 

The surveillance is less careful, because there are too many people and 

things to watch.”! International institutions which play a role in the 

creation and enforcement of counter-measures include the United 

Nations system, Interpol, and a number of regional organizations, in 

particular Europol. Their history and present-day functioning will be 

examined. The second part of the chapter surveys relevant legislation, in 

particular the criminalization of money laundering. As an example of anti- 

money laundering efforts there is a review of the situation in Thailand. 

The chapter on the one hand realizes and salutes the creation and devel- 

opment of international law enforcement cooperation, from informal 

initiatives in the nineteenth century to a somewhat more developed system 

today; it does, however, concurrently question the efficiency of some of the 

measures proposed, their cost, and their severe impact on privacy rights. 

Historical remarks 

These introductory remarks will first, very briefly, consider the historical 

development of international law enforcement, before a consideration 

of the amazing developments over the last quarter of a century. 
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International law enforcement cooperation—cooperation between 

professional, specialized law enforcement agencies—commenced in the 

latter half of the nineteenth century. Previously, enforcement of two 

crimes which today constitute international crimes in and by them- 

selves, piracy and trafficking in slaves, had been undertaken by military 

forces, in particular by the Royal Navy of Great Britain as regards 

trafficking in slaves. 
The beginning of professional law enforcement in modern times can 

be dated to 1749 and the creation in London, England, of the Bow 

Street Runners, so called from their “headquarters” situated in the 

offices of Henry Fielding, justice of the peace and novelist, in Bow 

Street. This modest beginning was followed up with the creation of La 

Sureté in Paris in 1812 by Vidocq, and the Metropolitan Police in 

London by Robert Peel in 1829. The world’s first specialized corps of 

detectives was created within the Metropolitan Police in 1842. 

International law enforcement cooperation, on the other hand, was 

spurred on, initially, by the desire to keep itinerant political agitators 

under surveillance, in particular after the year 1848, which was a tur- 

bulent one for most of Europe. Initially, international law enforcement 

was based more on personal acquaintance among a number of 

dynamic police officials than on a formalized procedural approach. A 

number of assassinations of heads of state later in the century (Tsar 

Alexander II in 1881 and French president Sidi Carnot in 1894) by 

anarchists further intensified the need for cooperation, but it was the 

murder of the popular “Sissi” (Elizabeth, Empress of Austria) in Sep- 

tember 1898 in Geneva, Switzerland, by a young Italian anarchist that 

led to an international conference that same year in Rome, at which 54 

delegates from 21 countries agreed to the so-called “Belgian” or 

“attentat” clause, whereby attacks on heads of state or their families 
were deemed extraditable offenses.” 

Concurrent with the anarchist scare—not dissimilar to the fear of 

terrorism that periodically from the 1960s to the beginning of the 

twenty-first century has seized at least the Occident—another interna- 

tional crime threatened the very core of the nation-states: that of cur- 

rency counterfeiting, in particular where the counterfeiter operated in 

one country and introduced the product of his or her handiwork in 
another. An 1861 case in the British High Court of Chancery, The 
Emperor of Austria vy. Day and Kossuth, became a landmark case.? 
Kussoth had produced counterfeit currency in England, but for dis- 
tribution and use in Hungary, and claimed that British courts did not 
have jurisdiction. The court decided otherwise. Currency counterfeiting 
was undertaken by ordinary criminals with a lucrative scope, but also 
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by political agitators who wished to undermine the economy of the 
target country by introducing vast amounts of counterfeit currency— 
thus creating both inflation and lack of confidence in the currency. 
Many European countries therefore set up central offices dealing with 
currency counterfeiting and tasked with maintaining contacts with 
counterpart offices in other countries; a fair number of these offices 
developed into Interpol National Central Bureaux. 

The recent period 

In recent decades, the agitations of transnational organized crime have 

attracted the attention not only of economists (see Chapter 5), but 

also—and increasingly—of diplomats and international relations scho- 

lars, who have perceived organized crime as a threat to international 

security and stability; transnational organized crime has thus become a 

considerable concern for national and international decision makers. 
Scholars and practitioners have increasingly pointed to the connection 

between transnational organized crime and state fragility, armed con- 

flict and terrorism, and have highlighted the complex and problematic 

relationships between trafficking in arms, human beings and drugs, and 

corruption and state failure.* 

In consequence, a number of measures to counter the activities of 

transnational crime have been introduced as part of global governance, 

consisting in particular of a series of so-called international prohibition 

schemes. Such schemes are by no means of recent vintage; in fact, the 

first international prohibition scheme was the anti-piracy measures, 

which, although only codified in 1856, had already operated effectively 

for some time. Recently, however, and in particular after the end of the 

Second World War, a number of such regimes have been introduced, 

some of which have been relatively effective, others less. 

The salient point, however, has been and remains international law 

enforcement cooperation, without which international prohibition 

schemes would have little value—other than as moral pointers. 
Andreas and Nadelmann point to the significant fact that interna- 

tional law enforcement commenced around the turn of the twentieth 

century springing from a fear of terrorism (bombings and assassina- 

tions of politicians) and that the same fear—now elevated to one of 

“catastrophic criminality”—in the post-9/11 world has, again, led to a 

convergence of law enforcement and national security forces at 

national level and to an increased level of cooperation at international 

level.5 Most unbiased observers would presumably welcome this 

development, which, however, also conceals a number of disquieting 
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elements. First, the union of law enforcement and national security 

almost always constitutes an unholy marriage, the result of which is 

exemplified by McCarthyism in the United States, not to mention the 

even more nefarious agitations in Europe of this infelicitous couple in 

the years leading up to the Second World War. The overemphasis on 

national security to the detriment of law enforcement can easily lead to 

a frantic search for national security threats, where none are readily 

available; unfortunately this search seems inexorably to lead to the 

identification of enemies within, in the form of a particular ethnicity or 

creed or members of a particular political persuasion. Second, the 

intensification of international law enforcement cooperation beginning 

approximately in the 1970s was spurred on by the developments in 

narcotics law enforcement and facilitated by globalization. The devel- 

opment of international narcotics law enforcement was very much a U.S. 

initiative and as “far as international law enforcement cooperation is 

concerned, ‘globalization’ is a synonym for ‘Americanization,”— 

achieved partly by coercion and partly by cooptation.© As Nadelmann 

notes, “there is, clearly, no one explanation for the internationalization 

of US criminal law enforcement,”’ and national law enforcement 

organizations may, quite naturally, be reticent to share sensitive crim- 

inal intelligence with analysts, who, although of undoubted integrity 

and competence, represent just one country’s interests. In consequence, 

the presently undisputed international law enforcement hegemony 

exercised by the United States will, in the long term, have to yield to 

more collegiate, multilateral arrangements. Both Interpol and 

UNODC can play a significant role here, on the global level, as both at 

times have demonstrated that they can offer highly credible atalyses 

precisely because of their independence from national interests and 

their access to a wider range of data sources. 

The most surprising element, however, in the development of inter- 

national law enforcement cooperation has been its almost total con- 

centration on the financial aspect under the general slogan of “taking 

the proceeds away from the criminals.” The creation of the international 

cooperative pattern fully reflects this choice. As pointed out elsewhere 

in this book, a number of scholars, and indeed the present author, 

contend that this approach is conceptually ill-founded, unacceptably 

intrusive, and, ultimately, inefficient—apart from displacing the crim- 

inal justice discourse from an area of mostly common opprobrium (the 
predicate crimes) to regulatory offences. As regards the financing of 
terrorism, the money laundering approach seems particularly unsuited 
and, based on past experience, almost certain to fail, as Barry Rider 
points out: “(T)he success that law enforcement agencies have had 
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around the world in ‘taking the profit out of crime’ is very limited and 
does not commend itself as a particularly efficient strategy in the fight 
against terrorists.”® 

Institutions 

It should be recorded that in the preceding centuries, Britain’s Royal 

Navy had played a significant role in international law enforcement in 

two crucial areas, anti-piracy and anti-slave trafficking. As the Navy’s role 

petered out a vacuum was left, which only slowly was filled by national 
law enforcement agencies. 

Interpol 

In the period from 1899 to 1914, a series of police conferences 

throughout the world set the stage for more intensified cooperation. 

Some of these dealt with the suppression of the white slave trade, then 

something of an obsession, the response to which was incommensurate 

with the actual problem. A 1902 meeting in Paris led to the establishment 

in the 16 participating countries of specialized white slavery offices, 

which cooperated with each other across borders. It was, however, the 

1914 international police meeting in Monte Carlo, which—almost—led 
to the creation of formalized international criminal police cooperation. 

Unfortunately, the meeting took place just before World War I, which 

put the project on hold. In 1923, the head of Vienna’s police, Johann 

Schober, organized a meeting in Vienna, which led to the establishment 

in Vienna of the International Criminal Police Commission (ICPC). 

Interpol (the organization’s telegraphic address) was born and it 

retained the ICPC name until 1956, when it moved to France and was 

renamed the International Criminal Police Organization—Interpol 

(ICPO). 
The purpose of the organization is to facilitate cooperation between 

the 186 member countries’ criminal police departments, which it does 

by placing a sophisticated communications system at the disposal of 

member countries, as well as information from the organization’s extensive 

criminal records and fingerprint dataset at the organization’s General 

Secretariat in Lyons, France. ICPO is managed in a rather classical 

way by a supreme organ, the General Assembly, which has created an 

Executive Committee, acting as the decision making entity between 

General Assembly meetings. The General Secretariat carries out the 

day-to-day work, in particular in cooperation with the National Central 

Bureaux (NCBs), of which there is one in each member country. 
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Interpol possesses many qualities that are and, in the present 

author’s opinion, will remain unique. One of these is that the Secretariat 

can at short notice create an ad hoc working group on a specific subject, 

consisting of officers from the Secretariat as well as of officers and exper- 

tise borrowed from member countries via the appropriate NCBs. Such 

working groups can include some of the best expertise available in the 

world and stand out by being, and by being seen to be, independent. 

On the negative side remains the less than ideal relationship the 

organization has had with the United States since the days when J. Edgar 

Hoover was the director of the Federal Bureau of Investigation. Also, 

most of the professional law enforcement staff of the General Secretariat 

in Lyons are police officials seconded from their respective countries; 

for various reasons, Interpol has not always been able to attract the 

most qualified and most dynamic officials. Finally, Interpol has always 

been grossly underfunded; for 2006, for example, the statutory con- 

tributions paid by the 186 member countries amounted to €37 million. 

Interpol is increasingly seen as a valid professional partner at the 

highest possible levels, in particular because of the leadership of its 

relatively new Secretary-General, Ronald K. Noble. Thus, in 2004 in 

relation to the passing of the United Nations Security Council resolu- 

tion on access to weapons of mass destruction by non-state actors,’ U.S. 

President George W. Bush encouraged Proliferation Security Initiative 

(PSI) participants and other willing participants to “use the Interpol 

and all other means to bring to justice those who traffic in deadly 

weapons.” Also, the UN Security Council has requested the Secretary- 

General of the United Nations to increase cooperation between the 

United Nations and Interpol, and has urged the UN membefship to 

use the international police organization’s resources in order better to 

implement the Security Council’s decisions (on freezing of assets and 

travel bans). Indeed, to render cooperation between the two organiza- 

tions more effective, in November 2004 Interpol appointed a very high- 

ranking police official (a former president of the German Federal 
Criminal Police, BK A) as the first Special Representative of Interpol to 
the United Nations, and thus created an Interpol office at the UN 
headquarters in New York. 

Europol (EU) 

The establishment of Europol was agreed in the Maastricht Treaty on 
European Union in 1992; its headquarters, the Directorate, is in The 
Hague, the Netherlands. From only being involved in the fight against 
drugs, the organization has developed its remit and now deals with 
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crime on a thematic basis according to a listing annexed to the Europol 
Convention, which came into force in 1998. The mission statement of 
Europol declares that “Europol is the European Union law enforcement 
organisation that handles criminal intelligence. Its aim is to improve 
the effectiveness and cooperation between the competent authorities of 
the Member States in preventing and combating serious international 
organised crime and terrorism.” The most important crimes with 
which Europol deals, according to its mandate, are illicit drug traffick- 

ing; terrorism; counterfeiting of the euro and other means of payment; 

trafficking in human beings (including child pornography); and money 
laundering. 

Europol works along the lines of Interpol, at least to a certain degree, 

and a number of liaison officers are based at the Europol Directorate, where 

they facilitate the exchange of information, in accordance with national law. 

The organization issues a number of strategic reports; particularly 

important in the present context is the yearly Organised Crime Threat 

Assessment. The organization is better financed than Interpol; the 

Directorate’s budget is almost double that of Interpol’s General Secretariat. 

From a governance point of view, the organization reports to the 
Council of Ministers for Justice and Home Affairs, which also appoints 

Europol’s Director and Deputy Directors. It cooperates with a number 

of “third parties” (countries and organizations) in accordance with a 

series of cooperation agreements. 

Closely linked with the evolution of Europol is that of two other 

institutions, Eurojust and the Council of Europe. Eurojust was created 

in 2002 as a complement to Europol, as an organization which would 

promote the cooperation in the European Union of the prosecutorial 

authorities by the “co-ordination of investigations and prosecutions 

between competent authorities in the Member States,” in particular 

“by facilitating the execution of international mutual legal assistance 

and the implementation of extradition requests.” !° 

The Council of Europe, on the other hand, was created in 1949; it thus 

predates the establishment of the European Communities and it has a larger 

membership of 47 states at the time of writing. It is headquartered in 

Strasbourg, France, where each member country has a permanent 

representative, most of ambassadorial level. The Council of Europe 

“seeks to develop throughout Europe common and democratic princi- 

ples based on the European Convention on Human Rights and other 

reference texts on the protection of individuals.”'' Among the concerns 

of the organization, several are of core importance in the present con- 

text, in particular terrorism, trafficking in human beings, organized 

crime and corruption, cyber-crime, and violence against children. 
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The European Council has played, and continues to play, a core role 

in Europe in the fight against organized crime, and in 1997 adopted an 

Action Plan to combat organized crime, which was prepared by a 

high-level group of experts from the member states. Several of the 

recommendations of this Action Plan aim at improving the standards 

of cooperation between judicial authorities in criminal matters, which was 

one of the main arguments for the creation of Eurojust (see above). 

United Nations 

The United Nations has been involved in the fight against organized 

crime from the inception of the organization in 1945, seeking its man- 

date for this activity in Article 1 of the UN Charter and Article 28 of 

the Declaration on Human Rights. From the very beginning, the 

United Nations interpreted organized crime as a threat to the social 

and economic well-being of the world’s population and, quite rightly, 

concentrated on the purely commercial aspect, taking it to be the core 

of organized crime—crime as business and crime in business. 

The United Nations conventions against crime, including drug traf- 

ficking, are crucial in today’s world where increased speed of commu- 

nications and ease of transportation increasingly place judicial 

authorities in situations involving intractable practical and juridical 

difficulties. Major criminal cases already pose serious problems on a 

purely national level, and can become extremely complex when one 

has to deal with different criminal laws and different legal systems. 

The work of the United Nations has, politically, been rather difficult 

in the area of transnational crime, due in particular to the centrality of 

the criminal law to the concept of sovereignty. Estella Baker notes 

rightly that the legitimacy of the state reposes on what she terms a 

“classical triad”: the provision of security, economic well-being, and 

cultural identity.'* Criminal law is a core element in the first, plays an 
important role in the second by keeping the market place clean, and is 

of import also in the third, as cultural identity is linked to borders and 

limits. It is therefore less than surprising that states guard their criminal 
law with some jealousy as crucial to the expression of their legitimacy 
and in some way of their very identity qua states. 

Enforcement and technology 

Contrary to the relative lack of success in many areas, in particular in 
so-called “sex tourism,” in the area of child pornography on the 
Internet, adequate use of communication, data storage, and encryption 



Initiatives against transnational crime 101 

technology can be of value to law enforcement, just as it can be and 
has been used by violators to transmit, store, and conceal such depictions. 
Law enforcement has developed new technology in order to penetrate 
the electronic defenses created to conceal the dissemination and storage 
of child pornographic material. This dual development and use of 
modern technology should not surprise, since it really is only an example 

of the sword-shield syndrome: A stronger sword inevitably leads to a 

stronger shield, and vice versa. The following two examples emphasize 
this point. 

By surveillance of the Internet using a sniffer-type software, French 

police from 7-12 October 2007 arrested 310 men aged from 18-70 

years for possession of pedo-pornographic images. A total of 1,400,000 

photos and 27 videos were seized. 

A new initiative launched by the Secretary-General of Interpol in 

October 2007 is a case in point.!> A well known, but non-identified 
pedophile, known under the code name “Vico,” had disseminated some 

200 photos of himself performing sexual acts with 12 different boys, 

apparently aged from 6 years to pubescence. The photos, believed to 

have been made in Vietnam and Cambodia between roughly 2000 and 

2003, had been available on the Internet for several years, but “Vico” 

could not be identified since he had digitally covered his face. The 

figure covering his face was a cyclone, the vortex of which was con- 

stituted by his right eye, perhaps intimating “I see you, you do not see 

me.” In a cooperative effort between Interpol’s General Secretariat in 
Lyons and the German federal police, the Bundeskriminalamt (BKA), 

the latter succeeded in decrypting the digital face cover and restore the 

image of the person. On 9 October 2007, Interpol’s General Secretariat 

took the unprecedented step of publishing the restored photograph on 

the organization’s web site in an attempt to identify and locate him. 

The person in question was quickly identified by several independent 

sources as being one Christopher Paul Neil, Canadian national, 32 years 

of age, who earned his living teaching English in South Korea. On 18 

October 2007 Interpol issued a Red Notice, which is the equivalent of 

an international arrest warrant, based on a national arrest warrant 

issued by Thailand, and the following day, 19 October 2007, he was 

arrested upon his arrival at Bangkok International Airport. In 2008, he 

was sentenced to 39 months’ imprisonment. 

Legislation 

In 1988, a most important step forward was taken, namely the adop- 

tion of the United Nations Convention against Illicit Traffic in 
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Narcotic Drugs and Psychotropic Substances, commonly known as the 

“1988 Vienna Convention.” This convention is in many respects a 

remarkable document, because it introduces a series of international 

legal innovations, which have been used as models for much sub- 

sequent international legislation in this and related areas.'* It is the first 

international instrument which in itself acts as an extradition treaty. It 

introduces the notion of money laundering (without using this term),!° 

and provides!® that if parties require a treaty basis for tracing and 

freezing of assets, they “shall consider this Convention as the necessary 

and sufficient treaty basis”; and it lifts bank secrecy.!’ Furthermore, the 

Convention stipulates that “knowledge, intent or purpose required as 

an element of the offence [ ... ] may be inferred from objective. factual 

circumstances”!® and lists among aggravating circumstances (a) the 

offender belonging to an organized criminal group, and (b) the invol- 

vement of the offender in other international organized criminal activ- 

ities;!° it furthermore reinforces the aut dedere aut iudicare principle.”° 
In Article 7 it sets out the requirements for wide-ranging mutual 

assistance and requires the parties to “Establish and maintain channels 

of communication between their competent agencies and services ... ” 

It is rare, indeed too rare, for an international legal instrument to make 

provisions also for international cooperation and enforcement.7! 
The 1994 World Ministerial Conference on Organized Crime in 

Naples, Italy, of 142 member countries produced the Global Action 

Plan Against Transnational Organized Crime. Finally, in December 

2000, in Palermo, Italy, a Convention on Transnational Organized 

Crime was opened for signature along with two protocols, the Protocol 

to Prevent, Suppress and Punish Trafficking in Persons, Especially 

Woman and Children and the Protocol against the Smuggling of 

Migrants by Land, Air and Sea. A third protocol, the Protocol against 

the Illicit Manufacturing of and Trafficking in Firearms, Their Parts 

and Components and Ammunitions was opened for signature in June 

2001. All three protocols supplemented the United Nations Conven- 
tion against Transnational Organized Crime. A consensus was reached, 
for the first time, on a definition of trafficking in persons, while the 
treaty itself enables countries to cooperate even if the crime is not 
necessarily recognized as such by both countries; the latter often con- 
cerns conspiracy charges. 

Money laundering 

The present section deals with an issue, money laundering, the investi- 
gation and interdiction of which over the last 15 years or so have 
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become the foci of much national and international law enforcement. 
On the present author’s view, however, anti-money laundering mea- 
sures constitute an over-inflated, inefficient, and exceedingly costly 
tool, in terms both of the monetary cost to society, and of the non- 
monetary cost in the resultant severe diminution of citizens’ privacy 
rights. The monetary costs of so-called AML (anti-money laundering) 
measures are dealt with below. 

As far as the non-monetary costs are concerned, the main question 

can be clad in the following terms: It is perhaps the case that so-called 

money laundering represents a clear criminal danger to society; that being 

the case, informed citizens may be willing to forego a certain degree of 

privacy rights in order to establish a transparent banking environment, 

which might assist law enforcement in elucidating such crime. Never- 

theless, it must be considered a sine qua non that the diminution of 

rights be proportional to the tangible results obtained as a result of 

such enforcement measures. It is highly dubious if such is the case. 

The privacy rights of the population, which have been sacrificed in 

the imposition of anti-money laundering measures, can perhaps best be 

summed up by analogy with telephone intercepts. In most countries, 

law enforcement would not be able to obtain a telephone interception 

order without being able to show “probable cause” and even so would 

have difficulties in obtaining a blanket order involving the use by one 

or more identified persons of a number of clearly identified public tel- 

ephones.*? That law enforcement could obtain such an order against 

unidentified individuals and unidentified public telephones would be 

inconceivable. That, however, is exactly what the suspicious banking 

transactions reporting requirement orders banks to do regarding bank 

accounts. Under these circumstances, it is difficult not to agree with 

Naylor’s judgment that “money laundering is an artificial and con- 

trived offense that has no place in the statute books of a civilized 

country.”?? Disregarding the natural repugnance one must feel at the 
idea of turning bank employees into unpaid police informers and the 

widely exaggerated emphasis on anti-money laundering measures in 

the so-called fight against terrorist funding, which followed the terrorist 

acts perpetrated in the United States on 11 September 2001, the ques- 

tion remains, though it has never been adequately answered, of whe- 

ther the means employed correspond to the results obtained. In this 

section, a modest attempt will be made to provide a beginning of an 

answer to just this question. 
It is the opinion of the present author that while the present anti- 

money laundering measures are invasive and inefficient, yet they are 

also being applied in a manner that is not consistent with their very 



104 Initiatives against transnational crime 

definition. Masciandaro notes, correctly, that the substantial economic 

function of money laundering is to transform potential purchasing 

power into an effective one.*+ Nevertheless, in most jurisdictions 

defendants are sentenced not for the manipulation of monetary funds 

in a way suited to conceal their criminal origin and to create “a 

legend” to explain their origin; instead, they are sentenced for the very 

transformation of the funds, mostly from cash to real estate. That, 

however, is not money laundering, as the funds invested in the real 

estate will still need to be explainable, which they do not become by 

merely changing their form. 

The concept of money laundering sits at the crossroad of three 

major issues: the accumulation of criminal proceeds, capital flight 

(KF), and so-called financing of terrorism.*? The interrelationship 
between the three issues, and between these and money laundering, can 

best be illustrated by use of a Venn diagram enhanced by relevant 

mathematical analysis (Figure 6.1). 

In Figure 6.1, the numbers 1-7 indicate the interceptions between 

the three circles A, B, and C; these are further explicated in tabular 

form by Table 6.1, below. 

It should be noted that the size of the circles and of the areas 
denominated by the numbers | to 7 in Figure 6.1 makes no attempt at 

proportionality. The Venn diagram in Figure 6.1 does, however, clearly 

demonstrate the taxonomical complexities one encounters, when 

A 
Capital flight 

B Cc 
Criminal Terror 

proceeds finance 

Figure 6.1 Venn diagram. Capital flight, criminal proceeds, and terror finance 
Source: Present author. 
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Table 6.1 Tripartite origin of funds 
—_————__—_—_—————— 

Row Venn Set Theory Explanation 
No. No. Intersections 

1 U Monetary funds of non-declared origin in the 

world 

2 LSA Funds resulting from capital flight (KF) 
4+5 

3 Dears 15 Funds of criminal origin 
4+6 

4 Arts OC Funds used for or destined to be used for the 

6+7 financing of terrorism (CTF) 

5 3+4 ANB Funds resulting from capital flight, which are of 

criminal origin, e.g. corruption 

6 4+5 ANG That part of the financing of terrorism, which 

originates from capital flight 

if 4+6 BING Funds of criminal origin used for the financing of 

terrorism 

8 4 AGIA Bag. That part of capital flight that is of criminal 

origin and which is used for the financing 

of terrorism 
g 5 AN-BNC That part of capital flight that is not of criminal 

origin, but which is used for the financing of 

terrorism 

10 1 AN-BN-C Capital flight that is not of criminal origin 

and which is not used for the financing of 

terrorism 

11 2 BN-AN-C Funds of criminal origin that do not result 

from capital flight and which are not used 

for the financing of terrorism 

12 7 Cn-An-B Funds used for the financing of terrorism, 

but that are neither of criminal origin not 

the result of capital flight, e.g. funds funneled 

thorough the zakat structures (charity) 

13 3 ANBN-C Funds from capital flight that are of criminal 
origin but which are not used for the financing of 

; terrorism 

14 6 BOCNn-A Funds of criminal origin that are used for the 
financing of terrorism, but which are not the 

result of capital flight 

Source: Present author 

attempting to determine if monies are of criminal origin, or the result 

of capital flight, or to be used for the financing of terrorism, or con- 

currently several of these. Using the symbols commonly employed in 

set theory, Table 6.1 sets out nine of the possible, context-relevant 

intersections, all of which have readily observable implications for any 

law enforcement evaluation of the funds under discussion.”° 
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Money laundering has—somewhat narrowly—been characterized by 

The Economist as “the processing through the banking system of the 

proceeds of crime, in order to disguise their illegal origin.”*’ By way of 

generalization, money laundering is commonly considered a cycle 

consisting of three stages: placement, layering, and integration. Like all 

generalizations, this is not always correct since in some cases, there is 

an overlap between two of the three steps or, occasionally, the whole 

process only consists of two steps, which happens when two of the 

three steps are fused into one. The Board of Governors of the Federal 

Reserve System in the United States explains the terms in the following 
way:28 ; 

The first stage of the process is placement. The placement stage 

involves the physical movement of currency or other funds derived 

from illegal activities to a place or into a form that is less suspi- 

cious to law enforcement authorities and more convenient to the 

criminal. The proceeds are introduced into traditional or non- 

traditional financial institutions or into the retail economy. The 

second stage is layering. The layering stage involves the separation 

of proceeds from their illegal source by using multiple complex 

financial transactions (including wire transfers, monetary instru- 

ments) to obscure the audit trail and hide the proceeds The third 

stage in the money laundering process is integration. During the 

integration stage, illegal proceeds are converted into apparently 

legitimate business earnings through normal financial or commer- 

cial operations. 

Figure 6.2 is a graphic representation, adapted from Pierre Kopp, of 
two of the money laundering steps, layering and integration. The figure 

is on three levels, the most important of these being the top level. In 

two quadrants of the usual Cartesian coordinate system, the equivalent 

of the y (vertical) axis indicates “transaction costs,” while the x (hor- 

izontal) axis represents the level of complexity of the money laundering 

typology. The left quadrant is the layering quadrant, that on the right 

the integration quadrant. In the first, the layering quadrant, the further 

one travels to the left and therefore the larger the negative x value, the 

less complex the methodology; in the right quadrant, the further one is 
situated to the right and the larger the positive x becomes, the more 
complex the integration typology used. Transaction costs increase as 
one travels up the y-axis. Placed within these Cartesian coordinates is a 
selection of money laundering methodologies, so-called typologies, and 
their transaction costs in terms of their complexity. 
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The United States 

It is generally agreed that the impetus for the creation of anti-money 

laundering measures originated in the United States, whence it spread— 

partially under pressure from the United States—to the rest of the 

world. Two legislative approaches have in particular marked the fight in 

the United States against transnational organized crime, namely RICO and 

the various anti-money laundering provisions enacted in the country 

since the Bank Secrecy Act of 1970. 

The origins of anti-money laundering thinking are to be found in the 

United States, where as early as the 1960s the idea of depriving the crim- 

inals of the proceeds of their crimes took root. The necessary legislation to 

do so already existed in the various seizure and forfeiture provisions at 

state and federal level, which allowed law enforcement authorities to seize 

and later, for the judicial authorities, to order the confiscation or forfeiture 

of assets originating from crime. The idea, however, slowly emerged to 

make certain types of investment of funds of illegal origin—as well as the 

very concealment of the origin of such funds—illegal in themselves. 

The novelty of so-called anti-money laundering measures in reality consists 

only in the criminalization of the attempt to conceal the origin of the 

funds concerned by a number of often otherwise legitimate actions, such 

as investment in real estate, bank transfers, etc. The concomitant novelty 

was that much of the effort was to be carried out, and the cost borne by, 

the private sector. Wolfgang Reinicke*® developed the term horizontal 
subsidiarity to describe this new process of increasingly assigning and dele- 

gating information and analysis responsibilities to the private sector. 

It is perhaps no coincidence that the United States already had 

obtained the sentencing of a major, if not the major crime figure of the 

time, Alphonse Gabriel Capone (1899-1947), not for the crimes which 

had so much upset public opinion, such as the 1929 Saint Valentine’s 

Day Massacre, but for tax evasion. Levi argues, very credibly, that 

“Relatively trivial events can be used for tactical reasons against major 

offenders simply because they are the most serious offences with 

demonstrable connections to the targets. Al Capone’s conviction for tax 

evasion was merely one early example.”3! One could obviously argue that 

if the legal system in a country has to have recourse to such indirect 
approaches in cases concerning major crime, then one should closely 
examine and overhaul the justice system, including criminal justice legisla- 
tion and procedure, and law enforcement efficiency, rather than enga- 
ging in invasive and ultimately inefficient legislative efforts. However 
that may be—and it is realized that any judgment of the appropriateness 
of anti-money laundering legislation to a large degree is dependent on 
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one’s view of society*7—<it was natural that the ideas underlying such 
legislation should develop in the United States, which for years had 
associated the application of in rem civil forfeiture to criminal cases. 
The underlying basis was that 

When the government institutes proceedings in rem for the for- 

feiture of property involved in criminal proceedings, the Double 

Jeopardy Clause does not apply so long as the forfeiture proceed- 

ing is civil rather than criminal and the forfeiture is not part of the 
punishment for the criminal offense.*? 

The legislative basis for the U.S. anti-money laundering regime com- 

menced with the 1970 Bank Secrecy Act, while the U.S. 1986 Money 

Laundering Control Act was the world’s first law explicitly directed at 

money laundering. The Act makes it a crime for a person knowingly to 

engage in a financial transaction involving the proceeds of a “specified 

unlawful activity,”*4 while the 1992 Annunzio-Wylie Anti-Money 
Laundering Act allows for the closure of a bank that has engaged in or 

allowed money laundering. On 26 October 2001, as Title III of the U.S. 
Patriot Act, the International Money Laundering Abatement and 

Financial Anti-Terrorism Act of 2001 was signed into law. This act 

made changes in the fight against money laundering, in particular by 

setting new conditions to do business in the United States for foreign 

financial institutions with assets in the United States, in order to “close 

certain loopholes whereby US financial institutions were caught up in 

unscrupulous overseas practices” (sic).*> One of the core provisions in 
the Act, section 319(a), states that funds deposited at a foreign finan- 

cial institution that maintains an interbank account*® in the United 
States are deemed to have been deposited in the U.S. interbank account 

with the “covered institution” and can be subject to forfeiture as if they 

were in the United States.*”7 A “covered institution” is, in summary 
form, any insured bank in the United States, as defined under section 3 

(h) of the Federal Deposit Insurance Act, a commercial bank or trust 

company, a private banker, an agency or branch of a foreign bank in 

the United States, a credit union, a thrift institution, or a broker or 

dealer registered with the Securities and Exchange Commission under 

the Securities Exchange Act of 1934. 

As of 2002, a large number of institutions were subject to reporting 

requirements: 24,000 depository institutions; 160,000 money service 

businesses; 40,000 U.S. Post Office sites; 600 casinos; 5,000 securities 

firms; and an undetermined number of other institutions such as 

insurance companies.*® 
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Keeping in mind a narrow view of money laundering as the proceeds 

of crime processing through the banking system, the question of liabi- 

lity of the banking community, in particular in the United States, 

remains posed. The February 2001 investigation by the Permanent 

Subcommittee on Investigations of the U.S. Senate’s Committee on 

Governmental Affairs (in the following “the 2001 Levin Report”) esti- 

mated that U.S. banks condoned or actively participated in the laun- 

dering of more than $250 billion per year, “primarily from drug 

trafficking and organized crime.” The Celent Communications LLC 

group (a Boston-based financial research company) in a report of 

September 2003 stated that internationally, money laundering through 

banks had increased over the preceding four years and for 2004 was 

projected to reach $424 billion.*? It is, however, doubtful if major 

banks will be charged, as noted by Jack Blum:*° “The money center 

banks are beyond regulation. There’s no capacity to regulate or punish 

them because they’re too big to be threatened with failure.” A case in 

point is the Beacon Hill prosecution*! conducted by Robert Mor- 
genthau, Manhattan District Attorney, in which on 4 February 2003, a 

small financial company, Beacon Hill, operating out of rented offices in 

Manhattan, was the subject of a search warrant. Beacon Hill wired 

monetary funds in and out of the United States for its clients and by 

the time it went out of business, the day after the search of its premises, 

it had wire-transferred $6.5 billion through three dozen accounts it 

held with J. P- Morgan Chase & Co. According to the prosecutorial 

authorities,** the monetary funds transferred in and out of the United 

States consisted partly of funds moved out of the United States for tax 

evasion, and partly of the proceeds of political corruption, in¢luding 

bribes, being moved out of Brazil and into the United States. Beacon 

Hill was indicted by a New York grand jury for receiving and trans- 

mitting money without a New York State Banking Department license. 

J. P. Morgan Chase was not charged with any crime. 

The argument for being lenient on major banks which violate anti- 

money laundering or, indeed, other provisions, could well be the quite 

rational fear that such governmental action against major financial 

institutions might create panic among investors, which would entail 

turmoil in world financial markets. Finally, in connection with the 

transfers by illegal Brazilian money transmitters, referred to above, 

further inquiries showed large unreported flows from offshore accounts 

in Panama and the Virgin Islands through Bank of America accounts. 
In late September 2006, Bank of America settled with the New York 
County District Attorney’s office for having allowed Valley National 
Bank to use 39 accounts with Bank of America to launder $3.7 billion 
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from February 1998 to June 2002. Bank of America paid the City and 
State of New York $3 million plus $1.5 million in costs, a total of $4.5 
million.** It is not easy to gauge the gains that Bank of America might 
have made in allowing the money laundering to take place, but one 
would guess that it is a lot more than the fine plus costs, 0.12 percent 
of illegally transferred funds, which the bank, furthermore, had been 
able to invest gainfully, for instance on the money market, for shorter 
or longer periods. In other words, the fine plus costs imposed by the 
court are most certainly considerably less than the fees, commissions, 
and investment income the bank collected. 

The above is another example of deviant knowledge, where in this 

case the prosecutorial authorities lead the population to believe that a 

penalty has been imposed, when in reality only a minor part of the fees 

and commissions collected by a series of illegal operations has been 

recuperated. 

In the Autumn of 1999, the issue of correspondent banks came to the 

fore when the Bank of New York was discovered to be a conduit for 

billions of dollars of suspect Russian money in the so-called Benex 

scandal, in which a total of $4.2 billion, believed to be linked to Rus- 

sian organized crime, passed through a correspondent bank account at 

the Bank of New York“ (later reports, however, put this number at $10 

billion or even higher), see US v. Berlin and Edwards. In this particular 

case, a couple of computers were housed at an unregistered money- 

transmission business with full access to the Bank of New York’s 

international wire-transfer service, and unregulated financial institu- 

tions in Nauru, with no physical presence anywhere, were used suc- 

cessfully to conceal the real ownership of the laundered funds.*° 
A correspondent bank, as the name indicates, is a bank that opens a 

bank account in another bank, typically in another jurisdiction. Such 

correspondent bank accounts are vital to the well-functioning of the 

international banking system. Thus, the 2001 Levin Report found that 

as of mid-1999, the five American banks with most correspondent 

accounts held $17 billion of assets in those accounts, and the top 75 

banks held $75 billion. The problem surrounding correspondent bank 

accounts such as those documented above—in a money laundering 

context—arises because some of the overseas banks operating corre- 

spondent bank accounts in, say, the United States, may be banks that 

are not under appropriate banking supervision or, indeed, they may 

not exist or may use a conduit which does not exist. Often the techni- 

que of “nesting” is used; this consists in a foreign bank opening an 

account at another foreign bank, which has a correspondent relation- 

ship with, say, an American bank. 
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In summary of this subsection, it appears to be clear that one of the 

main themes running through this book, deviant knowledge, is extant 

even in the regulation of the banking community in the country which 

has established some of the most stringent banking supervision 

mechanisms, the United States of America. This is the case when the 

regulated subject belongs to the very narrow group of banking institu- 

tions, the mere hint of instability of which may lead to unrest on the 

international financial markets. 
Taking a global view, Levi notes euphemistically that “Levels of 

visible enforcement of antilaundering provisions—prosecutions or 

deauthorizations of financial and professional intermediaries for 

money laundering or failing to institute proper measures of -regula- 

tion—have been extremely modest.’””4° 

The international scene 

One might take July 1989 as the crucial date for the imposition of anti- 

money laundering measures at an international level. In July 1989, at 

the G7 Arche Summit in France, the G7 began an in-depth treatment 
of the question of money laundering and, in cooperation with the 

members of the Organisation for Economic Co-operation and Devel- 

opment (OECD), the G7 developed a series of projects and recom- 

mendations. Among the former was the creation of the Financial 

Action Task Force (FATF), which took place in May 1990; among the 

latter a set of recommendations which were later issued under the 

auspices of FATF, the so-called Forty Recommendations.*” The core 

proposal and the most transformative policy change, at international 

level, encompassed the general emphasis on the active participation by 

financial institutions in the fight against money laundering by sponta- 

neous transfer of data to state institutions of a non-repressive char- 

acter. In other words, banks had to transfer financial data, hitherto 

thought to belong to the individual banks and to the individual custo- 

mers, to a government institution, albeit in most countries non-repres- 

sive. This institution would serve as a filter between the banking 

community and the repressive authorities, and it would pass on to the 
latter only such information as was deemed necessary, but not neces- 
sarily sufficient (as further investigative steps might have to be taken) 
for prosecution.*® These institutions were created in many, if not most, 
countries and, although they are known under various denominations 
in different countries, they are generically called Financial Intelligence 
Units (FIUs). The FATF works out of offices in the OECD building in 
Paris, but is not part of the OECD, while the FIUs are located in the 
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individual member countries. The coordinating unit of the FIUs (the 
“FIU cooperation council”), known as the Egmont Group of Financial 
Investigation Units, created 1995, has a secretariat, which for some 
time and on an temporary basis was run by the NCIS in London, but 
which, as of the spring of 2007, was established permanently in Toronto; 
the Group has only FIUs as members, at present 106.42 One might be 

forgiven if one were to believe that this impressive array of money 
laundering fighting institutions was sufficient, but one would be wrong. 

Between the country level FIU and the overarching, international 

Egmont Group and the FATF itself, a string of regional organizations have 

seen the light of day, concurrently creating a number of rather bewil- 

dering acronyms: Asia/Pacific Group on Money Laundering (APG); 

Caribbean Financial Action Task Force on Money Laundering 
(CFATF); Eastern and Southern Africa Anti-Money Laundering 

Group (ESAAMLG); Financial Action Task Force of South America 
(GAFISUD); Middle East and North Africa Financial Task Force 

(MENAFATF);°° and the Eurasian Group on Combating Money 

Laundering and Financing of Terrorism (EAG).>! 
These regional groupings collect and disseminate case histories, trends, 

and typologies, since such information may very well be urgently 

needed on a regional basis, rather than awaiting a dissemination on 

international level. They also examine how FATF recommendations 

can be best implemented considering the specificities of each region. 

Finally, in accordance with the Forty Recommendations of the FATF, 

they perform mutual evaluations of AML/CTF within a regional fra- 

mework. An example is the February 2007 evaluation by the EAG of 

Kyrgyzstan. The mutual evaluation®” was based on the Forty Recom- 
mendations 2003 and the Nine Special Recommendations on Ter- 

rorist Financing 2002 and 2004°? of the FATF using the AML/CTF 
Methodology 2004 as updated in June 2006. It should be noted, how- 

ever, that the FATF and regional institutions’ mandate to organize 

mutual evaluation studies only extends to the evaluation of the 

establishment of laws and structures, not to enforcement. One dis- 

cerns a clear regulatory deficiency in this approach, the results of 

which are very clear when one examines the efficiency of the AML 

regime and, in a different area, the lack of enforcement of interna- 

tional legislation on the commercial sexual exploitation of children 

(CSEC). A rather convincing argument strengthening this deficiency 

can be adduced from the FATF criteria for defining a country or a 

territory as “non-cooperative.” These criteria are all regulatory and no 

emphasis seems to be placed on the actual enforcement of such 

regulations.>4 
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A part, but from a money laundering point of view not necessarily 

the most important part, of the international scene is constituted by so- 

called offshore centers, which, in summary form, provide two services, 

(i) banking services, and (ii) corporate services, including a relatively 

uncomplicated incorporation procedure, as well as tax-free or lenient 

tax systems. A 1998 survey showed that there were approximately 

4,000 offshore banks licensed by nearly 60 offshore jurisdictions. These 

offshore banks controlled some $5 trillion in assets and were located 

regionally as follows: Caribbean and Latin America 44 percent, 

Europe 28 percent, Asia 18 percent, and Middle East and Africa 10 

percent.>> . 

AML: the cost 

As noted in the introduction to this chapter, AML/CTF measures have 

a very serious cost in terms both of diminution of private rights and of 

monetary costs. In this subsection only the monetary cost will be con- 

sidered. 

Quantitative information on the costs of AML regime is sparse, but 

Reuter and Truman arrive at an estimate for the United States for 2003 

of approximately $7 billion or about $25 per capita per year.°° The 

monetary costs of AML/CTF can conveniently be subdivided into 

three groups; first, costs supported by the public sector in establishing 

and administering the regime; second, costs supported by private 

industry and commerce in carrying out the requirements of the gov- 

ernment; and, finally, costs to society as such. The costs absorbed by 

the general public are transaction costs (for example more documents 

to be produced), opportunity costs (mostly caused by delays), and 

compliance costs (loss of privacy may decide some fully law-abiding 

citizens not to use the banking system rather than being subjected to 

what they, perhaps quite rightly, see as an intolerable invasion of their 

privacy). As Reuter and Truman point out, part of the compliance 

costs arise when the public discovers that the AML requirements are 

being applied more harshly to individuals than to corporations.>” 
Besides, World Bank research from 2004 shows that more regulation in 

general is associated with lower labor productivity, greater use of the 
informal economy, increased corruption, and higher costs.°° 

The U.S. government estimates that 2-3 percent of total US expen- 
ditures on prevention and enforcement are attributable to the AML 
regime. For 2004 (in 1995 constant dollars), US federal expenditures to 
prevention and enforcement were, respectively, $39 and $2.8 billion or 
a total of $41.8 billion. Taking the higher estimate or 3 percent of total 
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expenditures, one arrives at a U.S. federal cost of AML regulations of 
$1.25 billion. Added to this should be state- and local-level expendi- 
tures, which may exceed the federal level. One therefore arrives at a 
government spending figure on AML regulations of, at the most, $3 
billion. 

Few studies are available that estimate the cost to the private sector. 
For example the KPMG 2003 study for the United Kingdom estimates 
the cost of U.K. SARs alone to £90 million. Converting this estimate 

into U.S. dollars and scaling it up for the U.S. economy, one arrives at 

$1.1 billon, keeping in mind that this only covers the cost of SAR 
reporting, which is but one element in the AML regime. Studies by 

PriceWaterhouse Coopers (2003) for the United Kingdom (scaled up to 

match the United States) and Celent Communications for the United 

States, arrive respectively at $2.1 and $3.5 billion for total costs. Again, 

as an estimate, one might claim that costs to the private sector are 
approximately the same as those to the government, namely $3 billion. 

Finally, as regards the costs to the public, Reuter and Truman esti- 

mate that financial institutions are capable of passing on approximately 

one-third of the costs to their customers, i.e. $1 billion, and that a 

similar amount is absorbed by the public. In summary therefore, total 

yearly AML costs in the United States are approximately $7 billion. 

It is difficult to calculate the costs accruing to the rest of the world, 

as these are dependent on the degree of AML/CTF measures that each 

individual jurisdiction has decided to adopt. Nevertheless, as least as a 

thought experiment—although in the author’s view the result 1s 

believable—one can make a first estimate by scaling up from the U.S. 

cost to OECD cost, that is by multiplying the U.S. estimate with the 

ratio between the OECD GDP and the U.S. GDP (34013/12428.5). 

For 2005 this is $7 billion multiplied by 2.74, and one thus arrives at 

the not inconsequential yearly cost of OECD anti-money laundering 

arrangements of approximately $19.2 billion. 

AML: effectiveness 

Discussing the effectiveness of anti-money laundering measures, R. T. 

Naylor notes that “[T]here is not a shred of evidence that the increas- 

ingly intrusive and expensive protective measures intended to combat 

the supposed menace are effective or even necessary. ”>? 

Judging the effectiveness of the anti-money laundering regime is a 

subjective matter, since there are no commonly accepted criteria avail- 

able for determining what characterizes success or its opposite. Never- 

theless, information about funds seized and forfeited is available for 
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some countries; it is harder to find information with which to compare 

such seizures. For the United States, information is available for the 

year 2001, in which total seizures and forfeitures in money laundering 

cases totaled $627 million: $386 million in seizures and $241 million 

forfeitures. If one accepts the lower estimate for money laundering in 

the United States at $300 billion,®! then the total seizures and for- 

feitures represent 0.2 percent of the totality of laundered funds and 9 

percent of total costs of the AML regime. The government also levied 

fines and restitution penalties in the same cases of $665 million. If one 

were to include these monetary penalties in the seizures and forfeitures, 

which they are not, one arrives at $1.292 billion or 0.4 percent of the 

alleged total funds laundered. From a cost analysis point of view, the 

total amount recovered by the government, $1.292 billion, would then 

represent 19 percent of total AML costs. 

Reuter and Truman® argue that if the total amount of funds laun- 
dered in the United States in the form of “money laundering of great- 

est social concern are only a few tens of billions,” then the level of 

penalties (seizures, fines, and restitution) might be 1-3 percent, “per- 

haps enough to have a modest deterrent effect on those tempted to 

commit the predicate crimes.” 

In the 12-year period from 1987-98, according to a KPMG 2003 

study, in England and Wales there were only 357 prosecutions for vio- 

lations of money laundering statutes.°* A 2003 IMF study found that 
although the United Kingdom had enacted the laws and put in place 

the necessary structures, enforcement of the money laundering laws 

was very limited. A U.K. Cabinet Office study also reached this con- 

clusion, since for 1998 for non-drugs crimes, 136 confiscations were 

ordered for a total of £22.3 million, of which £10.5 million was col- 

lected. In drug cases, some £4.4 million was forfeited, which is a rather 

modest result, considering that the yearly sale of narcotic drugs in the 

United Kingdom is estimated at several billion pounds.®* A further 
indication of the lack of effectiveness of the “follow the money” meth- 

odology is provided by the U.K. Assets Recovery Agency, ARA. The 

agency was set up in 2003 (with much media attention) and was closed 
in April 2007. When ARA was set up, it was meant to recuperate some 
£60 million per year in assets from organized crime, to do which it was 
provided with unique powers to launch civil recovery proceedings. In 
the almost four years that the agency operated before closure, it had 
cost £90 million in running costs, but had not lived up to its recovery 
targets. Thus, for the year 2004-5, when ARA had cost £20 million to 
run, it had only recovered some £4.4 million or 22 percent of its own 
running costs.® 
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Case study: HSBC and the Emirates 

Over the last ten years, the United Arab Emirates have emerged as an 
offshore tax haven whose facilities are attractive to a number of indi- 
viduals and groups who use them to launder the proceeds of their illegal 
activities. Here, a specific case involving the use, by Russian nationals, 
of Hong Kong and Shanghai Banking Corporation (HSBC) banking 
facilities in the United Arab Emirates will be considered.® The case study 
was chosen because it illustrates three issues of import: first, the presence 
of Russian nationals in transnational money laundering; second, the not 

particularly sophisticated methodology used; and, finally, the responsi- 

bility of the banking community, be the banks’ actions or inactions 

based on willful blindness, knowing involvement, or corruption. 

Information obtained by the Central Bank of the UAE in 2000 

indicated that certain financial movements within the HSBC were parts of 

a massive money laundering operation and that a number of local 

HSBC executives would appear to have been guilty of “passive complicity” 
in the money laundering operations. A review of two years’ activities of 

the HSBC disclosed irregularities in two of HSBC’s branches, respectively in 

Sharjah and Deira.®’ The summary conclusions were that the turnover 
on Russian accounts in the two branches over the two years examined 

were “indicative of money laundering on a massive scale,” while manage- 

ment at the two branches “failed to observe their internal policy 

guidelines with regard to ‘Know Your Customer’ (KYC) and review of the 

daily large transactions report,” and that incoming remittances on some 

of the accounts were incommensurate with the level of disclosed 
income of account holders. The summary conclusion of the review was that: 

The Bank is not following our instructions contained in the Cir- 

cular No. 163/98 dated 28/02/1998 concerning unusual transac- 

tions in an account. They did not report to the Central Bank 

details of such accounts involving dubious transactions. They also 

quietly closed some accounts involving money laundering and did 

not report them to the Central Bank.°* 

The Central Bank examiners found that in 2000, despite closing a 

number of Russian HSBC accounts in the UAE, there were a total of 

1,186 such HSBC accounts, with a total deposit base of AED125.3 

million ($34.2 million).© Even a cursory look at the bank reveals that 

of the bank’s eight branch offices in the United Arab Emirates, two, the 

Deira and Sharjah branches, had opened 927 of the total 1,186 HSBC 

accounts in the country (78.2 percent) with deposits of AED111.3 
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million of total deposits in the country of AED125.3 (88.8 percent.) 

The very penetrability of only a couple of branch offices should have 

alerted supervisory management to the strong possibility of corruption. 

Also, the UAE Central Bank examiners noted that in the cases where 

HSBC did close down accounts, the balance on the accounts was paid 

to the account holders in the form of banker’s checks, which admit- 

tedly allowed these individuals to re-start the money laundering cycle 

elsewhere with the least possible obstacles. 
It should also strike a responsible bank officer that the accounts 

displayed unusual movement patterns. Thus, 40.5 percent of deposits 

were effectuated via inward telegraphic transfers and 53.7 percent from 

transfers from other accounts in the bank. Withdrawals were equally 

remarkable: 31.8 percent in cash, 19.7 percent in outward telegraphic 

transfers, and 37.7 percent by transfer to other accounts in the bank.’° 

Even the simplest due diligence and “know your customer” inquiries 

should have generated concern. By way of examples, an individual, K. M., 

declared a monthly income of AED3,000, but over two years deposited 

AED6 million; 94 percent by inward telegraphic transfers, as were all 

withdrawals. S. A. G. Trading opened an account, deposited AED22.1 

million by telegraphic transfer, and on the same day transferred the 

same amount outwards, also telegraphically. These unexplained trans- 

actions did not spur HSBC to investigate the account holders. 

It can be taken for granted that one is here in the presence of part of stage 

two of the money laundering cycle, layering. The disparity between the 

number of Russian accounts, their balances in the various HSBC 

branches throughout the UAE, and the use, on those accounts, of inward 

and outward telegraphic transfers would have been easily detéctable 

using a not very sophisticated computer software program. 

A question that has often been brought up is that of the degree of 

responsibility, either direct knowledge or willful blindness, that one 

must allot to the bank in which the accounts were held, one of the 

largest banks in the world, HSBC. Considering the size and sophisti- 
cation of HSBC’s worldwide operations, it is difficult to believe that the 
bank was not in possession of the management tools, the experience, 
and the technological expertise necessary to detect the quite obvious 
money laundering-oriented banking patterns that emerge from even a 
cursory look at the bank’s records. 

Case study: Thailand’s AMLO 

In Thailand, the laundering of criminal proceeds is deemed to pose a 
threat both to the kingdom’s financial stability and to national 
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security.’' The Thai Anti-Money Laundering Act”? of B.E.73 2542 (1999) 
became effective on 19 August 1999.74 The Act criminalizes “the act of 
money laundering and related conspiracy, creates [and] establishes a civil 
forfeiture system for confiscating assets identified as having been 
acquired with the proceeds of specific predicate criminal offences and 
creates an Office of Anti-Money Laundering.”’> Thailand has chosen a 
thematic rather than a generic approach to establishing what constitutes 

predicate offences, and in section 3 of the Act enumerates these: narcotic 

offences (§1); sexual offences in particular procurement of women and 

children (§2); fraud (§3); securities offences ($4); corruption (§5); extortion 

or blackmail by “member of an unlawful secret society or organized 
criminal association” (§6); customs evasion (§7); offences related to terror- 

ism (§8). The latter was enacted to comply with UN resolution 1373 by 

the Amendment to the Penal Code Section 135; it became effective on 

11 August 2003. 

In section 13 of the Act, Thailand established a suspicious transac- 

tions reporting requirement; it is noteworthy that, in section 3 of the 

Act, the Thai legislator includes in the definition of suspicious trans- 

action the characteristic of “a transaction that is more complicated than 

the norm by which that transaction is usually conducted, a transaction 

that lacks economic rationale.”’° Section 15 of the Act enjoins the Land 

Office with a reporting responsibility regarding trade in immovable 

assets and section 16 obliges the owner of an investment business to report 

investment transactions. Finally, section 20 of the Act establishes a 

customer due diligence (CDD) regime. 

In consequence of Thailand’s adherence to the 1988 Vienna Conven- 

tion, the Office of the Narcotics Control Board (ONCB),’’ under the 
leadership of Pol. Gen. Chaovalit Yodmanni, then the Secretary-General 

of ONCB, had drawn up the first draft law criminalizing conspiracy, which 

to some degree permitted the seizure of funds originating from the illicit 

traffic in narcotic substances, the so-called Conspiracy Act, enacted in 

Thailand in 1991. 
The not inconsequential disadvantage of using a thematic rather than 

a generic approach to identifying the underlying, so-called predicate crimes 

is obvious in the case of Thailand, but by no means only Thailand, namely 

that crimes, which in some way obstruct or undermine the interests of the 

ruling elite can easily be excluded from the listing. Among such excluded 

crimes one finds currency exchange offences, smuggling, fraud in financial 

institutions, labor fraud, excise fraud, gambling and forestry offences. 

In April 2000, AMLO became a member of the Asia/Pacific Group 

on Money Laundering (APG) and in June 2001 of the Egmont Group 

of Financial Intelligence Units. 
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The anti-money laundering legislation in Thailand, as in many other 

countries, is being used, not really to suppress money laundering, but 

simply as a further weapon against criminals, whereby their assets, 

which for evidentiary or other reasons could not be forfeited under the 

1991 Conspiracy Act, are seized in a civil lawsuit by the AMLO. The 

Act has, embedded in it, a strange contradiction: section 3 §2 of the 

Act does not allow for the Act to be used in cases of smuggling of 

persons (trafficking in humans), unless the reason for the smuggling is 

sexual exploitation; this contradiction is presumably due to an over- 

sight in the drafting phase. 

This chapter has examined the various initiatives against transna- 

tional organized crime; in particular it has questioned the basis for and 

enforcement of anti-money laundering measures. The following chapter 

will continue this strand of thought by considering some of the con- 

temporary critical issues in the study of the subject-matter, and will 

attempt to identify some of the future crimes by which transnational 
organized crime will maintain its income-flow. 



7 Critical issues and future trends 

Albeit with a pinch of pessimism, one cannot but agree with Jeffrey 
Robinson’s proposition that 

As long as we live in a world where a seventeenth-century philo- 

sophy of sovereignty is reinforced with an eighteenth-century judi- 

cial model, defended by a nineteenth-century concept of law 

enforcement that is still trying to come to terms with twentieth- 

century technology, the twenty-first century will belong to trans- 
national crime.! 

His criticism, however, should be extended to philosophers, legislators, 

and law enforcement officials alike, but should also be aimed at scholars. 
If scholarship continues to be immersed in rather introspective defini- 

tional quarrels, it is not doing very well in fulfilling its advisory role. 

Although rejected by some scholars, the authoritative 2000 CATOC 

definition of transnational organized crime is now available and in 

order to make important advances in this area of study, it should be 

taken as the accepted standard. Likewise, scholars would advance both 

learning and praxis considerably if they were to apply “differential 

diagnosis” to terrorism instead of insisting on having one, vague cate- 

gory termed “terrorism” as a kind of catch-all, which allows the indi- 

vidual scholar to make a selection fitting his or her political 

standpoint. Thus, “terrorism” along the lines proposed in Chapter 4 

should be clearly distinguished from the terror inflicted by a tyrannical 

ruler on his or her population, as well as from acts of violence perpetrated 

by agents of a foreign state. Only by refining our tools can we apply 

more subtle analyses and develop more refined counter-measures. 

The enlarged international space occupied and perceived to be 

occupied by transnational crime (made possible by the deregulation of 

the financial markets, by increased ease of transportation of persons or 
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goods, and by the truly remarkable developments in communication 

and data storage capabilities), the opening up of the markets in East- 

ern Europe, an increased awareness on the political and academic 

levels? of the extent in breadth and depth of the phenomenon, and, 

lastly, the efforts made by the United Nations and its sister organizations, 

for example the important analytical work done by the economists at 

the IMF; constitute the determinants of the transnational crime discourse. 

The current debates in the area very much analyze these issues: Is so- 

called globalization a determining factor in the development of trans- 

national organized crime? Are modern communication capabilities of 

more import in this context than the invention of the telegraph? Has 

globalization or the opening of Eastern Europe had the - greater 

impact? And so forth. Most importantly, though, is the necessity to 

keep measuring the efficacy of the counter-measures applied and to 

develop the courage to discontinue inefficient ones also against argu- 

ments from entrenched bureaucratic quarters. 

Developments within well established Italian organized crime groups 

disclose the strategy that they will adopt at least in the near future: 

They have established and are establishing cooperative arrangements 

with Italian and foreign organized crime groups in Italy, and with for- 

eign organized crime groups outside of Italy.* There is little doubt that 

such horizontal networks, exploiting competitive advantages, will 

occupy much of the future transnational organized crime space. 

Countering such networks is notoriously difficult as they display a 

series of characteristics, which work to ensure their survival, such as 

non-transparency, flexibility, and self-repair capabilities. It is obvious, 

but probably utopian to advise governments to dissolve irrelevant and 

non-enforceable prohibition regimes, to discontinue inefficient, costly 

and liberticidal enforcement strategies, and to acknowledge the crim- 

inogenic effects of excessive revenue and sanction impositions. If, 

nevertheless, the political choices of the future involve the continuation 

of the present policies, governments should fully realize a number of 
unpleasant facts. First, demand in the developed world for the goods 
and services offered by transnational criminal networks will not 
diminish, in particular that for prostitution, gambling, drugs, and 
arms. This unpalatable fact is difficult to explain, but a beginning of an 
explanation may have been proposed by Walter Lippmann in his 1925 
work The Phantom Public.? Just as Chapter 1 pointed to a certain 
societal alienation between a cosmopolitan elite and the population as 
such, in the developed world one is also in the presence of a complex 
form of societal alienation between the governance structures and the 
general public, namely the Lippmannian “phantom public,” as the 
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latter, because of the increasing complexity of socio-political develop- 
ments, has diminishing ability to comprehend the former. 

Second, any enforcement policy can be nothing but palliative; an 
alleged “interdiction” is an impossibility. It is hardly necessary to ela- 
borate on this point; from Prohibition to the war against drugs, inter- 
diction efforts have failed to eradicate the criminalized behavior. There 
is no reason to believe that this fact will change in the future; quite to 
the contrary, ease of transportation as well as the increasing interna- 
tional travel will only make the success of international interdiction 
efforts even more illusory. 

Third, governments should comprehend that norm enforcement is a 

zero-sum game; funds allocated to irrelevant and ineffective enforce- 

ment policies by definition are not available for other enforcement 

areas. But the core threats to society do not come from drug irafficking 

or from the way criminals apply their ill-gotten gains. Instead, crimes 

against the environment and crimes against the human being qua 

human being (neo-slavery, trafficking in humans) represent the clear 

and present danger. 

Finally, if governments persist in the supply reduction direction 

adopted so far, they should realize that for the fight against transna- 
tional criminal networks to reach at least a minimal level of efficiency 

will demand the kind of capillary intelligence cooperation, based on 

complexity theory, for which no jurisdiction so far has been prepared. 

New transnational crimes 

Naim® observes that transnational organized crime will continue to 

expand; its networks are not bound by geography and defy traditional 

notions of sovereignty. An important part of the present and, more so, 

future revenues of organized crime will originate from both trafficking 

in human beings and human smuggling; not only this, but both are fast 

expanding activities, as individuals from less privileged countries 

attempt to establish themselves in more economically developed ones. 

This tendency, however, will most certainly accelerate in the future as 

climate changes will put even more pressure on less developed coun- 

tries by impoverishing the already not very rich soil. Everything leads 

one to believe that this expansion will continue and it will ensure that 

transnational crime gains access to an ever increasing pool of recruits 

and victims. 

The greatly increased use of trade embargoes and trade sanctions 

under international law will supply organized crime with ample 

opportunities for revenue because they will invest their commercial and 
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organizational skills in providing the goods and services which cannot 

be supplied by legitimate trade. The operative terms here are denied 

demand and criminogenesis. 

The ageing of the population of the Western world will lead to a 

whole range of opportunities for organized crime, the most obvious of 

which is the supply of replacement organs from willing or, if necessary, 

unwilling donors. The present author put forward the idea of unwilling 

organ donors as a future crime at several international forums,’ 

although it was perceived to be far-fetched. Now, however, the first 

documented case is available from India, where on 28 January 2008, 

authorities disclosed a case of trafficking in organs harvested from the 

poor and sold to rich clients. As reported, hundreds of donors had 
been ensnared, often with false promises of work, and induced by 

threat with a weapon to donate one of their kidneys against a payment 

of $1,250. The kidneys were then resold at ten times this price. In this 

instance, the donors were left alive, whereas there have been a number 

of undocumented reports from South America of poor “donors,” who 

were brought in from the street by force, killed, and used for full organ 

harvesting. Equally, the counterfeiting of high-price cutting-edge 

pharmaceuticals holds promises of vast earnings for organized crime. 

Finally, the involvement of organized crime in environmental abuse, 

in particular in the disposal of toxic waste, is perceived by some 

observers as the most profitable future criminal activity of transna- 

tional organized crime. Also, the undoubtedly transnational criminal 

acts connected with the international trade in forest product, which is 
illegal at source, is worrying. 

Ly 

Italy 

Although this book has attempted to avoid an over-reliance on orga- 

nized crime studies from and about Italy, some recent quantitative data 

are of particular interest for two reasons. First, they do not originate 
from government or scholarship, but from a segment of society which 
typically is the victim of organized crime, namely small and medium- 
size businesses, represented by their professional association, Con- 
fesercenti.? Second, the report both analyzes the data and looks at 
future developments. 

The table in Annex 8 contains the data pertaining to the earnings‘in 
Italy of organized crime as estimated by Confesercenti based on infor- 
mation from the association’s membership. In the table, “The Mafia 
Co.” indicates a virtual holding company that consolidates the balance 
sheets of the four companies that it controls: the Mafia, the Camorra, 
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the ’ndrangheta, and thé Sacra Corona Unita. The biggest of the four 
is now ’ndrangheta, which, according to the Italian Minister of the 
Interior, Roberto Maroni, controls the European drugs market and has 
a yearly profit of €45 billion.!° 

According to Confesercenti, members of the professional association 
now pay €250 million a day to organized crime in Italy in “protection” 
and usury. The going “protection”—the pizzo—rate is €10,000 per 
month for a building site, €3-5,000 for a supermarket, and €200—500 

for small shops. Also stall owners on markets pay a couple of euros a 

day and Gypsies €50 a month for their illegal sheds The latter is of 

import, because it is clear that organized crime does not need, is not 

interested in a couple of euros a day and a small donation from the 

Gypsies. I argue that they extort these small amounts as part of an 

overall strategy to make clear to all and sundry who is in charge of the 

territory. The report, however, also points out that the association’s 
membership, because it is constituted by small and medium-size busi- 
nesses, is the most vulnerable to a lack of liquidity in the financial 

markets and that therefore in any financial crisis, its members have no 

other access to credit than via organized crime usurers. A total of 

180,000 members had reported to their professional association to have 

done so, and more undoubtedly will have to do so in any period of 

economic downturn. This is but another example of denied demand, 

which is being satisfied. 
As noted earlier in this chapter, cooperation between Italian orga- 

nized crime and foreign criminal organizations definitely is a trend, 

which, in my view, will become of great import in the future. It is, 

however, also worth noticing the flexibility of organized crime, which, 

as just outlined, in economically difficult periods can adjust itself to the 

new circumstances and engage in or further develop the criminal 

activity which is best suited; in the present situation, usury. 

New institutional counter-measures 

Various counter-measures have been undertaken on the international 

level, both within the ambit of the United Nations and by inter- 

governmental organizations such as Interpol, and regional institutions, 

for instance Europol. Such developments, however, come at a price, in 

particular the already observable militarization of law enforcement and 

the gradual disappearance of the formal or informal demarcation 

between internal and external security, as evidenced in the important 

work of Anthony Giddens, among others. The danger inherent in this 

evolution is an already clearly observable diminution of civil rights. 
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In the area of illegal logging, one could obviously ask why ordinary 

criminal prosecutions for theft, receiving stolen goods, etc., are not 

undertaken. One answer is provided by the Thai AMLO, who takes the 

view that the major problem is that “wood is wood” and that it is dif- 

ficult, not to say impossible, to determine from where wood originates 

and therefore to trace it back to illegal or illicit origins. AMLO’s point 

of view is understandable considering today’s enforcement priorities, 

but I would argue that this is one precise area where important 

advances are possible. For this to happen, however, would require that 

individual countries, regions, and the alleged international community 

re-prioritize law enforcement objectives.!! That must mean, in parti- 

cular, environmental crime, among which illicit and illegal logging 

must be considered a leading priority. 

In the 1970s, U.S., but not only U.S., narcotics law enforcement 

created central databases, which allowed their users, from the chemical 

composition of seized narcotic drugs, to identify the place of produc- 

tion—not only the country or region, but also the very laboratory 

which had effectuated the transformation of, say, opium into morphine 

base. Without being an expert in forestry or chemistry, I would propose 

the hypothesis that trees embed in their wood, in the course of their 

growing, enough markers to determine at least the country and pre- 

sumably also the region whence they originate. To create a central 

worldwide database of such markers would provide a very important 

enforcement tool, which would be of crucial importance in combating 
illegal logging, including the concomitant money laundering. 



8 Conclusion 

The first conclusion of this book is that the concept of identity is 

underdeveloped in the study of organized crime, both with respect to 

our establishment of an identity for organized crime and regarding its 

establishment of one for itself. In most countries, there is a (perhaps 

class-conscious?) reluctance to apply, for example, the UN CATOC 

definition to crime and talk of organized crime, when one is facing a 

“structured group of three or more persons, existing for a period of 

time and acting in concert with the aim of committing one or more 

serious crimes or offences in order to obtain, directly or indirectly, 

financial or other material benefit,” even if the individuals concerned 

hold high office and can afford the best legal representation. Likewise, 

as pointed out in the introduction of the concept of societal alienation: 

Do these individuals realize that they are “organized crime figures”’?— 

to use a popular media term. 

The second conclusion of the book basically concerns intellectual 

probity. Mike Maguire, Rod Morgan, and Robert Reiner (editors of 

the fourth edition of the authoritative Oxford Handbook on Criminol- 

ogy)! proclaim that they do not “embrace a fashionable postmodern 

relativism about truth or justice;” nor does the author of this work. 

Nevertheless, it is crucial to make it very clear that criminal justice is a 

zero-sum game; criminal justice budgets in all countries are not infinite 

and funds that are allocated to one issue or particular strategy are not 

available for some other issue or strategy. This is obviously also the 

case for transnational organized crime and even more so, since such 

crimes are, in general, expensive to investigate because of their overseas 

links and due to the sophistication of the precautionary measures 

taken by the individuals involved. It is therefore of crucial importance 

that funds are well allocated. This implies, at a minimum: First that 

particular care should be exercised in elaborating criminal justice stra- 

tegies whose focus is placed on issues that either pose a discernible risk 
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to society as such or, indeed, to humanity or which particularly violate 

the value-system of the community; and, second, that once programs 

have been established and activated in accordance with chosen strate- 

gies, the cost-benefit of such programs must be constantly monitored 

and the programs discontinued if inefficient. The long-lasting, exceed- 

ingly costly and ineffectual so-called “war on drugs” is a case in point. 

The equally costly and equally ineffectual money laundering regime is 

another. These law enforcement programs have by now been running 

long enough for it to be abundantly clear that they have made no 

impact of significance, neither on the availability of narcotic drugs, nor 

on the ability of criminals and, for that matter, terrorists to So of 

their funds when and where they desire. 

This leads one to pose a corollary of Durkheim’s observation that 

crime is a normal social fact: one must arrive at the third conclusion, 

namely that transnational crime is a normal international social fact. 

Having accepted that, however, one must avoid the Scylla and Char- 

ybdis of, on the one hand, an unsubstantiated and undoubtedly erro- 

neous belief in a worldwide Mafia conspiracy and, on the other, an 
equally misguided state of denial of the present and potential transna- 

tional reach of organized crime. 

The fourth conclusion one would wish to draw from the book relates 

to criminogenesis. While one can easily understand that individual 

governments attempt to claw in duties and taxes they have imposed on 

individuals or on product, one can legitimately ask to what degree 

governments themselves have created the tendency to evade such 

duties. Norms that are seen to be unreasonable and are felt by the 

population as incongruous with the popular ethical conception which 

subtends criminal law, as for example the exaggerated revenue-gen- 

erating import and sales duties on tobacco product, are by their very 

nature criminogenic, since unreasonable provisions will be tacitly and 

openly violated by a large proportion of a population. Tobacco pro- 

duct is taxed by a duty many times the value of the product itself; it 

could be argued that imposing a duty higher than the value of the 

product itself, in other words de-reifying it, not only is unreasonable, it 
is a Clear invitation to norm disobedience. 

Fifth, one could reasonably ask to what degree and by what means 
governments should investigate violations, in particular revenue eva- 
sion. Any law enforcement-type investigation involves, by necessity, an 
infringement of individual rights to privacy, to freedom, etc. Some 
might feel that the drastic measures proposed by the World Health 
Organization (WHO) in the Protocol to the WHO Framework Con- 
vention on Tobacco Control by far exceed what is reasonable for an 
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infringement of such revenue regulations; in other words these pro- 
positions represent a disproportionate justification for misusing 
resources and depleting ethics.?7 This protocol proposes a series of 
enforcement measures which hitherto have only been used in the 
investigation of drug trafficking and other very serious crimes. Their 
introduction in this protocol could and should be seen as rather sur- 
prising considering that the product which the convention attempts to 
control is perfectly legal and freely available in all countries in the 
world. Observing the very substantial legal remedies being put in 

place in simple cases of violation of revenue regulations, one cannot 

but point to the far more important subject of commercial sexual 

exploitation of children. The paltry results obtained, at international 
level, in this serious area are in stark contrast to the measures proposed 
when the issue is not the lives of innocent children, but government 
revenue. Not only should investigative resources be applied in accor- 

dance with the opprobrium of the population, but their very imple- 

mentation in the investigation of revenue violations ultimately will lead 

to a hollowing-out of the population’s sense of justice and—while 
undoubtedly meant to create governmental income to strengthen 
society—will ultimately undermine the very society, qua society, it 

alleges to uphold. 
The sixth conclusion is that to advance in our understanding of 

transnational organized crime, we should bear in mind the two aspects 

or points of view based on scaling theory that I proposed in the 

Introduction. Hitherto, the very common kinds of street-level crime, 

for example retail theft or sale of counterfeit goods, have not been 

appreciated at their full value, because two mutually exclusive approa- 

ches have been used. On the one side criminology has taken an interest 

in the street-level criminal and his or her socio-economic circum- 

stances, while, on the other, international relations scholars have con- 

sidered the international production and transportation of goods and 

services, and their implications for that particular field of study. It is 

crucial, however, that we attempt to understand how these, at first 

glance so uninteresting, street crimes ultimately explain both employ- 

ment patterns that are of some complexity and the accrual of sub- 

stantial profits. Richard Lambert noted that “Borders are little more 

than a fantasy of foreign ministers” and any naive belief that we will 

ever be able to control our national borders again, if indeed we ever 

were, is just that, naive. 
Finally, and returning to my remarks, above, in the first conclusion, 

at the time of writing this in the autumn of 2008, the developed world 

is undergoing a financial crisis which may be the most severe since 
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1929. The structural instability and the financial volatility which both 

accompanies and defines the crisis, will, undoubtedly, provide transna- 

tional organized crime with new opportunities for gain, from usury to 

market speculation. It is also, however, a propitious moment in which 

to reflect on the differences between the underworld and the upper- 

world, if any. 



Annex 1 

Table A.1 Number of drugs and substances under international control, 
1912-95 

LED, MOPS EE AME RSH TL IRS VRDS) 

Synthetic 0 0 0 12 53 98 187 245 
Natural 4 7 Ny 24 32 Sy 38} 3 

Total 4 7 17 36 85 130 220 282 
Natural 100 100 100 66.7 37.6 PENS ANS 13h) 
as % of total 

Source: adapted from I. Bayer and H. Ghodse, “The Response: Evolution of 

International Drug Control 1945-1995.” Draft paper for UNDCP, 1996. 



Annex 2 

Table A.2 Wholesale and retail prices, heroin, Europe and the United States, 

1990-2006, U.S.$/g 

Europe U.S.A. 

Year Retail Wholesale Retail Wholesale 

1990 268 144 433 251 
199 221 101 413 229 
1992 oh | 111 385 216 
1993 149 76.6 374 304 
1994 161 76.7 277 194 
1995 158 69.6 259 193 
1996 151 61.7 219 182 
1997 117 49.6 190 162 
1998 Lty 45.1 200 154 
1999 105 41.5 166 129 
2000 74.5 33.4 148 95 
2001 67.1 29.4 125 67.7 
2002 70 31.6 98 P5609 
2003 76.8 CE 127 71.8 
2004 80.6 34.5 162 73.4 
2005 74 32.9 201 67.1 
2006 67.1 30.7 Liz Sion 

Source: UN Office on Drugs and Crime, 2008 World Drug Report (Vienna, 
Austria: UNODC, June 2008), 49. 



Annex 3 

Table A.3 Narcotics statistics, the United States. Federal costs, U.S.$ millions 

FY 2002. 2003 =2004 = 2005S 2006—— 2007'S - 2008 =~ 2009 

Demand 4916.0 4949.2 5122.5 5144.2 4947.6 4902.7 4982.8 4909.8 

2 456 44.1 42.7 40.2 37.6 35:4 8Gs5 34.8 

Supply 5865.4 6270.9 6883.2 7640.2 8196.4 8941.4 8672.6 9204.6 

i 54.4 See) Sis 59.8 62.4 64.6 63.5 65.2 

Total 10781.4 11220.1 12005.7 12784.4 13144.0 13844.1 13655.4 14114.4 

Source: Office of National Drug Control Policy, National Drug Control Strategy. 
FY2009. Budget Summary (Washington, D.C.: The White House, February 
2008). 



Annex 4 

Table A.4 The drug user population 

2006-2007 

Population (millions) % 

Total world population 6,475 
World population, 15-64 years of age 4,272 100 
Non-drug using population, 4,064 vByll 
15-64 years of age 
Annual prevalence of drug use (has used 208 4.8 
drugs at least once within last year), 
15-64 years of age 
Monthly prevalence of drug use (has used 112 2.6 
drugs at least once within last month), 

15-64 years of age 
Problem drug use, 15—62 years of age 26 0.6 

2004 

(millions) 

6389 
4102 100 
3902 95.1 

200 4.9 

110 24), 

25, Ms 0.6 

Source: UN Office on Drugs and Crime, 2008 World Drug Report (Vienna, 
Austria: UNODC, June 2008), 30. UN Office on Drugs and Crime, 2006 

World Drug Report (Vienna, Austria: UNODC, June 2008), 8. 



Annex 5 

Table A.5 Worldwide seizures of drugs, excluding cannabis (millions of tons) 

Product (mt) 2005 2006 

Coca leaf . 3209 3304 
Cocaine 743 705 
Opium 342 384 
Heroin 58 58 
Morphine 52 46 
Amphetamine 21 19 
Methamphetamine il4/ 16 
Ecstasy 5 4 
Methaqualone 1 5 
Depressants i 1 

Source: UNODC, World Drug Report (Vienna, Austria: UNODC, 2008), 8. 



Annex 6 

Table A.6 Seizures of smuggled cigarettes. Europe, 1999 (millions) 

United Kingdom 1534 
Italy 1395 
Spain 1200 
Portugal 1071 
The Netherlands 256 
Belgium 150 

Ukraine ey 

Source: WCO. 



Annex 7 

Table A.7 Plastic card fraud losses on U.K.-issued cards, 1997-2007 

£ millions Of which 

Year Total CNP Counter- Lost- Card ID Mail U_K. U.K. Abroad 
feit stolen theft non- retailer 

received face-to- 
face 

1997 122 10 20.3 GO 1B 12.5 JB) ODES aoe 
1998 135 13.6 26.8 65.8 16.8 12 74.8 100.1 34.9 
1999, A884) 629:3) 508 79.7 14.4 14.6 93 134.1 54.2 
2000 317 I29 107.1 101.9 17.4 eee! 13919213. .4N103°5 
2001 411.5 95.7 160.4 114 14.6 26.8 188.9 273 138.4 
2002 424.6 110.1 148.5 108.3 20.6 Sh 186.9 294.4 130.2 
2003 420.4 122.1 110.6 112.4 30.2 45.1 LO S163 10451 
2004 504.8 150.8 129.7 14 5 369). 129 218.8, 412.3 92°5 
2005 439.4 183.2 96.8 $9305 40 135:919356:6"'=82:8 
2006 427 > 212.7 = 98.6 68.5 31.9 15.4 TZ ee SOOM TAT 
2007 535.2 290.5 144.3 562° 34,1 10.2 WS 327.6 207.6 

Source: APACS, Fraud: The Facts, 2008 (London: APACS, 2008). 



Annex 8 

Table A.8 The Mafia Co. balance sheet (billions of €) 
i TLE EEE EEEEEEEE En SaaS 

Actives 

Illicit Traffics 

*Drugs 59.00 
*Humans 0.30 
*Weapons & various 5.80 
*Smuggling 1.20 

Mafia Taxes 
*Racketeering 9.00 
*Usury 12.60 

Predatory Activities 
*Theft, robbery, fraud 1.00 

Entrepreneurial Activities 

*Tenders & supplying 6.50 
* Agriculture 7.50 

(agromafia) 
*Gambling 2.40 
*Counterfeiting 6.30 
*Abusive Building 2.00 

Ecomafia 16.00 

Prostitution 0.60 

Financial Income 0.75 

Total Actives 

66.30 

1.00 

24.70 

16.00 

0.60 

0.75 

130.95 

Passives 

Salaries 1.76 
*Heads 0.60 
*Affiliated 1.00 
*Prisoners 0.03 
*Fugitives 0.13 

Logistics 0.45 
*Safe houses 0.10 
*Networks 0.10 
*Weapons 0.25 

Corruption Activities 3.80 
*Corruption TOS 
*Consultants & 0.05 
Specialists 
*Supporters 1.80 

Legal Expenses 0.70 0.70 

Investments 30.00 30.00 

Laundering 22.50 22.50 

Savings 7.50 7.50 

Total Passives 66.71 
Net Profit 64.24 

Source: Underlying dataset (which has been further analyzed) is from Con- 
fesercenti, “Le mani della criminalita sulle imprese. XI Rapporto SOS 
Impresa-Confesercenti” (Rome, Italy: Confesercenti, 11 November 2008). 
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this area. To render the listing as helpful as possible, it includes entries 

of books, journals, web sites, and the cinema. 

Books 

Peter Andreas and Ethan Nadelmann, Policing the Globe: Criminalization and 

Crime Control in International Relations (Oxford and New York: Oxford 

University Press, 2006). One of the many values of this book is its application 

of the principle of “looking backwards in order to look forwards,” since it 

provides well documented historical analyses of the main themes treated from 

the origin of so-called prohibition regimes to the hesitant beginnings of coopera- 

tion between police forces from different countries. This one-volume exposition 

of international law enforcement cooperation is the best and most thoughtful 

available. ma 

James Cockayne, Transnational Organized Crime: Multinational Responses to a 

Rising Threat (New York: International Peace Academy, April 2007). For a short, 

but wide-ranging and interesting introduction to the subject, Cockayne’s 

book is commendable. 

Cyrille Fiynaut and Letizia Paoli, eds, Organised Crime in Europe: Concepts, 

Patterns and Control Policies in the European Union and Beyond (Dordrecht, 

the Netherlands: Springer, 2004). Series: Studies of Organised Crime, vol. 4. The 

edited volume is divided into three parts: the history of organized crime, 

contemporary patterns of organized crime, and organized crime control policies. 

Among the more noteworthy chapters are Michael Levi, “The making of the 

United Kingdom’s organised crime control policies” and Claudio Besozzi, 

“Tllegal markets and organised crime in Switzerland: A critical assessment:” 

Timothy J. Gilfoyle, City of Eros: New York City, Prostitution, and the Com- 

mercialization of Vice 1790-1920 (New York: W. W. Norton, 1992). A truly 

fascinating work examining the sex trade in Manhattan in the nineteenth 

century and the beginning of the twentieth century, as well as the interaction 
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between individuals involved in criminal enterprises, in particular brothel 
owners, and local politicians. It constitutes the best possible introduction to 
the rise of organized crime in New York, to the transnational nature of local 
crime already in the nineteenth century by international trafficking in 
women, to the creation and development of so-called machine politics, and 
to the beginning of gang “wars” between so-called “natives” (gang members 

born in the U.S.A., typically of English or Irish origin) and more recent 
criminal immigrants. 

Peter Grabosky, Russell G. Smith, and Gillian Dempsey, Electronic Theft: 

Unlawful Acquisition in Cyberspace (Cambridge: Cambridge University 

Press, 2001). A well written, broad introduction to the subject. 

Mike Maguire, Rod Morgan, and Robert Reiner, eds, Oxford Handbook of 

Criminology, 4th ed. (Oxford and New York: Oxford University Press, 2007). 

The handbook, which is now in its fourth edition, was first published in 1992 

and remains an essential tool for anybody interested in Criminology. Among 

chapters of particular interest, one notes Michael Levi, “Organized crime and 

terrorism” and Keith Hayward and Jock Young, “Cultural criminology.” 

Sally S. Simpson, Corporate Crime, Law, and Social Control (Cambridge and 

New York: Cambridge University Press, 2002). After a brief overview of the 

historical development of the subject-matter and an interesting discussion of 

the definitional difficulties (corporate crime versus white-collar crime versus 

economic crime, etc.), Simpson provides a deep and balanced analysis of the 

problem of deterrence in corporate crime. Although her development of the 

various themes is intellectually very rigorous, the book has the added value 

of being highly readable. 

UNODC, World Drug Report (Vienna, Austria: UNODC). This excellent, 

yearly report of trends, production, seizures, consumption, and prices in the 

illicit narcotics market is indispensable. 

Journals 

Global Crime (Routledge). From its inception until 2004, this journal was 

published under the name Transnational Organized Crime. It constitutes the 

major forum for discussion among transnational crime scholars. 

Crime, Law and Social Change. This journal contains many high-quality arti- 

cles in the area. 

Useful web sites 

www.interpol.int: Interpol’s excellent web site. 

www.mcnabbassociates.com/bilateralex.htm: Listing of US bilateral extradition 

treaties. 
www.europol.europa.eu: Europol’s web site. 

www.coe.int: Council of Europe’s very informative web site. 

www.unodc.org: UNODC’s very useful web site, including a full dataset of 

drug seizures. 
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www.egmontgroup.org: The Egmont group of FIUs. 

www.apacs.org.uk; www.cardwatch.org.uk; www.cifas.org.uk. All three are of 

interest concerning credit card fraud. 

The cinema: organized crime and (self) publicizing 

Robbers and other outlaws have fascinated the public imagination and 

have, as a consequence, been portrayed in the theatre, in literature, 

and, in particular, in the cinema. Apart from so-called thriller or 

detective stories, also more serious literature has explored the socio- 

political and, indeed, socio-psychological aspects of the relationship 

between the alleged outlaws and the alleged “normal” or at least 

norm-establishing society. One thinks in particular of Friedrich Schil- 

ler, Die Ratiber (1781). It is therefore not surprising that the cinema- 

tographic art form has also portrayed crime and, indeed, transnational 

crime. The last 20-30 years have produced an important crop of cine- 

matographic representations of organized crime, albeit mostly of a 

rather stereotyped nature, for example: 

e The Godfather I-III, 1972, 1974, and 1990, the first of which was 

based on a novel by Mario Puzo. 

La Piovra. Italian television series, 1984-2001. 

The Sopranos. U.S. television series, 1999-2007. 

However, in more recent times, there is a new twist in the tale: fiction 

and reality have become cross-fertilizing and, concurrently, inter- 

nationalized. For instance, young men in Naples, Italy, who attempt to 

rise in the ranks of delinquency, very often wear sunglasses wedged in 

the hair on top of the head. This fashion is believed to have originated 

from an organized crime movie in which the main character wore his 

sunglasses in this way. But there is also an opposite niovement, that is, 

not from the cinema to organized crime, but from organized crime to 

the cinema. Thus, it is well reported that in the course of the produc- 

tion of the television series, The Sopranos, referred to above, Italo- 
American organized crime figures took a keen interest in and tried to 
influence the choice of sartorial apparel of the characters playing 
“Mafiosi” in the series. A final example is provided by Lynda Melito, 
the wife of a well known organized crime figure in the New York area. 
In her memoirs, she notes that after the release of the first film in the 
Godfather trilogy, The Godfather I, the men in her “family” started 
embracing each other in a way normal in Italy, but which had not been 
usual among Italo-American males in her environment until then.! 
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Below is a listing of some recent cinematographic creations of inter- 
est in the present context. This listing is not meant to be exhaustive; 
instead, each chosen film provides a visual, but obviously fictional 
representation of one or more aspects of transnational organized crime. 

David Cronenberg, Eastern Promises (U.K., 2007). Apart from its dramatic 

qualities, this film deals with a number of issues of import to the student of 

organized crime. First, the implantation in London, England, of the so- 

called vory v zakone (“thieves in law”), Russian organized crime; second, the 

sexual abuse and forced prostitution of a minor; and, third, the thorny sub- 

ject of the infiltration of a police official into a criminal organization over- 

seas, albeit with the blessing of the host country. 

Atmos Gitai, Promised Land (Israel, U.K., France, 2004). This disquieting, but 

important film shows the trafficking of women—from Eastern Europe and 

the Baltic countries to the Middle East—and their being “broken in” by 

mass rape, violence, and auctioning. It likewise poses the crucial question of 

the role or lack of role of “territoriality” in a globalized world. 

Martin Scorsese, Gangs of New York (U.S.A., 2001). This cinematographic 

creation is based on the non-fiction work of the same title by Herbert Asbury 

(London and New York: A. A. Knopf, 1928). The dramatic time of the film 

is 1840-63; it depicts a quarter-century of organized crime in Manhattan, in 

particular in the infamous Five Points neighborhood, in which the sex trade 

involving very organized importation rings in particular from Europe and 

the corruption of the political system into so-called “machine politics” were 

the main issues. The film should ideally be seen in conjunction with the 

reading of Gilfoyle’s examination of vice in New York in the nineteenth 

century.” 
Francesco Rossi, Mani sulla citta (Italy, 1963). Corruption in the construction 

industry in Naples, Italy. A cinematographic masterpiece. 
Matteo Garrone, Gomorrah (Italy, 2008), based on Roberto Saviano’s book 

Gomorrah (London: Macmillan, 2007), shows the grip of the Camorra on 

Naples and surrounding areas, including some international aspects, such as 

Colombian drug traffickers and the illegal trade in and disposal of waste. 
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